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SUMMARY

This thesis focuses on increasing our understanding of the use of Information Technology 
(IT) based interventions to enhance medication safety, such as Computerized Physician 
Order Entry (CPOE) and Bar-Code-assisted Medication Administration (BCMA). In this chap-
ter, the main findings of our research are summarized and discussed. 

In Chapter 2, we provide an overview of interventions to contribute to the safe administra-
tion of medication in hospitals and conclude that there is only limited scientific evidence 
on their effectiveness. IT-based medication safety interventions are most likely to improve 
medication safety. IT has the potential to contribute to standardization, transparency, 
proper documentation and structure of a process. Therefore, the use of IT-based interven-
tions should eliminate most medication errors. However, despite this promising potential, 
various medication errors were reported while using IT-based interventions. Thus, tech-
nology-based interventions still need to be improved to prevent medication errors. 

In chapter 3, we report the results of our study aimed to investigate the nature and con-
sequences of IT-related medication incidents. We have analyzed a significant sample of 
medication errors, voluntarily reported by healthcare professionals in both hospitals and 
community pharmacies in the Netherlands. One out of six of these reported incidents 
were IT-related. The interaction between human and machine (IT-systems) played a critical 
role in these reports. The pharmacy information system (Apotheek Informatie Systeem, 
[AIS]) was most frequently involved in community pharmacies, while in hospitals the CPOE 
was most frequently involved. IT-systems need to match the user’s standard workflow. 
IT-based systems in healthcare ask for skilled end-users to use these systems as intended. 
Our research shows that in almost four out of five reported IT-related errors the human 
end-user miscommunicated with the IT-system. Healthcare workers did not know how to 
respond to system output or computer jamming, and poor design caused input problems. 
System designers and software programmers should learn from error reports because 
the same errors are reported for different brands of software, each intended for the same 
purpose. Our results are in line with earlier research carried out by Magrabi et al. 1-3 and 
by Warm and Edwards 4, but we discovered more human-machine interaction related 
IT-errors and less general technical errors. These differences were possibly due to the 
improved classification we applied. Our study shows that organizations should be aware of 
imperfections in both system design and workflow. Healthcare providers should be atten-
tive to design, software and hardware imperfections and unintended effects, potentially 
leading to errors, when using IT in healthcare. Our study emphasizes the importance to 
train health care workers in the use of IT-based interventions and to increase awareness 
of potential IT-system imperfections which could harm patients. 
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In chapter 4, we describe our study aimed to investigate whether performing risk analysis 
(prospective, retrospective, or a combination) contributes to the satisfaction of end-users 
with CPOE-implementation in 40 hospitals in the Netherlands. Risk analysis may disclose 
the possibilities and the risks of new IT-systems, and this may help end-users to become 
familiar with the new CPOE. For medical doctors, a statistically significant association 
between performing prospective and / or retrospective risk analysis and end-user sat-
isfaction was shown. No such association could be demonstrated for either nurses or 
hospital pharmacists. Performing prospective risk analysis can be an excellent opportunity 
to involve end-users expectations and knowledge of IT-based interventions 5-7. Unfortu-
nately, performing a prospective risk analysis such as (Health) Failure Mode and Effects 
Analysis [H(FMEA)] is costly and time-consuming, requiring a balanced team 8, representing 
each group of stakeholders. The method focuses on only one healthcare process per risk 
analysis.

Moreover, the outcome of the analysis sometimes demands a firm decision by the hos-
pital management. These (perceived) disadvantages may hamper broad implementation 
of prospective risk analysis when introducing new IT systems. However, failure to apply 
prospective risk-analysis may result in non-involved end-users which may, in turn, reduce 
their satisfaction with the IT system 9-11. 

Chapters 5, 6 and 7 contain the design and results of our workaround study in four 
hospitals in the Netherlands, in which nurses used BCMA to administer medication. We 
identified workarounds in more than two-thirds of medication administrations, and these 
were significantly associated with medication administration errors. Workarounds appear 
to be the result of patient-ID and medication barcode scanning failures, technological 
difficulties, and nurses not following protocols. 

Factors associated with workarounds were the administration of non-oral medication, 
medication from ATC classes which were infrequently given, the patient-nurse ratio, the 
day of the week, and the medication round shift. These findings are in line with studies of 
Debono et al. 12,13 which found nurses’ performing workarounds as a response to opera-
tional failures, time pressure, workflow restraints, ward-rules, guidelines, and regulations. 
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GENERAL DISCUSSION

Considerations about the use of different data sources in our research
In this thesis, a range of different data sources was used. All of them have their advantages 
and disadvantages. Reporting systems that focus on safety improvement are generally 
‘voluntary reporting systems.’ Voluntary reporting systems usually focussed on errors 
that resulted in no harm (sometimes referred to as “near misses”) or very minimal patient 
harm 14. These reports aimed to identify vulnerabilities in healthcare systems before they 
could harm patients, while mandatory reporting systems are focussed on serious patient 
harm and deaths. Nevertheless, voluntary error reports as we use in the IT-related inci-
dents study may be hampered by underreporting, selective reporting and the influence 
of process changes on reporting. However, voluntary incident reporting and subsequent 
analysis of these reports could be an important strategy to enhance safety. Voluntary error 
reports provide more information about errors and their causes than mandatory reports 
do 15,16. Moreover, healthcare professionals do realize themselves that other professionals 
can learn from the reported errors 17. 

In our CPOE-risk analysis study, we performed a survey using questionnaires. The main 
advantage of using questionnaires is that the researcher can reach a large number of 
people collecting quantitative data. Some disadvantages may be respondents misinter-
preting the questions or giving socially desirable answers 18. The response rate in our 
research was over 88%. Therefore another known limitations of this method, the low 
response rate, was not applicable in our case. On the other hand, questionnaires have 
proven to be an excellent method to obtain data about opinions, attitudes, values, expe-
riences, and behavior in scientific research with satisfactory quality 19.

In the workaround studies, we used disguised observation of nurses as the method of 
data collection. Observation is considered to be the best method for data collection in 
medication administration error studies 20-22. However, bias may occur: the observations 
may influence the nurse but, from the literature, we know that this effect (known as the 
Hawthorne effect) is small 23. Also, the observer may also become tired and thus less 
accurate. Bias may also occur when the same assessor is responsible for identifying both 
workarounds and medication errors from the observations. In retrospect, to avoid bias, it 
would have been better to have two independent assessors: one to identify the medication 
errors and one to identify the workarounds from the observations. 

In Australia, researchers developed an elegant observation system called ‘Work Observa-
tion Method By Activity Timing’ (WOMBAT) 24-27. This well-designed paperless method of 
activity registration is used for time- and activity-based observations of nurses working 
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with patients on the wards. Redesigning this software for more than only observing activity 
but also with a focus on the effects of activities may render it suitable for observing and, 
afterward, documenting workarounds and Medication Administration Errors (MAEs) as 
well. Researchers may also consider making video recordings during the actual process 
of medication administration to inpatients and assess them concerning workarounds and 
medication errors afterward as was used by Sitterding 28 and colleagues to research nurse 
awareness and interruptions during medication administration. However, video recordings 
may be hampered by privacy constraints. 

Recommendations for daily practice
The findings of the studies compiled in this thesis, come with several suggestions for 
improving the effective use of IT-based interventions. 
•	 More needs to be done to raise awareness for the classification of IT-based medica-

tion errors as this can give healthcare professionals insight into the various types of 
unintended consequences of the use of IT-based interventions. This may enable them 
to design specific interventions to prevent those incidents in the future use of IT. Also, 
system designers and software programmers of IT-based interventions may use the 
results of error reporting and classification to improve the design and especially the 
user interface of IT systems.

•	 Medical doctors and nursing teams also need to be better trained in technological 
skills aimed to help them with the proper use of IT-based interventions. Concerning 
CPOE and BCMA, the pharmacist could help in periodically analyzing errors and work-
arounds in the daily use of IT-based interventions. Because humans are pivotal in 
using IT-based interventions 29 in healthcare, IT should be lean in both programming 
and use, and involvement of future end-users, e.g., by performing prospective risk 
analyses by these users in the implementation of the intervention can improve its use. 

•	 Based on our finding that nurses’ frequently practiced workarounds, we urge for 
more post-implementation evaluation of IT-based interventions to prevent these 
workarounds. Furthermore, after the implementation of IT-based interventions, ward 
managers have to listen to comments and complaints from their staff to identify and 
prevent workarounds. Managers must also ensure enough nurses to be employed 
for the number of patients or activities. Additional training of nurses in procedures 
that they do not perform very often (such as infrequently used drugs administered 
to patients) can be useful 30.

Suggestions for future research 
Given the association of workload with workarounds, it is recommended to study inter-
ventions aimed to reduce workload for nurses. An example of a workload reducing 
intervention may be the appointment of dedicated personnel - such as pharmacy techni-
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cians – who are solely responsible for medication administration. Pharmacy technicians 
are trained to handle medication as the main part of their daily work, in contrast to nurses 
for whom medication administration is only a part of their daily routine. Besides that, most 
hospital pharmacies in the Netherlands are well equipped with state of the art technology, 
and pharmacy technicians are well trained to use that technology as intended. Although 
pharmacy technicians are not legally authorized to administer parenteral drugs to patients, 
this obstacle may be overcome by additional training.

Medication self-administration by patients may be another practical solution to reduce 
workload. Fundamentally, no one should be more dedicated to the proper administering 
of medication than the patient himself. Research by Vanwesemael et al. 31 showed that 
competent patients acknowledged benefits such as an increase in autonomy, indepen-
dence, and knowledge of their medication. Patients did not expect self-administration 
would cause important safety issues 32. More research is needed on the effects of self-ad-
ministration on medication errors and patient compliance 33-35.

In hospitals, there is a need for strategies to promote error recovery; that is, people’s ability 
to intercept errors and prevent patient harm 36. Broader application of the Healthcare 
Failure Mode and Effect Analysis (HFMEA) technique is desirable. Performing such an 
HFMEA analysis in hospitals is often a struggle, demanding both limited available work-
force and money. On the other hand, modified HFMEA procedures such as ‘m-HFMEA’ 
37, and ‘HFMEA light’ 38 give opportunities for a more efficient and effective realization of 
prospective risk analysis in hospitals. Still, further research on the effect of prospective risk 
analysis on the successful implementation of new IT systems is needed, as our research 
is only hypothesis-generating because of the retrospective design. 

Last but not least, new IT interventions are needed. Bedside identification of medication 
by using Radio-Frequency IDentification (RFID) of a pill and identification system such as 
MedEye 39, instead of barcoding could be very promising 40-42. Application of blockchain 
technology could contribute to medication safety as well. The blockchain technology is 
at this moment mostly associated with Bitcoin, Ethereum, and other cryptocurrencies. 
However, blockchain is at its heart a digital ledger that is designed to track any transaction 
in the system securely and transparently. Because every system transaction is trusted, 
inalienable and present in the system of each of the participants, blockchain based tech-
nologies possibly can be used to enhance medication safety. Until now little research 43,44 
has been done to examine whether or not these techniques are of use in daily practice. 
However, as is demonstrated by our research, we must remain alert to mistakes and 
shortcomings when introducing new information technology. The dangerous decade has 
not finished yet 45.
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CONCLUSIONS

The studies combined in this thesis extend our understanding of the use of IT-based inter-
ventions in healthcare to prevent medication errors. Risks associated with the use of these 
IT-systems may arise from the systems themselves, the way they are implemented and 
how healthcare professionals in daily practice use them. Performing risk analyses, using 
results of voluntary error reporting, preventing workarounds by paying more attention to 
infrequent nursing procedures, and optimizing the nurse-patient ratio on nursing wards, 
may all result in the more optimal use of IT. Thus, our thesis contributes to what IT-based 
interventions in healthcare are designed for: the improvement of medication safety. 
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