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Abstract

Background

Healthcare systems are complex, need more security and must take into consider-
ation the heterogeneity of users. Therefore, a methodology is needed to deal with
these aspects and to be able to determine the maturity level of the system in consid-
eration.

The Electronic Health Record (EHR) has been identified as a necessary element
of a modern healthcare system. It needs to consider managerial, legal, technical and
financial perspectives to develop an open access, patient centred national healthcare
system.

Information and communication technologies (ICTs) in health are no longer lim-
ited to data transfer and simple data processing. Health information systems are
nowadays developed to support effective, efficient and equitable health systems,
advising policy-makers and the public of impending threats, as well as longer-term
risks to health. ICTs can promote patient centred healthcare, improve quality of
care, and facilitate the education of health professionals and patients. Such tools
and processes are necessary to improve healthcare delivery, resulting in the eHealth
environment.

Objectives

The first objective of this study is to propose a country based methodology, aimed
to deliver high-quality, accessible healthcare services across Europe and beyond. In
this study we consider Cyprus as the country of interest.

The second objective is to show why the design and implementation of a health-
care system needs to follow a country specific approach dictated by the level of
eHealth maturity of a country and its citizens. The implementation of an integrated
EHR at national level is addressed as a prerequisite for reaching a patient centred
eHealth environment.



The third objective of this dissertation is to propose an eHealth strategy inte-
grated in a pan-European eHealth ecosystem. Here we use the efforts and policies
of the European Union to facilitate member states with technical knowhow, knowl-
edge sharing, and experiences gained in more advanced member states to be able
to leapfrog and minimize the societal and technological gaps. In Cyprus, being a
member state, economic viability and an eHealth Authority needs to be established
to cover EU values such as, universal access, good quality care, and equity depend-
ing on citizens needs and solidarity.

The fourth and final objective addresses how to achieve a continuous updating of
necessary knowledge in the eHealth environment via eLearning. A methodology of
teaching eHealth needs to be adopted by integrating eLearning tools at the medical
undergraduate and postgraduate levels and at the level of continuous professional
education (CPE) in clinical environments is proposed.

Methods

For proposing a country based methodology, we involve different sectors and min-
istries in order to ensure that policies and practices are consistent and strategically
aligned. In principle, every country’s healthcare system should serve its purpose
within their legal, technical and financial frameworks and at the same time remain
EU directives’ compliant without diverting from the patient centred objective.

We propose a framework for implementing a national healthcare system, based
on interoperable EHR with safeguarding healthcare quality, enabling quadruple he-
lix driven R&D and guided by a patient centred approach.

The European Union created opportunities via numerous projects related to
technical knowledge and interoperability between member states. Member states
are encouraged to introduce the necessary technological and societal reforms and
become eligible to participate and receive funding for carrying out healthcare re-
forms. We explored the solutions in the healthcare domain and the flexibility, inter-
operability and resource savings characteristics they offer.

Furthermore, we propose eLearning tools, in eHealth courses for undergraduate,
postgraduate students, and continuous learning for healthcare professionals.

Results

With the help of all stakeholders we managed to propose a reform to the Cyprus
legal system by proposing the eHealth law that has already been adopted. As a
next step we identified the provision of high-quality and accessible healthcare across
Europe.

Within the eEnerca project, we applied for the first time the methodology we
proposed and the technical solutions we developed for building a registry for major



rare anaemias (RA) at EU level, interoperable and citizen centered. All tests were
carried out successfully regarding interoperability and conformance to IHE Profiles
documented in the IHE’s Technical Frameworks.

The eHealth laboratory of the University of Cyprus participated in the EU
funded initiative CEF-TC-2015-2-eHealth, entitled: 2015-CY-IA-0095 (26922256) –
Deployment of Generic Cross Border eHealth Services, which will enable the full
functionality of the Cyprus healthcare ecosystem operating at EU level.

We introduced a model preparing medical students for the aforementioned chal-
lenges, in a two-semester introductory course on eHealth, placed in the first year of
their undergraduate studies. The curriculum aims to introduce students to eHealth
technologies and competencies and give them the theoretical background to un-
derstand these applications and their clinical, ethical-legal and cost/effectiveness
characteristics. We developed eLearning teaching materials for postgraduate level
and continuous professional education (CPE) in highly demanding clinical environ-
ments, such as that of intensive critical care.

Conclusion

The new eHealth law proposed, based on EU values created the bases for Cyprus to
facilitate an eHealth ecosystem. EHR is a necessary condition for every country to
achieve an eHealth environment.

We can achieve interoperability between member states, if there is a continuous
participation in EU health projects. The latter will be achieved by harmonizing the
legislation across Europe.

eLearning tools are effective in learning and practicing eHealth and will improve
the professional quality for future medical students and healthcare professionals.

We hope our findings can support the forming of a national eHealth ecosystem.
We believe that the example of a small country applying the proposed methodology
will be successful. This thesis will hopefully contribute to the better understanding
of the importance of eHealth and help countries to prepare the ground for their
transition facilitating the offering of more efficient and effective healthcare services
to their citizens, accompanied with a better quality of life.





Samenvatting

Achtergrond

Systemen voor de gezondheidszorg zijn complex, stellen hogere eisen aan beveilig-
ing en moeten kunnen functioneren voor een heterogene groep gebruikers. Er is
dus een methodologie nodig die met al deze aspecten rekening houdt, om te kun-
nen vaststellen of een beoogd systeem geschikt is.

Het Elektronisch Patiëntendossier (EPD) is een onmisbaar onderdeel van een
modern gezondheidszorgsysteem. EPD moet vanuit bestuurlijk juridisch, technisch
en financieel perspectief bruikbaar zijn voor de ontwikkeling van een toegankelijk,
patiëntgericht nationaal gezondheidszorgsysteem.

Bij informatie- en communicatietechnologie (ICT) op het vlak van gezondheid
gaat het niet meer alleen om technologie. Nationale en lokale informatiesyste-
men zijn nodig voor de ontwikkeling van een effectief, efficiënt en rechtvaardig
gezondheidssysteem dat beleidsmakers en het publiek kan informeren over directe
bedreigingen en over gezondheidsrisico’s op de langere termijn. ICT-systemen kun-
nen een patiëntgerichte gezondheidszorg bevorderen, de kwaliteit van de zorg ver-
beteren en de kennis onder professionals en patiënten vergroten. ICT-tools en -
processen zijn noodzakelijk om verbindingen te kunnen leggen binnen de gezond-
heidszorgverlening en zo te komen tot een e-health-omgeving.

Doelen

Het onderzoek heeft tot doel om te komen met een landelijke methodologie gericht
op een hoogwaardige en toegankelijke gezondheidszorg in Europa en daarbuiten.
We hebben Cyprus gekozen als het land van onderzoek.

Een tweede doel is te laten zien waarom ontwerp en implementatie van een
zorgsysteem voor elk land een eigen benadering behoeft, die wordt bepaald door
de mate van e-health-ontwikkeling van het land en zijn inwoners. We beschrijven
de implementatie van een geïntegreerd EPD op nationaal niveau als noodzakelijke
voorwaarde voor het realiseren van een patiëntgerichte e-health-omgeving.

Verder komen we met een strategie voor de integratie van een pan-Europees
ecosysteem. Hier maken we gebruik van de inspanningen en het beleid van de Eu-



ropese Unie die erop gericht zijn om lidstaten te voorzien van technische knowhow
en hen te laten delen in de kennis en ervaring van al verder gevorderde lidstaten,
zodat ze een grote stap vooruit kunnen zetten om hun maatschappelijke en technol-
ogische achterstand te overbruggen.

Cyprus is ook een lidstaat en economische haalbaarheid en de instelling van een
e-health-autoriteit zijn nodig om te voldoen aan Europese normen, zoals toeganke-
lijkheid voor iedereen, een goede kwaliteit van de zorg en rechtvaardigheid op basis
van de behoeften en solidariteit van de burgers.

Tot slot pleiten we voor het permanent verversen van noodzakelijke kennis in
de e-health-omgeving. Een methodologie voor het onderwijzen van e-health moet
onderdeel zijn van het systeem, met e-learning tools voor medisch onderwijs op
bachelor- en masterniveau en op het niveau van continu leren voor professionals in
een klinische omgeving.

Methoden

Voor de ontwikkeling van een methodologie op landenniveau betrokken we ver-
scheidene sectoren en ministeries bij ons onderzoek om ons ervan te vergewissen
dat de beleidslijnen en de praktijk overeenkomen en strategisch in elkaars verlengde
liggen. In principe moet het gezondheidszorgsysteem van elk land functioneren
binnen het eigen juridische, technische en financiële kader en tegelijkertijd blijven
voldoen aan de EU-richtlijnen zonder de patiëntgerichtheid uit het oog te verliezen.

We beschrijven een kader voor het implementeren van een nationaal gezondhei-
dszorgsysteem, dat een interoperabel EPD voor de bewaking van zorgkwaliteit als
basis heeft, een enorm potentieel aan mogelijkheden voor research & development
biedt en een patiëntgerichte benadering als leidraad heeft.

De Europese Unie heeft dit mogelijk gemaakt via projecten voor technische ken-
nis en interoperabiliteit tussen lidstaten. Lidstaten worden aangemoedigd om de
technologische en maatschappelijke veranderingen te realiseren waardoor ze in aan-
merking komen voor financieringen bij het doorvoeren van hervormingen in de
gezondheidszorg. Wij hebben gekeken naar de oplossingen in het domein van de
gezondheidszorg en naar de flexibiliteit, interoperabiliteit en besparingsmogelijkhe-
den die deze bieden.

We beschrijven e-learing tools voor e-health-cursussen aan bachelor- en master-
studenten en voor het continu leren van professionals in de gezondheidszorg.

Resultaten

Met de hulp van alle sectoren zijn we erin geslaagd om het juridische systeem
van Cyprus te hervormen met ons voorstel voor de e-health-wet die inmiddels



is aangenomen. Een volgende stap in onze ogen is het bieden van toegankelijke
gezondheidszorg van hoge kwaliteit in heel Europa.

Binnen het e-Enerca-project hebben we voor het eerst de door ons voorgestelde
methodologie toegepast en de technische oplossingen ontwikkeld voor het opzetten
van een registratiesysteem op EU-niveau voor belangrijke zeldzame vormen van
anaemia (RA), interoperabel en gericht op de burger. Alle testen zijn geëvalueerd
voor wat betreft interoperabiliteit en het voldoen aan IHE-profielen uit de technis-
che raamwerken van IHE.

Het e-health-laboratorium van de universiteit van Cyprus nam deel aan het
door de EU gefinancierde initiatief CET-TC-2015-2-e-Health, getiteld 2015-CY-IA-
0095 (26922256) - Deployment of Generic Cross Border eHealth Services, dat het
mogelijk maakt om de volledige functionaliteit van het Cypriotische gezondheid-
szorgsysteem ook te laten werken op EU-niveau.

Wij hebben een model geïntroduceerd om medicijnenstudenten voor te bereiden
op bovengenoemde problemen, met een twee semesters durende introductiecursus
e-health, in het eerste jaar van hun bachelorstudie. Doel van het curriculum is stu-
denten te laten kennismaken met e-health-technologieën en -competenties en hun
de theoretische achtergrond te geven om deze applicaties en de klinische, ethisch-
juridische en financiële kenmerken ervan te kunnen begrijpen. We hebben lesmate-
rialen ontwikkeld op masterniveau en voor continu leren (CPE) van professionals
in een veeleisende klinische omgeving, zoals op de intensive care.

Conclusie

De nieuwe e-health-wet, gebaseerd op EU-waarden, verschafte Cyprus het funda-
ment voor zijn e-health ecosysteem. Het EPD is een voorwaarde voor elk land dat
een e-health-omgeving wil invoeren.

Interoperabiliteit tussen lidstaten is haalbaar, als er een continue deelname is in
EU-gezondheidszorgprojecten. Dat laatste zal gerealiseerd worden door het har-
moniseren van de wetgeving in heel Europa.

E-learing tools zijn effectief bij het leren en toepassen van e-health en zullen de
professionele kwaliteit van toekomstige medicijnenstudenten en gezondheidszorg-
professionals verbeteren.

We hopen dat onze bevindingen een stimulans zullen zijn voor het inrichten
van een nationaal gezondheidszorg-ecosysteem. Het voorbeeld van een klein land
dat de voorgestelde methodologie toepast, kan ons inziens goed werken. Hopelijk
draagt dit proefschrift bij tot een beter inzicht in het belang van e-health en kan het
landen helpen zich op hun transitie voor te bereiden.
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Chapter 1

Introduction

1.1 Background

I
n the First Industrial Revolution water and steam power were used to mechanize
production. The Second used electric power to create mass production. The Third

used electronics and information technology to automate production. Nowadays a
Fourth Industrial Revolution is building on the Third, aided by Information technol-
ogy, the digital revolution that has been taking place since the middle of the last cen-
tury. This revolution is characterized by a fusion of technologies that is blurring the
lines between the physical, digital, and biological domains. The Fourth Industrial
Revolution has the potential to raise global income levels and improve the quality of
life for populations around the world (Sentryo, 2017; Schwab, 2016). A key trend is
the development of technology-enabled platforms that combine both demand and
supply to disrupt existing industry structures. These technology platforms rendered
easy to use by the smartphone, convene people, assets, and data. In addition, they
lower the barriers for businesses and individuals to create wealth, altering the per-
sonal and professional environments of workers (Schwab, 2016). The Fourth In-
dustrial revolution raised the opportunities of ICT technologies and touches every
person in one’s everyday life, known as the Information Society envisioned by the
author in Figure 1.

In current society the creation, distribution, uses, integration and exploitation
of information is a significant economic, political, and cultural activity. Its main
drivers are digital information and communication technologies, which have re-
sulted in an information explosion and are intensely changing all aspects of social
organization, including the economy, education, health, warfare, government and
democracy (Schwab, 2016).

Health and Information and Communication Technolo-
gies (ICT)

Information and communication technologies (ICTs) used in the health sector have
well-known advantages. They can promote patient centred healthcare, improve
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Figure 1: A timeline of technology and progress during the Industrial Revolution.
Moving forward to the 4th Industrial Revolution it also showns the level of com-
plexity. The 4th Industrial Revolution is a combination of all 3, where 1st & 2nd use
physical systems and 3rd use cyber systems.

quality of care, and educate health professionals and patients.

Traditionally before ICTs the paper health record was naturally kept by the doc-
tor and/or the health centre or hospital. No access to these fragmented medical
records was possible for the citizen or even sharing these data with other doctors.
However, implementation of ICTs remains difficult in healthcare. eHealth is well-
known as a recent healthcare practice supported by electronic processes and com-
munication. eHealth in general is a vital resource for remote regions of emerging
and developing countries but it is often difficult to establish because of the lack
of communications infrastructure. Additionally, with this term, new term patient
centred philosophy arises which means putting the patient at the centre of deci-
sions. The cornerstone of a patient centred healthcare is the integrated Electronic
Health Record (EHR), which is symbolically renamed to Citizen Health Record
(CHR) (Schiza et al., 2018b). An integrated and structured CHR environment yields
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many benefits, such as better management of resources, improved care coordina-
tion, chronic disease management, national and worldwide access of medical data
and the resolution of interoperability issues, elimination of medical errors and de-
lays, reduced operational costs, personalized prescription, and patient involvement
in their treatment. CHR is a prerequisite and precondition for practicing eHealth.
ICT tools and processes are necessary to connect and interconnect healthcare de-
livery, resulting in the eHealth environment. Having healthcare for all citizens the
ecosystem needs to be complex and dynamic. Constructed on the Fourth Indus-
trial Revolution, the supporting ICT infrastructure, tools and services were of key
relevance and significance.

1.2 European Union Context

eHealth in the European Union

As an initial step, key objectives, applications and challenges as outlined in the Eu-
ropean eHealth Action Plan of 2004 were identified, with the support of the con-
ceptual model, defined and grouped (Commission, 2003; Stroetmann et al., 2011).
Furthermore, the 2004 eHealth Action Plan directed the European Commission to
regularly monitor the state of the art in deploying eHealth, and the progress made
in agreeing on and updating national eHealth roadmaps and to facilitate the ex-
change of good practices across Europe and beyond by signing bilateral agreements
with non-European countries. The European Union revised the values of health-
care and the ambitious targets are gradually becoming a reality. These values are
covering universal access for everyone, good quality care, equity depending on cit-
izens needs and solidarity and have been adopted by EU and turned into directive
to be implemented by all EU member states. Quality of care improvement and si-
multaneous cost reduction principle can only be achieved if the citizen becomes the
central actor, a principle that lead to the introduction of the term Patient Centred care.
These values were introduced with the new term of eHealth where EU promotes the
Patient Centred Philosophy. Correspondingly, the terms ’centricity’, ’patient centred’
have emerged.

The eHealth action plan involves, among other actions, the building and en-
abling of a suitable environment for the use of ICT for healthcare. These include
supportive eHealth policy; legal and ethical frameworks; adequate funding bet-
ter named investment; infrastructure development and capacity development of
the health workforce through education and continuous training. EU fundamental
principles take into consideration the diversities, particularities, maturity and readi-
ness of member states in following revolutionary reforms. The member states were
asked to accept these principles and EU undertook the responsibility to facilitate
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them with technical knowhow, knowledge sharing, and experiences gained in more
advanced member states in order to be able to leapfrog, minimize the societal and
technological gaps, and set their strategy for building their local Healthcare Ecosys-
tems integrated into a pan European and beyond universal ecosystem (Schiza et al.,
2018b; WHO, 2012).

Furthermore, political support for such initiatives has been well formulated by
the European Council of Ministers responsible for eHealth, which adopted for the
first time, in December of 2009, a set of Conclusions underlining the key role of
eHealth for better, safer and more efficient healthcare systems. The Ministers also
endorsed the European eHealth Governance Initiative, a new mechanism to facili-
tate cooperation between Member States, the European Commission and key stake-
holder groups, to work more closely together in bringing eHealth forward (EHGI,
2012; Stroetmann et al., 2011).

The eHealth Action Plan sets as fundamental objectives to focus on deploying
eHealth systems, to set targets for interoperability, and adopt a universal CHR for
all EU citizens (Commission, 2003). National systems designed and developed will
thus build their national strategies and implementation roadmaps immunised by
the EU directives. EU countries strategy over the years partially included new ICT
strategies regarding health, resulting the development highly heterogeneous appli-
cations. For example, the health record was naturally kept by the doctor and/or
the health centre or hospital. No access to these fragmented medical records was
possible for the citizen or even sharing these data with other doctors. Adding to
these, the lag of medical standards, ICT standards, language problems, computer
literacy, digital-divide issues, legislation issues, cultural issues, etc., a wise person
would have never thought that bridging all these gaps would have been possible,
even at country level. The daring decision that EU has taken in spite of the an-
ticipated problems to conceive the eHealth Action Plan, was considered inevitable
and a worthwhile action to take. EHR-like systems have been implemented or are
under development in many healthcare provider organisations, and also in various
regional healthcare systems. They cover patient data from within their own organi-
zational or regional boundaries. However, in most European countries there exists
a system at national level whose functionality regarding interoperability between
national legacy systems, healthcare providers, including healthcare services, varies
from country to country. The urgent clinical need for large-scale national sharing
of complex patient data is sometimes questioned under the pretence that the per-
sonal medical data could be in danger of being publicised and misused if it is stored
electronically, or even worse, if it is transferred over the internet (Stroetmann et al.,
2011). Even though these fears are valid one can argue that technology is readily
available to support policy makers for diverting such fears. It should become clear
to all parties involved that the lost benefits caused by a disorientation from a uni-
versal, interoperable, complete, dynamic, adaptable to the societal and technological
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evolution, and citizen-centred healthcare system will be enormous and irrevocably
damage the citizens health and healthcare system.

The eHealth Action Plan, endorsed by the European Council in 2004, was the
first formal commitment expressed by all Member States to cooperate more closely
in the area of eHealth and set the targets for interoperability and the use of CHR.
The ’invention’ of the CHR at EU level became a priority and recognised as the
cornerstone of a healthcare ecosystem as explained by the author in a recent article
(Schiza et al., 2018b). Secondly, EU introduced the epSOS (Smart Open Services
for European Patients) large scale pilot project assembled by 23 Member States and
other European countries to bring forward cross-border eHealth interoperability for
the benefit of every citizen by exploring patient summary and ePrescription services
at the pan European level. These types of projects are a concrete sign that Europe
is experiencing a strong political momentum to advance eHealth solutions for the
benefit of both its citizens and health systems (EpSOS, 2008; Stroetmann et al., 2011).

Following the epSOS project completion, the need for open source software in
health care was raised. More and more healthcare providers were asking for flex-
ibility in their systems so that these would not remain static or unadaptable, thus
avoiding expensive and fixed solutions. The open source software combined with
the cloud infrastructure may reach and enable the desired interoperability among
the healthcare providers, thus increasing physician diagnosis and supporting pa-
tient mobility and support, anywhere and at anytime.

For taking a step further, after the epSOS initiative, the FIWARE Community (FI-
WARE, 2015) was created, which is an independent open community whose mem-
bers are committed to materialize the FIWARE mission. Their mission is: "to build
an open sustainable ecosystem around public, royalty-free and implementation-
driven software platform standards that will ease the development of new Smart
Applications in multiple sectors". FIWARE is divided into several pillars where each
one of them is focused on a specific scientific area. One of the main pillars is the Fu-
ture Internet Social and Technological Alignment Research (FI-STAR) project dedi-
cated to the development of a cloud based platform with open source libraries that
can be exploited for eHealth applications. Following the eHealth action plan initia-
tives, many eHealth applications were introduced to the market; however, there is
still the need for more innovative and patient centred applications that will rely on
new technological achievements and state of the art architectures. To facilitate the
development of this concept, the EU has promoted accelerator programs for SMEs
and start-up organizations to develop innovative applications and businesses in the
eHealth market, especially by using the FIWARE technology, i.e. FIWARE generic
enablers, specific enablers and/or domain specific platforms.
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eHealth Laboratory at the University of Cyprus

The eHealth laboratory I have been working for as researcher during the last five
years, has been actively involved in the above mentioned EU initiatives and we are
actively participating in funded projects for developing the necessary tools, soft-
ware, and systems. The spectrum of the eHealth lab activities goes beyond tech-
nological services and expertise by participating in social, legal, economic, environ-
mental, and teaching and training by partnering, and officially advising at EU level
and locally policy making institutions. These activities are listed under the title
Funder projects participation and social contribution activities of the UCY eHealth
laboratory (eHealth Laboratory, 2010) in this thesis [page 129]. Through this wide
spectrum of initiatives of the eHealth lab, all researchers had the opportunity to ex-
pand further their field, by researching and expanding their knowledge with legal,
societal, economic, and educational matters which synthesise a best practice eHealth
ecosystem.

1.3 Scope and Objectives

In this thesis, we pursue the new era of healthcare, eHealth, where healthcare is
aided with technology to deliver better healthcare services to the citizen. The goal of
this applied research work is to explore the potential use of the technological growth
in order to inspire citizens, healthcare providers and policy making institutions to
take the challenge. The aim of the work carried out as presented in Chapters 2, 3
and 4 is to study and propose an eHealth based national healthcare ecosystem. One
question that we address is the following:

• How can we achieve interoperability at all levels, and develop/deploy more
effective, efficient, reachable, adaptive, and resilient eHealth systems?

The first question has led to the proposal, in Chapters 2 and 3, of technology
evolution and citizen participation regarding their health and thus, adoption of the
new term ’Patient Centered’ which landmarked a new philosophical approach in
an effort to achieve the delivery of better healthcare services to the citizen. This plan
introduced in the system development cycle the assessment of the readiness of the
system’s stakeholder by determining its Maturity Level. This step was considered
necessary for accommodating the challenges and changes needed for complying
with the EU directives for eHealth.

The next question that we address is the following:

• What should be done, by whom, and in which order for realizing a National
eHealth Ecosystem and how can this be achieve taking into consideration the
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patient centred philosophy, the legal framework, the technical framework and
the financial framework?

The second question is answered in Chapter 4 where we investigated this
philosophy and proposed recommendations based on the Cyprus experiences for
achieving a step by step patient centered national eHealth system based on the
context and the constraints of a country.

Another question that we address is the following:

• Is there one solution that can fit all countries?

The third question is answered by claiming that there is no one solution
to ensure that eHealth systems can continue to deliver high-quality, accessible
healthcare across Europe, nor one single entity exists that can achieve this goal
alone. We believe that sustainability requires all health care stakeholders: health-
care providers, policymakers, academics, patient organizations, and the related
industry. These stakeholders should be collaborating, communicating and building
strong partnerships. Given the complexity of healthcare’s social and economic
impact and strong links between health, workability, employment, and social care,
different sectors and ministries must work together closely to ensure that policies
and practices are consistent and strategically aligned. Effective cross-sectorial
collaboration will reduce the overall cost for healthcare and social healthcare while
maximizing the outcomes for patients, workforces and societies. The future of
Europe’s healthcare systems is highly dependent on these factors.

The forth question we treated is:

• The citizen becomes now the owner of the medical data. What do we do about
the security of the data and safeguarding the citizen’s right for personal data
protection?

This question is addressed mainly in Chapters 5 and 6. Potential problems
are eliminated or at least reduced to the minimum. Specifically, in Chapter 5 we
document the main security issues and propose solutions to avoid them. In Chapter
6 we focus on interoperability and propose three open source libraries for EHR
Application Support Service Enablers and reiterate the importance of using open
source software solutions.

Another question that we address is the following:

• How routine medical practice is supported and is enhanced by focusing on
prevention?
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This question is dealt with in Chapters 7 and 8, where it is demonstrated how
a Registry for rare anaemias is implemented as a mini version of an EHR. The
system developed is based on following the systems development steps introduced
in Chapter 5. This registry focuses on the prevention of major rare anaemias (RAs)
by facilitating the access, at a European level, to genetic counseling, diagnosis and
clinical management of the patients with RA independently of their country of
origin.

The final question we address is:

• How to sustain an eHealth ecosystem by education and training?

Finally, in Chapter 9 we argue how education and training can best prepare
students at undergraduate, postgraduate, and professional levels. More effective
teaching of eHealth for students and healthcare professionals is the key for assuring
efficiency and effectiveness in the healthcare environment over the years to come.
Emphasis is given in ascertaining the measures of success for teaching, learning,
and practicing eHealth.

1.4 Thesis organization

The thesis, illustrated in Figure 2, is composed of nine Chapters and it is structured
in three main parts as follows:

(a) Chapters 2,3, and 4 are dealing mainly with the social and policy values re-
garding health and healthcare systems, and the strategies to be followed for
reforming, redesigning, and building an eHealth based healthcare system.
Chapter 4 describes in a comprehensive way the methodology to be followed
for minimizing failure risks.

(b) Chapters 5,6,7, and 8 are dedicated to the technical issues to be addressed and
resolved for facilitating data processing, data transfer, data storage-retrieval,
access and security issues of data, interoperability, technical standards adop-
tion or development, implementation and demonstration of real system devel-
opment and testing. The citizen-centred approach is technically implemented
and tested in a real environment.

(c) Chapter 9 is dealing with the education and awareness of eHealth at all lev-
els of health professionals beginning from the undergraduate medical stu-
dents at bachelor level, the master level students both in IT and medicine,
and the healthcare providers with continuing education and training at the
job courses.
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Figure 2: Proposed definition of what eHealth based Healthcare Ecosystem repre-
sents

We have demonstrated the necessity of engaging eHealth in EU countries based
on guidelines and recommendations, which achieve interoperability between the
systems of each country and between countries. We deepen alongside consider-
ing the issues and problems a country can face when implementing eHealth based
healthcare. The thesis is based on journal and conference papers that are either pub-
lished or accepted for publication or submitted to academic journals. Some of the
content in this thesis might be repeated in order to make chapters self-contained.

In Chapter 2, an overall recommendations framework is presented for imple-
menting an Electronic Health System at national level, guided by the Patient Cen-
tred Philosophy. Certain prerequisites for implementing such systems are analyzed
together with guiding principles for identifying the maturity level of an organiza-
tion or country. The maturity level analysis for Cyprus is presented and is accom-
panied by some recommendations that determine the steps needed to prepare the
ground for a complete patient centred national healthcare system. This process was
done in order to identify the basic principles to be addressed for turning the solution
of a small-scale problem into a more general problem. This process laid the foun-
dations of general research questions to be addressed and generate solution and
prepositions for handling larger problems and not country specific.

In Chapter 3, we focus on the term eHealth in an effort to address it from all
points of view and argue on the necessity for improved health provider’s skills and
knowledge and increased patient participation in medical care activities. The imple-
mentation of an integrated EHR at National level is addressed as a prerequisite for
reaching a Patient Centred eHealth environment. This is evidently demonstrated
and shows how it can naturally be extended for addressing interoperability require-
ments at cross-border level. The objective here was to show why the design and
implementation of a healthcare system needs to follow a specific philosophy dic-
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tated by the level of eHealth maturity of a country and its citizens. Implementation
prerequisites were analyzed together with guiding principles for identifying the ma-
turity level of an organization or country. The results have shown that Cyprus being
a small EU country, can be used as a pilot site for many European countries. A gen-
eral conclusion drawn to the implementation of an integrated EHR at National level
as a prerequisite can serve precisely a patient centred eHealth environment.

In Chapter 4, we begin by acknowledging the EU’s keen concern about citi-
zens’ health and well-being protection. It has been understood, however, that at
present this can only be achieved through coordinated actions at the individual
member states’ level based on EU directives. Despite the diversities and particulari-
ties among member states, common values such as universal access to good quality
healthcare, equity and solidarity have been widely accepted across Europe. That
necessitated the adoption of policies and directives which streamlined actions to
bridge the healthcare gap and facilitate cross-border healthcare. In this chapter it is
articulated that a recommended framework for implementing a national health sys-
tem, based on interoperable EHR with safeguarding healthcare quality, and guided
by a patient centred approach. Recommendations are given for the steps needed
from the managerial, legal, technical and financial perspectives in developing an
open access, patient centred national healthcare system based on the context and
constraints of a country. Furthermore, it was claimed that stakeholders, including
citizens, healthcare professionals, academia and the industry must be mobilized,
enabled, and incentivized. Experiences of one country can be offered as lessons
learned for other countries to adapt on their environment.

In Chapter 5, the main security issues are presented, the EU directives and leg-
islations in data protection and privacy from the use of EHR are considered, and
proposed solutions are analyzed. The EHR of a citizen perspective maintains the
medical history of the citizen electronically in medical databanks serviced locally or
is cloud based. It is claimed and argued in this chapter that the ownership and the
access control should belong to the citizen and this should be done under the su-
pervision of his personal doctor; security however should be handled at state level
by regulating the security mechanism with appropriate legislation. Audit trails and
security measures must be implemented for making sure that EHR systems prop-
erly collect, store, retain, and use the citizen health information for the better service
of the citizen when in need of medical treatment. EU and other countries should
be urged to find solutions, impose policies and standards as to implement EHR at
national and international levels. Furthermore, in this chapter the main security is-
sues are presented, the EU directives and legislations in data protection and privacy
from the use of EHR are considered, and proposed solutions are analyzed. Finally,
it is underlined once more why EHR should remain a safe tool.

In Chapter 6, we demonstrate practical technical solutions being developed by
the eHealth laboratory of the University of Cyprus where I participate as member
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of the development team. The specific project that undertook this task is funded
by EU and the outcomes become available to all EU countries and are expected to
follow them for developing their local systems. In this chapter it is argued that there
is a huge need for open source software solutions in the healthcare domain, given
the flexibility, interoperability and resource savings characteristics they offer. In this
context, our eHealth Lab undertook the development of three open source libraries.
Specific Enablers (SEs) for eHealth applications were developed under the Euro-
pean project titled ‘Future Internet Social and Technological Alignment Research’
(FI-STAR) were funded under the ‘Future Internet Public Private Partnership’ (FI-
PPP) program. The three SEs developed under the EHR Application Support Ser-
vice Enablers (EHR-EN) correspond to, firstly an EHR enabler (EHR SE). Secondly, a
patient summary enabler based on the EU project European patient Summary Open
Source services (epSOS SE) supporting patient mobility and the offering of inter-
operable services. Lastly, a Picture Archiving and Communications System (PACS)
enabler (PACS SE) based on the dcm4che open source system for the support of
medical imaging functionality. The EHR SE follows the HL7 Clinical Document
Architecture (CDA) V2.0 and supports the Integrating Healthcare Enterprise (IHE)
profiles (awarded in Connectathon 2015). The work was completed and focuses on
the validation and evaluation scenarios for the proving and demonstration of the
usability, applicability and adaptability of the proposed enablers.

In Chapter 7 and 8, we introduce the EU funder project eENERCA in which the
eHealth Laboratory of the University of Cyprus was one of the main partners. This
project gave us the opportunity to apply for the first time the methodology we intro-
duced, and the technical solutions developed in the previous chapters, for building
a Registry for major rare anaemias (RA) at EU level and beyond, interoperable, and
citizen centered. Chapter 7 is dealing mainly with the theoretical issues involved;
whereas Chapter 8 describes the implementation, functionality, and benefits gained.
In more detail, the electronic registry system for the purposes of the rare congenital
conditions that require lifelong follow up and treatment is presented. The main ob-
jective of the eRegistry focusses on the prevention of major RAs by facilitating the
access, at a European level, to the best genetic counselling, diagnosis and clinical
management of the patients with RA independently of their country of origin. This
has been achieved by promoting an extension of the full EHR system and specifi-
cally, the electronic registries for RAs, across Europe for the purposes stated hence
promoting service development for the benefit of patients. The eRegistry is serving
as an epidemiological tool and improves the management of patient services and
ultimately improves patient care and monitoring (ENERCA, 2013).

In Chapter 9, we illustrate an approach for achieving more effective teaching
of eHealth for undergraduate/postgraduate students and healthcare professionals.
Emphasis is given in ascertaining the measures of success for teaching, learning, and
practicing eHealth. It is also aimed to better prepare medical students to endure in
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modern, technology-enabled, clinical environments. This chapter offers a new in-
sight into the methodology of teaching eHealth by integrating eLearning tools at
the medical undergraduate level, the postgraduate level and at the level of continu-
ous professional education (CPE) in highly demanding clinical environments such
as that of critical care. Many and significant challenges are posed to a healthcare
profession student today, at both undergraduate and postgraduate levels, as one is
required to learn and practice or even design the modern and technology-rich clin-
ical environment. Even more challenges are faced by healthcare professional that
are responsible for "real patients" and require taking decisions on the job and occa-
sionally under high pressure. Such decisions must be based on accurate and reliable
data, complete and readily available. Conclusively, we discuss prospects of learn-
ing and practicing eHealth, the challenges in integrating innovative IT technologies
to eLearning and the concept of embedding those processes to a real time assess-
educate-assess cycle that uses real time data analytics and advanced micro-learning
tools to optimize outcome.
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Chapter 2

A Patient Centered Electronic Health System:
An Example for Cyprus

Abstract

The design and implementation of a healthcare system needs to follow a specific philoso-
phy regarding its operational structure and must be adapted gradually with one step at
a time, depending on the level of maturity of a country on certain key issues. An overall
recommendations framework will be presented for implementing an Electronic Health
System at national level, guided by the Patient Centered Philosophy. Certain prerequi-
sites for implementing such systems are analyzed together with guiding principles for
identifying the maturity level of an organization or country. The maturity level analy-
sis for Cyprus is presented and is accompanied by some recommendations that determine
the steps needed to prepare the ground for a complete patient centered national healthcare
system.

Keywords: Electronic Health Records, patient-centered, maturity level, epSOS interop-
erability, Cyprus.

2.1 Introduction

The essence of healthcare systems is to address the needs and preferences of pa-
tients for an appropriate and cost-effective healthcare. The development of a

complete healthcare system remains a very challenging problem; the use of technol-
ogy in the medical field has opened new roads and opportunities especially when
it comes to the realization of the eHealth vision and implementing the patient cen-
tered philosophy and concepts. This adoption as a nationally standardized and
beyond, publicly-reported standard for evaluating the patient experience has made
the implementation of a patient centered approach a priority for many healthcare
leaders and decision makers. Patient centered was considered a radical philoso-
phy not so long ago. Today patient centered care is a core component of healthcare
quality recognized by all stake holders and policy makers. The cornerstone of a
patient centered eHealth strategy is the integrated Electronic Health Record (EHR).
Many benefits can be attributed to an integrated structured EHR environment such
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as better management of resources, improved care coordination, chronic disease
management, nation and world wide access of medical data and interoperability
issues resolved, elimination of medical errors and delays, reduced operational cost
and patient involvement in their therapy (Cina et al., 2006). Only in the United
States, it has been demonstrated that medical errors may be the third leading cause
of death (Amarasingham et al., 2009). The organization of medical information, the
efficiency in the exchange of information and reactivity of caregivers are some of
the safety concepts that an EHR system encompasses, hence reducing the medical
errors to 3-4% (Hillestad et al., 2005). Further studies in the USA have reported that
exploration of Information Technology for the facilitation of EHR systems can save
in the medical costs up to $88 billion over 10 years (Amarasingham et al., 2009). Hos-
pitals with all the automated processes that structure a complete EHR system such
as notes and records, order entry, and clinical decision support systems have fewer
complications, lower mortality rates, and eventually lower costs (Jha et al., 2008)
(Sherer, 2011). The approach that Europe has taken over the last few years and more
recently by the announcement under the Horizon 2020 ambitious Work Programme
of the challenge titled Health, Demographic Change and Wellbeing, shows the de-
termination of Europe to find solutions, impose policies and standards, to support
the eHealth and patient centric philosophy mainly through the implementation of
national EHR systems. The overall goal of the 2012-2020 eHealth Action Plan (Eu-
ropean Commission, 2012) is to improve healthcare for the benefit of patients, give
patients more control of their care and bring down costs.

2.2 Issues to be considered for implementing EHR sys-
tems: Maturity Level

A number of EU directives have been published that provide rules for facilitating the
access to safe and high-quality cross-border healthcare and promotes cooperation
on healthcare between Member States, in full respect of national competencies in
organizing and delivering healthcare. Privacy and confidentiality, personal data,
and data protection issues are highly relevant when discussing EHR in its local and
pan-European legal and regulatory context. It is thus very critical to amend existing
health related legislations to create a prosperous ground for accommodating EHR
systems.

More importantly, for the proper functioning and exploitation of the EHRs ben-
efits, semantic interoperability of medical information must be established. This re-
quires effective use of common communication protocols and standards to support
accurate and complete clinical documentation that allow both humans and comput-
ers to understand and utilize accordingly the general medical information (EpSOS,
2008).
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Experience has shown however that one of the most critical factors, if not the
most critical, is the political will and determination that governments and other
decision makers should take when needed for supporting and encouraging the im-
plementation of eHealth actions. The interests of many associated players, such as
medical providers, eHealth experts, pharmaceutical and medical supplies firms, in-
surance companies, trade unions, employers and employees associations, should
not be ignored. Legislation should be based entirely on improved health care for
the citizen indiscriminately at the lowest possible cost, irrespective on who is going
to pay the bill at the end.

The European Commission recognizes the importance of cross-border health-
care, data protection, public procurement and health security. Experiences so far
have shown that researchers and patients have an active interest in technology and
its usage; patient safety and data ownership become even more sensitive issues on-
line and it is appreciated by the user. The Commission understands that regional
differences must be addressed to avoid Europe becoming a two-tier society where
innovation bypasses population groups who may not have the opportunity, incli-
nation or the necessary skills to incorporate the eHealth philosophy, for a number
of reasons having to do mainly with geography, education, and demography. It is
therefore necessary to identify the maturity level of each country before any attempt
is made to introduce an EHR system at national level. The implementation approach
should consider this maturity level for minimizing failures and maximizing success.
Maturity models were introduced and used in information system development, es-
pecially software development. One aspect to be determined is the familiarization
with eHealth and ICT concepts (Kim and Grant, 2010) (Lewis et al., 2012). Further-
more, issues such as understanding security, privacy, patient rights, prevention, cost
estimation, legislation, technology, electronic education, clinical support systems,
and semantic interoperability should be properly assessed (UCY, 2012).

2.3 The example of Cyprus

For investigating the current situation in Cyprus with related to eHealth issues, a
survey was conducted, mainly through a questionnaire that has been circulated in
the whole island and administered by the Cyprus Medical Association, the Cyprus
Society of Medical Informatics and members of our research lab. Some of the most
interesting findings of the questionnaire have been presented in a previous work
(Neokleous et al., 2014a). The main goal of the survey was to study the findings
along with recommendations made by the academic community, and try to assess
the maturity level of the country for adapting a patient centered national EHR sys-
tem. In accordance we present here below some recommendations based on the
country’s maturity level related to eHealth concepts.
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1. Political willingness and determination of the decision makers must be es-
tablished for adopting the guidelines for medical semantic interoperability
recently proposed by the European eHealth Network (European Parliament,
2011) in line with the European Directive 2011/24/EU. Preliminary work in
this direction, and in particular from the European large scale pilot "European
Patients’ Smart Open Services" (EpSOS, 2013), provided a solid and reliable

foundation, for utilizing a number of key components and techniques that
must be adapted for the future development of any EHR system in Cyprus.

2. ePrescription: The electronic prescribing of medicine by legally authorized
health professionals and the electronic dispensing of the medicine to the pa-
tient are two additional key concepts that should be considered for the case of
Cyprus. Guidelines for the development and adoption of ePrescription have
been published by the epSOS project (EpSOS, 2008). Cyprus followed the EU
recommendation but not yet implemented.

3. For adopting a recommended guideline, certain legislation amendments must
be promoted. An established legal framework is a prerequisite for businesses
to invest in the development of health related systems, and health providers
and users to move forward and use any new products and services. In Cyprus
the legislation for accepting EHR has not been enforced and local healthcare
providers are required to keep hard copies of medical data even in the cases
where an EHR system is in place.

4. As a pilot project, the development of an EHR systems can start based on a free
and open source medical practice management application such as OpenEMR
(www.open-emr.org), including dcm4chee which can cover an image man-
ager/image archive, such as PACS. Furthermore, specific enablers related to
eHealth applications that are offered by the FI-STAR platform (FI-STAR, 2014)
could also be exploited as these could benefit and facilitate the whole process.

2.4 Discussion

In a small country like Cyprus one can see many reasons why Cyprus should seri-
ously invest in the development of the health sector. A country that is visited every
year by tourists and business people counting 4-5 times higher than its permanent
population should offer interoperability and cross country health services in order
to remain competitive in the international market. The cross country access to the
electronic health record of the visitors is the corner stone of personalized health,
which at the same time will provide to the Cypriots travelling abroad, all the as-
sociated benefits. In spite of economic austerity measures applied in Cyprus, the
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opportunities for growth and the opening of new businesses related to health and
its technological innovation are tremendous. The Cyprus authorities must take ad-
vantage of the country’s small size and seek for participations in eHealth initiatives
promoted by the Europe Union for an active and pioneering role. Its small size
makes it an ideal place for running many pilot actions for testing the operation and
applicability of eHealth at national level. Clearly, a lot of progress still needs to be
made before Cyprus can deliver truly personalized or citizen-centric healthcare. The
potential to shape new healthcare models is real and if implemented wisely, eHealth
solutions can contribute to address many challenges faced by the Cyprus suffering
health and economic systems.

Acknowledgments

This research was financially supported by the research grant
YGEIA/DYGEIA/0311(BIE)/47 from the Cyprus research promotion founda-
tion, co-funded by the Republic of Cyprus and the EU Regional Development
Fund.





Published as:

E.C. Schiza, K.C. Neocleous, N. Petkov, and C.S Schizas, “A Patient Centered Electronic Health
eHealth System Development," Technology and Healthcare, Vol. 23, no. 4, pp. 509-522, 2015.

Chapter 3

A Patient Centered Electronic Health eHealth
System Development

Abstract

BACKGROUND: Medical practice and patient-doctor relationship will continue im-
proving while technology is integrated in our everyday life. In recent years the term
eHealth landmarked a new era with improved health provider’s skills and knowledge,
and increased patient participation in medical care activities.

OBJECTIVE: To show why the design and implementation of a healthcare system needs
to follow a specific philosophy dictated by the level of eHealth maturity of a country and
its citizens.

METHODS: Based on the maturity level, an adaptable framework for implementing
an Electronic Health System at national level is derived, guided by the Patient Centered
Philosophy as defined and introduced by the EU directives. Implementation prerequisites
are analyzed together with guiding principles for identifying the maturity level of an
organization or country.

RESULTS: Cyprus being a small EU country, it can be used as pilot site for the whole
Europe, was chosen for this study and its maturity level analysis is presented. Recom-
mendations that determine general steps needed to prepare the ground for an adequate
patient-centered national healthcare system are accompanied.

CONCLUSION: The implementation of an integrated Electronic Health Record at Na-
tional level, as a prerequisite for a patient-centered eHealth environment is evidently
demonstrated.

Keywords. Electronic Health Record(EHR), eHealth, Personalized Medicine, Patient-
Centered Medicine.

3.1 Introduction

The principal function of healthcare systems is to address the needs and prefer-
ences of patients for an appropriate and cost-effective healthcare. The devel-

opment of a complete healthcare system is challenging since the use of technology
in the medical field has opened the door to new opportunities, especially in relation
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to the realization of the eHealth vision and the implementation of patient-centered
philosophies and concepts. This approach relies on the philosophy that citizens are
the owner of their own medical records and are responsible for their management;
it authorizes medical personnel to have access to the various parts of one’s medical
record, and puts the citizen in the center, in a position otherwise, to receive maxi-
mum attention from medical experts available locally or remotely.

Figure 1: Personalized medicine.

The adoption of a nationally standardized and publicly reported procedure for
evaluating patient experience has made the implementation of a patient-centered
approach easy, which has turned it into a priority for many healthcare leaders and
decision-makers. Even though patient-centered approaches were originally consid-
ered radical, to-day patient-centered care is a core component of healthcare quality
and is recognized as such by stakeholders and policy-makers. The cornerstone of a
patient-centered eHealth strategy is the integrated Electronic Health Record (EHR).
EHR is a prerequisite and precondition for practicing eHealth, especially patient
centered eHealth which will eventually lead to an ideal Personalized Medicine envi-
ronment (Schizas et al., 2014).

The Electronic Health Record is defined as a collection of continuously updated
health-related facts and medical data associated with a patient. The EHR is a dy-
namic and a dynamically updated electronic record that chronologically stores a citi-
zen’s medical data from approximately nine months before birth to their death. EHR
management systems enable storage and retrieval of patient data, facilitate physi-
cians to provide safer and effective care through embedded clinical decision sup-
port and intelligent diagnostic systems, and can provide useful information through
the collection of data for medical research purposes. An integrated and structured
EHR environment yields many benefits, such as better management of resources,
improved care coordination, chronic disease management, national and worldwide
access of medical data and the resolution of interoperability issues, elimination of
medical errors and delays, reduced operational costs, personalized prescription, and



3.1. Introduction 21

patient involvement in their treatment (Cina et al., 2006).
Effective and efficient health care delivery should not be limited by the location

of the citizen when such care is needed. This is one of the preconditions of eHealth,
which dictates that EHR should be accessible from everywhere if one assumes that
citizens can travel often and sometimes without any notice all over the globe. If we
exclude, at least for the time being, the possibility of embedding citizens with an
updated version of their full EHR, then an alternative means of securely accessing
the EHR of a patient directly must be created.

In order to emphasize the problem and make it clearer, we are outlining some
facts, questions, and concerns. For instance, a doctor in a country should be able to
understand what another doctor of that country wrote in the EHR of a patient. At
the same time, a doctor in one country should be able to understand what a doctor
in another country wrote in the EHR of a patient. If medicine A is prescribed in
country A, a doctor in country B should know its equivalent in country B. Doctors
need to give diagnoses or treatments in the EHR specified codes for other doctors to
understand it, irrespective of its country of origin. Cross-country medical treatment
should be addressed and resolved at all levels. If one considers Cyprus as a special
case in which the number of permanent citizens is significantly lower than the an-
nual number of visitors, the problem of interoperability and cross-country medical
care is set in another dimension altogether. In the event of a medical emergency
Cypriot citizens should have the capability of directly accessing their EHR from
medical centers outside Cyprus and at the same time, European citizens and other
visitors to Cyprus should be able to access their EHR at any time during their stay
in the island; this will make Cyprus an even better tourist destination with efficient
eHealth services. Medical errors are another concern that can be addressed by the
proper use of EHR under the umbrella of eHealth.

In the United States alone, medical errors could be the third-leading cause of
death in the country (Amarasingham et al., 2009). Proper organization of medical
data, efficient exchange of data and in-formation, and reactivity of caregivers are
some of the safety concepts that an EHR sys-tem fulfills, and thus minimizing med-
ical errors (Hillestad et al., 2005). Further studies in the United States have reported
that exploration of Information Technology for the facilitation of EHR systems could
save up to $88 billion in medical costs over 10 years (Amarasingham et al., 2009).
Hospitals that have all the automated processes that structure and enhance an EHR
system with notes and records, order entry, and clinical decision support systems,
have fewer complications, lower mortality rates, and, eventually, lower costs (Jha
et al., 2008; Sherer, 2011).

It is crucial to follow a patient-centered philosophy in any EHR solution for es-
tablishing a level of trust among patients. This philosophy will help eliminate any
draw-backs that can delay the adoption of an EHR system at a national level. A
study was carried out in Cyprus through a research project for identifying these
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Figure 2: Patient centered philosophy.

drawbacks and the results will be presented in this paper (UCY, 2012).
The patient-centered philosophy mainly relies on the idea that the patient is the

owner of their record (EHR) as illustrated in Figure 2, and the person responsible for
its management. The physician or anyone else can only gain access to one’s medical
record after given permission by the EHR owner or another person authorized by
the owner. In the USA the term patient-centric is used instead of patientcentered in
order to emphasize this ownership. This term also indicates that the patient is at the
center of the examination and treatment, in which all utilized facilities are pointing
at the center too. In this paper the term patient-centered is used as the general term
so as to avoid any confusion.

The recent announcement of challenge Health, Demographic Change and Wellbeing
under the Horizon 2020 ambitious Work Programme as well as the past treatment of
EHR as the cornerstone of eHealth by the European Union’s, depicts the Union’s
commitment to finding solutions and imposing policies and standards to support
eHealth and a patient-centered philosophy primarily through the implementation
of national interoperable EHR systems. The overall goal of the 2012-2020 eHealth
Action Plan (Jorgen, 2012) is to improve healthcare for the benefit of citizens, give
patients more control of their care and bring down costs.

The methodology used for analyzing, designing and building an eHealth system
follows the same principles as the methodologies used for building any large-scale
information system. Due to the size of the system, the complexity, the security, and
the heterogeneity among users, it was hard to decide which methodology to follow.
Instead of deciding a methodology, we chose first to carry out a study for determin-
ing the maturity level of the system under consideration. The capability maturity
model (CMM) is a standardized framework that assesses the maturity level of an in-
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Figure 3: Capability maturity model.

formation system under development, its management processes, and its products;
it establishes also a framework for continuous process improvement and defines the
functions to be carried out to that purpose (Bentley and Whitten, 2007a). By follow-
ing this methodology project timelines and cost decrease while productivity and
quality increase. Thus, minimum risks and high competitiveness will be secured for
the eHealth system under development. CMM as you can see in Figure 3 consists
of five levels of maturity being the Initial, Repeatable, Defined, Managed and Opti-
mizing. It is very important to recognize that each level is a prerequisite for the next
level and must be properly followed (Bentley and Whitten, 2007a).

3.2 Methods and Objectives

A number of EU directives have been published that give guidelines for facilitat-
ing access to safe and high-quality cross-border healthcare, and promote health-
care cooperation among Member States in relation to national competencies in or-
ganizing and delivering healthcare. Privacy and confidentiality, personal data, and
data protection issues are pertinent when discussing EHR in both national and pan-



24 3. A Patient Centered Electronic Health eHealth System Development

European legal and regulatory contexts. It is thus critical to amend existing health-
related legislation to create a prosperous ground for accommodating EHR systems.

More importantly, for the proper functioning and exploitation of the EHR’s ben-
efits, semantic interoperability of medical information must be established. This
requires effective use of common communication protocols and standards to sup-
port accurate and complete clinical documentation that allows both humans and
computers to understand and utilize general medical information (EpSOS, 2008).
Interoperability is a very important functionality in the electronic patient folder and
is even more important in the complex area of health data management. Clarity, ac-
curacy and efficiency are characteristics that pervade the concept of interoperability,
since they are essential for cooperation between information systems and for better,
complete and accurate results.

It is difficult to integrate fully the concept of interoperability in most cases
due to the presence of ready-made software for the processing of medical records,
heterogeneous hospital information systems, and the lack of a unique patient-
identification and interaction system. If we take Cyprus as an example, there is
limited communication between the Famagusta and the Nicosia General Hospitals,
which helps reduce the administrative costs of the hospitals and enhances patient-
service, but it is very immature to be qualified as interoperable system.

The medical records of patients in most hospitals are handwritten, massive,
vague and illegible, or even lost, worn and altered. Searching old data is compli-
cated since even digital electronic files often cannot properly communicate with the
internal network of a hospital. Obviously, the main cause for that is that electronic
file systems do not have the overall necessary interoperability or an appropriate
interface.

Drawing from the concept of interoperability, there should be a flawless ex-
change of medical and healthcare information. Therefore, it is the responsibility
of all physicians to be vigilant and keep the electronic documentation of all patients
updated. This is to ensure the complete historical documentation and a clearer and
more effective treatment of patients. Thus, the cooperation of all stakeholders is
essential in this process (Mourtou, 2007).

Experience has shown, however, that one of the most vital factors, if not the most
vital, is the political will and determination of governments and other decision-
makers in supporting and encouraging the implementation of eHealth initiatives.
At the same time, the interests of many associated players - such as medical
providers, eHealth experts, pharmaceutical and medical supply companies, insur-
ance firms, trade unions, and employer and employee associations - cannot be ig-
nored. Legislation should be based entirely on improved health care for citizens at
the lowest possible cost, regardless of who is paying for it.

For the EU countries for example, the European Commission recognizes the im-
portance of cross-border healthcare, data protection, public procurement and health
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security. Researchers and patients have an active interest in technology and its us-
age. Patient safety and data are issues that become even more pertinent in an online
environment and are features appreciated by the user. The standards needed to
create properly and effectively an eHealth system, need to fulfill ethical and legal
requirements. For security purposes, this should be based on data integrity, privacy
and controlled access to information. Additionally, standards should limit access
to a user group or even the whole system EHR, which in this way will determine
the level of activities authorized to be made (read, write, update, monitor, broadcast
etc.). Data integrity must be ensured at the time of storage and transfer of a portion
or all of the EHR.

The epSOS interoperability concept, illustrated in Figure 4, is addressing a Gate-
way to Gateway exchange of dataset, implying the same interoperability profiles in
each country (EpSOS, 2008). The dataset is defined as a set of necessary health infor-
mation that needs to be sent to a healthcare professional in Country B for the benefit
of a citizen from Country A, who happens to be under medical care in Country B.
The mechanism for cross-country patient summary retrieval and updating has been
proposed by the epSOS project and been adopted by the EU.

Figure 4: Data set introperability.

Figure 5 shows a schematic way for cross-country patient summary retrieval
and updating. A National Contact Point (NCP) is expected from every EU country
to ensure interoperability across national borders. A citizen from country A seeks
treatment from a doctor in Country B. The proposed mechanism will follow the
steps:

1. The citizen of Country A provides authentication and the treating doctor re-
quests from the NCP of Country B to obtain from the NCP of Country A the
relevant EHR details, including the patient summary, for the citizen under ex-
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amination.

2. The health care professional in Country B receives the patient summary from
Country A.

3. The health care professional in Country B records encoded medical informa-
tion about the citizen’s treatment event.

4. The health care professional who gave the treatment, notifies Country A of the
treatment event that took place in Country B together with the new medical
data for the examination that just happened for updating the citizen’s EHR in
Country A.

5. The patient summary in Country A is updated accordingly and any insurance
claims and/or other financial matters for the treatment are sorted out by the
NCPs accordingly.

Figure 5: Cross-country interoperability.
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3.3 Application to Cyprus

Designing and building an EHR system as an operational and functional entity is
possible for IT professionals (analysts, designers, developers) in close collaboration
with health professionals and other potential users. However, it requires consid-
erable effort and input from many management services and end users. The main
obstacles that have to be overcome are, political, financial and legal. Until now, no
authority, committee or organization has developed a globally accepted set of stan-
dards and rules for EHR systems. The EU is making one of its biggest attempts to
achieve this ambitious task at a pan-European level. This effort is near to comple-
tion and it is expected to become operational in various EU countries during the
year 2015 with all other EU countries to follow soon. Once it becomes operational
at a European level, it can be distributed worldwide through bilateral agreements
with other non-EU countries.

While Europe was making up its plans, local initiatives have taken place in many
countries for studying and attempting to solve this emerging problem that was not
limited to the implementation of an EHR but extended to an interoperable EHR
at national level and beyond, by planning towards an integrated eHealth system.
At the Initial Level of CMM, an organization typically does not provide a stable
environment for developing and maintaining software. Success depends entirely
on having an exceptional manager and a seasoned and effective software team. In
Cyprus an initiative to study the state of affairs regarding eHealth and more specifi-
cally EHR was taken by the eHealth lab of the University of Cyprus which prepared
a research proposal for this purpose. This proposal was funded after competition
and its objective was to prepare the main guidelines, responsibilities, and actions to
be taken by all stakeholders involved if an EHR system was attempted at national
level in Cyprus. The main partners of this project were the eHealth Lab of the Uni-
versity of Cyprus that coordinated the project, the Ministry of Health of Cyprus,
the Cyprus Society for Medical Informatics, and the commercial IT Company IBM
Cyprus that was implementing at that time a hospital information system in the
Nicosia General Hospital (UCY, 2012).

The project began by investigating the standing of eHealth issues in Cyprus pri-
marily through a questionnaire that was circulated on the island and administered
by the Cyprus Medical Association, the Cyprus Society of Medical Informatics and
members of our eHealth lab. Some of the most interesting findings of the ques-
tionnaire were presented in detail in a previous work (Neokleous et al., 2014a). In
Cyprus, the General Hospitals in each district have registries of patients that can
be considered as primitive EHR systems. However, all the doctors in the network
of the hospital can edit and access these registries. Our survey has shown that the
majority of doctors agree to make the system more secure, by allowing only spe-
cialists to access and edit information accordingly (Neokleous et al., 2014b). The



28 3. A Patient Centered Electronic Health eHealth System Development

Nicosia and Famagusta General Hospitals are at Level 2 of the CMM as indicated
by the functionality issues raised by security. In the Private sector all doctors have
the knowledge and education to handle electronic health records but they do not
do it for various reasons such as lag of legislation and standardization. They are
confident with the systems they use but are frustrated by their limitations in com-
municating electronically with other medical centers. Private hospitals also function
at Level 2 of the CMM, due to their limitations in communication functionality. An-
other goal of the survey was to study the findings along with the recommendations
made by the academics and doctors participating in the project, and try to assess
the maturity level of the country for adopting and implementing a patient-centered
EHR system at a national level. The prepared and administered questionnaire was
in three parts and had 47 questions that primarily examined the level of usage of
EHR systems in the private sector and aimed to understand the expectations of doc-
tors for such a system. The willingness of doctors to accept important issues such as
a patient-centered philosophy was also recorded. The questionnaires were solicited
randomly and uniformly covered Cyprus. Fifty-eight physicians responded to the
questionnaire, the findings were analyzed accordingly and some of the conclusions
are presented below.

Seventy-one percent of the physicians claim to use an electronic patient manage-
ment system and from those 69% are not satisfied with their system, mainly because
it does not support interoperability for communicating with other existing systems.
Of those who use some sort of an EHR system, only 50% provided all the requested
data for forming the patient summary as defined by the European eHealth project
”epSOS” (EpSOS, 2008). In fact, according to the analysis, 66% of the doctors who
use an EHR share patient information with others by telephone (Neokleous et al.,
2014b).

As for the 29% of the physicians surveyed who stated that they do not use an
EHR system, they admitted that this is mostly due to lack of computer knowledge
and time to dedicate for familiarizing themselves with the EHR philosophy. Yet, 75%
of all the doctors believe that an EHR would improve the quality of their services.

In summary, some recommendations based on the country’s maturity level for
eHealth are presented here.

1. For following the guidelines for medical semantic interoperability recently
proposed by the European eHealth Network (European Parliament, 2011) in
line with the European Directive 2011/24/EU, we must establish political will-
ingness and determination of decision-makers. Preliminary work to this ef-
fect, and in particular from the European large-scale pilot "European Patients’
Smart Open Service" (EpSOS, 2013), provided a solid and reliable founda-
tion, for utilizing a number of key components and techniques that must be
adapted for the future development of any EHR system in Cyprus.
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2. ePrescription means a medical prescription, as defined by Article 1 (19) of Di-
rective 2001,83/EC7, issued and transmitted electronically, as elaborated in
point 3 (f) of Commission Recommendation 2008/594/EC on cross-border in-
teroperability of electronic health records (eHealth Network, 2014). The intro-
duction of electronic transfer of prescriptions (ETP), or ePrescriptions, in am-
bulatory health care has been suggested to have a positive impact on the pre-
scribing and dispensing processes. This implies that ePrescribing can improve
safety, quality, efficiency and cost-effectiveness (Åstrand et al., 2009). The elec-
tronic prescribing of medicine by legally authorized health professionals and
the electronic dispensing of the medicine to the patient are two additional key
concepts that should be considered for the case of Cyprus. Guidelines for the
development and adoption of ePrescription have been published by the ep-
SOS project (EpSOS, 2008). Cyprus was required, as from October 2013, to
adopt the EU recommendation regarding ePrescription at EU level, but such
system has not been fully implemented yet. However, the National Health
Service (NHS) in Cyprus intended to introduce a system of electronic transfer
of prescription-related information between general practitioners (GPs) and
community pharmacies as a first step towards full implementation. For exam-
ple, community pharmacies will be linked to NHSnet (Dental Referrals,(FDS
Consultants), 2015), which is currently used in the United Kingdom, and en-
ables GPs to transfer prescription data electronically. In addition, commu-
nity pharmacists are likely to take on new roles, such as medicine manage-
ment. Real-time electronic communication between GP Surgeries and Com-
munity Pharmacies will optimize these roles, requiring the integration of exist-
ing computer systems and establish a transfer of information facility between
them (Åstrand et al., 2009). The Swedish system of ePrescription system is
another good example to follow that began in 1983 as an outpatient setting
with electronic communication being set up between the computer systems at
a doctor’s office at the medical clinic and those at a nearby pharmacy. The
development of ePrescription in Sweden has accelerated rapidly since a new
strategy with collaborative national and regional implementation teams was
introduced at the end of the 1990s. A national ePrescription communication-
exchange hub with a virtual repository, called the national mailbox for pre-
scriptions, allows the patient to access their prescriptions at any pharmacy
after presenting valid identification (Åstrand et al., 2009). As in all new tech-
nological systems, certain new errors may arise, but they can be easily fixed.
Thus, stored ePrescription information may be used not only for filling actual
prescriptions but also for future clinical decision-making and epidemiological
research (EpSOS, 2008).

3. Certain legislation amendments must be proposed for satisfying certain rec-
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Figure 6: ePrescription system functionality.

ommended EU guidelines. An established legal framework is a prerequisite
for businesses to invest in the development of health related systems, and for
health providers and users to move forward and use new products and ser-
vices. In Cyprus, legislation for accepting EHR documents has passed but has
not been imposed yet and local healthcare providers are required to keep hard
copies of medical data even in cases where an EHR system is in place. Under-
standably, this is a major obstacle in implementing eHealth nationally.

4. As a pilot study, the development of an EHR systems can start based on a free
and open source medical practice management application such as OpenEMR
(OpenEMR, 2014), including dcm4chee (Zeilinger, 2008) which can cover an
image manager/image archive, such as PACS. The OpenEMR is one of the
most popular Operational Support System (OSS) in the medical field, and de-
veloped by a nonprofit corporation founded in 2005 by a physician and owner
of the company in North Carolina, USA. This application (OpenEMR) is the
most popular free electronic medical record interface used today in the re-
search field. A research team tests and improves this application to figure out
if it is the most suitable system to use it in the future. It manages electronic
medical records and has fully integrated electronic medical records and free
support. It can run on systems Microsoft, UNIX, Mac OS X, and is developed
in PHP to build the web application and DB MySQL. It supports multiple lan-
guages and it is used in the United States, Puerto Rico, Australia, Sweden, the
Netherlands, Israel, India, Malaysia, Nepal, and Kenya. With the web applica-
tion, OpenEMR records patient demographics and a result is provided safely
in all application data. It ensures the data integrity of each patient and pre-
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vents third parties from altering it with bad intentions. Authorized persons,
users of the system, can make changes in the privacy of patient data since the
user codes are deciphered. This application can record prescriptions and cal-
culate medical billing. Each user has the ability to record information report
issues and manage electronic medical records of patients under their supervi-
sion. The OpenEMR is autonomous because all functions are performed by the
system itself. In order to ensure communication, which will store all system
data such as patient information and physicians, we need the operation of the
system (server) to be on the Internet. Furthermore, cloud computing and open
service delivery platforms such as the FI-STAR platform could be exploited as
these could benefit and facilitate the whole process (FI-STAR, 2014). The tech-
nology foundations of FI-STAR are based on open architecture and reference
implementation of a novel service infrastructure, which is built upon generic
and reusable building blocks defined as Generic and Specific Enablers. More
precisely the eHealth Lab of the University of Cyprus, being a partner with FI-
STAR, is currently responsible for the development of three specific enablers
(SEs) of the FI-STAR platform, the EHR SE, the PACS SE and the epSOS SE (FI-
STAR, 2014) that could properly be exploited for the adaptation of a general
EHR system in Cyprus.

After examining several EHR cases we believe that the most suitable EHR sys-
tem in Cyprus would be a centralized EHR system that would send the patient’s
data to a central repository in which a role-based access is granted to each person
accessing the system. Organizations, health centers and institutions need continu-
ous communication with the main repository, and must follow policies and stan-
dards to ensure the interoperability of their system with the central repository. This
is also necessary in order to protect patient data that is retrieved from the repository
and used in their systems. The main problem with the centralized scheme is that
the data repository belongs physically to one single organization. Holding the data
in a central server has troubled both the IT Experts and health care providers, as
attackers could potentially gain access to the whole data by attacking the repository
(Jorgen, 2012). Alternatively, patient data in decentralized systems are dispersed in
many locations, and hence the full record of a patient is built by retrieving partial
data from every location. In this case, each system participating in this scheme is re-
sponsible for maintaining its part of the patient data and allowing controlled access
to this data. In Cyprus the population is approximately 839.000 people therefore it
is believed that a combination of the above will yield the best solution. Effectively,
the system will be decentralized as pictured in Figure 6: the system will provide
access and storage facilities along with authentication and encryption with a cloud-
based solution. The use of cloud-based enables data stored by multiple users to be
dynamically reallocated in response to demand and the use of it is to associate all
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Figure 7: Electronic health record vision.

information needed for a specific patient. The system can be also considered as cen-
tralized in the sense that all data for a patient is kept in one place and thus more
secure, and decentralized in the sense that all patients’ data is potentially accessi-
ble from everywhere. For example, hospitals can assign to private companies the
storage of their patient data in a centralized manner while following interoperabil-
ity protocols for communication purposes in centralized systems of other groups of
clinics. Hence, it will result to a global decentralized system that will be controlled
privately and independently for each healthcare institution. Furthermore, the small
population of Cyprus makes it possible to provide temporarily each citizen with a
memory device (e.g. USB stick) that will be updated, for back-up purposes, each
time a patient visits their physician. This will enable patients to access their medical
records anytime they need (Neokleous et al., 2014b).

3.4 Discussion

According to the Capability Maturity Model (CMM) Cyprus is at Level 2, trying
to fix communication and security issues by building an entirely new eHealth soft-
ware system. This is necessary because many benefits arise from investing in the
development of the health sector in a small country like Cyprus. Since every year
tourists and business people visit Cyprus at a rate that is 3-4 times higher than the
permanent population of the island, interoperability and cross-country health ser-
vices should be available for Cyprus to be competitive in the international market,
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while at the same time it will boost medical tourism. Indeed, cross-border travel for
health care is not an alien concept in Europe, since there is a long history that spans
from the use of spas and wellness tourism throughout eighteenth and nineteenth
century Europe. With the rise of more affordable cross-border travel, rapid techno-
logical developments are becoming more frequent and potentially serve as a wide
consumer market. In a recent survey, it was shown that medical tourism would
benefit the tourism industry because there is a sustained demand for such special-
ized services. The island’s location allows for a diverse influx of both European
and Middle Eastern medical tourists. Furthermore, Europeans can benefit from the
cross-border health provision when they visit Cyprus for business or leisure. The

Figure 8: Proposed scheme for integrated citizen health record data banks.

cross-country access to the electronic health record of the visitors is the corner-stone
of personalized health, which at the same time will offer Cypriots travelling abroad
all the associated benefits. In spite of the economic austerity measures in Cyprus,
opportunities for growth and new business related to health and its technological
innovation are tremendous.

The EHR vision illustrated in Figure 6 may form the primitive structure of a
complete eHealth system and this can be put together with other similar elements
as part of a bigger system which is integrated in a piece-wise manner taking the
form of a system as shown in Figure 7. In fact, if one follows the EU philosophy of
a pan-European eHealth network that fully interoperable for effective cross-country
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patient care can best be materialized if the locally developed systems of a region in
a country are developed independently and are integrated to form the country’s
network later. Subsequently, two countries can be integrated to form the cross-
country system. The important aspect that will make this possible is the fact that all
standards have been agreed at the technical and medical levels. Among the things
agreed upon are patient summaries and EHR content and structure, thus laying
the foundations for materializing the eHealth philosophy. In Cyprus, the authors
believe that the whole system can be implemented if at most three private initia-
tives set up fully functional EHR databank environments operating like commercial
banks depositing and transferring health data assets instead of monetary assets. A
Central Health Data Banker should also be established by law in every country and
at a European level for legislating, monitoring, and controlling all health data asset
transfers between stations as dictated by the needs of the citizen.

The Cypriot authorities must take advantage of the country’s small size and seek
an active and pioneering role in eHealth initiatives promoted by the Europe Union.
The country’s small size makes it an ideal candidate for running pilot programs for
testing the operation and applicability of eHealth both at national and international
levels. The EU on the other hand must encourage and support Cyprus to migrate
from the pilot studies to the actual systems. Once started, a lot of progress will
need to be made before Cyprus can deliver truly personalized or citizen-centered
healthcare. The potential to shape new healthcare models is real and if implemented
wisely eHealth solutions can contribute to addressing many challenges faced by
Cyprus’ suffering health and economic systems.
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Chapter 4

Proposal for an eHealth Based Ecosystem
Serving National Healthcare

Abstract

The European Union (EU)’s keen concern about citizens’ health and well-being advance-
ment has been expressed at all levels. It has been understood that at present, these can
only be achieved through coordinated actions at the individual member states’ level based
on EU directives, as well as through promoting and funding R&D and expanding the use
of eHealth technologies. Despite the diversities and particularities among member states,
common values such as universal access to good quality healthcare, equity and solidarity
have been widely accepted across EU. That demanded the adoption of policies and follow
directives, which streamlined actions to bridge healthcare gaps, and facilitate cross-border
healthcare. This paper articulates a framework for deriving a national healthcare system,
based on interoperable Electronic Health Record (EHR) with safeguarding healthcare
quality, enabling quadruple helix (Public, Academia, Industry, NGOs) driven R&D
and guided by a patient-centered approach. A methodology to develop an integrated
EHR at National level is proposed as a prerequisite for eHealth and put into perspective.
Recommendations are given for the steps needed, from the managerial, legal, technical
and financial concerns in developing an open access, patient-centered national health-
care system based on the context and constraints of a country. The example of a small
country to apply the proposed methodology is demonstrated. Stakeholders, including
citizens, healthcare professionals, academia and the industry are mobilized, enabled, and
incentivized for implementing the methodology. Experiences are aspired to be offered as
lessons learned for other countries to adapt on their environment.

Index Terms. Electronic Health Record (EHR), eHealth, Personalized Medicine, Inter-
operability, Patient-Centered Healthcare, National Health.

I Introduction

I
n this paper, we address the main barriers to overcome in building an integrated,
interoperable National Healthcare System covering the whole population, as well

as allowing access to visiting and migrating population. ‘Interoperable’ simply
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means that the EHR of a citizen is remotely accessible by healthcare providers; it
is readable and understandable by all health providers, thus facilitating the best
possible medical service to the citizens. In a national healthcare ecosystem, we will
define the environment in which healthcare coverage is provided to the whole pop-
ulation and its visitors, without any restriction or prejudice. The term ecosystem is
used metaphorically for emphasizing that a national healthcare system is a complex
network of interconnected systems that interact with each other and with conflicting
interests. The healthcare "system" can be better understood as an ecosystem of in-
terconnected stakeholders, each one charged with a mission to improve the quality
of care while lowering its cost. To ensure patient’s safety and quality care while re-
alizing savings, these stakeholders are building new relationships often outside the
four walls of the hospital. Few of the new relationships, such as health provider-
payer that are taking shape, are explained in detail in this paper (Becker’s Hospital
Review, 2014).

In the following sections, we present, analyze and discuss the main topics re-
lated to this challenge and introduce solutions with road marks guided by the re-
lated EU directives and other international initiatives. We suggest how a country,
like Cyprus, can build its own eHealth ecosystem based on EU principles and di-
rectives. We give historical background with the main landmarks of the EU efforts
and we concentrate on the current state-of-the-art and the EU research initiatives in
which Cyprus is participating. By utilizing the technological solutions offered by
the EU-funded initiatives and claim active role, every EU country can follow anal-
ogous paths for realizing their healthcare ecosystems. In principle, every country’s
healthcare system should serve its purpose within their legal, technical and financial
frameworks and at the same time remain EU directives’ compliant without divert-
ing from the citizen-centered objective.

The concept of healthcare for all, at least for Cyprus, extends back to ancient
times, and this fact was used as leverage for touching people’s self-esteem and lower
possible resistance to change. For instance, the recognition that environmental fac-
tors can have an impact on human health can be traced back to as far as the physician
Hippocrates (460-370 B.C.) (Hippocrates, 1994). This perception, also known as all-
embracing healthcare, is evidenced by the Idalion Bronze Tablet discovered in Cyprus
with the inscription on both sides written in the Greek language (J., 1987; Cyprus
Highlights, 2014). It refers to the reached agreement between King Stasikypros and
the citizens of Idalion on one hand, and doctor Onasilos and his brothers on the
other. The doctor agreed on an all-embracing scheme to treat those injured dur-
ing the war around 470 B.C., when the Persians and the Phoenicians of Kition at-
tempted to conquer Idalion. The King and the city agreed to compensate Onasilos
and his brothers with a fixed amount expressed in silver or plots of land. In modern
days, this notion is expressed as national healthcare system, and the fact that the
agreement was taken jointly by the King and the citizens, demonstrates the Greek
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democratic ideals on the political system of the kingdom and the existed solidarity
regarding financial compensation. Furthermore, the care and concern felt by the
‘city-state’ authorities towards the citizens, provides evidence for the existence of
the most ancient system of social welfare known to us that employed citizen cen-
tered idealism (Cyprus Highlights, 2014).

The EU with Directive 2011/24/EU (European Commission, 2013) gave a defi-
nition of patient-centered approach that applies the social welfare principle based
on the value that patients are owners of their own medical records. At that point,
EHR (Electronic Health Record) was introduced as the central ingredient for achiev-
ing patient-centered approach, an approach that has long routs especially when it
comes to solidarity driven principles.

Individual efforts have been made by EU countries for updating existing or
developing new national health systems. The most recently completed and well-
commended example is the one in Estonia where the EHR uniformly covers the
whole country and virtually registers all citizens’ medical history from birth to death
and based on state-developed IT infrastructure. It was launched in December 2008,
and since January 2009 all healthcare providers have been obliged to incorporate an
agreed number of standardized medical documents, electronic information notes
and electronic medical documents to it (Doupi, P and Renko, E and Diest, S and
Heywood, J and Dumortier, J, 2010).Other countries such as Austria and Sweden
started their efforts two decades ago and their efforts continue with excellent func-
tionality at country level. Their diffusion with other EU countries is slow because of
lag of standards across Europe (Monteagudo and Moreno, 2007; Sauermann et al.,
2016; Gabriel and Åsa, 2016). Individual eHealth Strategies Country Reports and
further information about eHealth initiatives in Europe have been prepared and
funded by the European Commission, DG Information Society and Media, ICT for
Health Unit in 2009 and it is available online (Empirica, 2009).

The purpose for writing this article was motivated by the claim that an all-
included pan-European health system can only be achieved through the individual
nations’ implementations following the relevant EU directives rather than imple-
menting a general system and forcing it to the member states. Some of the above-
mentioned example can be studied by another country as exaples to be followed,
but in no way one should expect that they can be transplanted as they are in an-
other country. This claim embodies a very fundamental principle of EU that takes
into consideration the diversities, particularities, maturity and readiness of mem-
ber states in following revolutionary reforms. Such reforms concerning healthcare
have been discussed and dreamed for at least a decade in Europe with the motto,
“citizen-centered healthcare”. The first reading of this motto produced three funda-
mental pillars: Catholic, Mutual guarantee, and Access to all. The member states
were asked to accept these principles and EU undertook the responsibility to facil-
itate them with technical knowhow, knowledge sharing and experiences gained in
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more advanced member states in order to be able to leapfrog, minimize the societal
and technological gaps and set their strategy for building their local health ecosys-
tems integrated into a pan European and beyond.

In this paper, we also aim to explain the importance of studying the country
circumstances to achieve the EU goals of cross-border healthcare, as simplified in
Figure 1 with the introduction of National Contact Points (NCPs). In Section II,
‘Foundations of a National eHealth System’ we explain Interoperability and stress
its important role in eHealth. In Section III, ‘Method’, we justify the proposed dy-
namic methodology. In Sections IV, V, VI and VII, the patient-centered approach, the
Technical, Financial, and Legal Frameworks are respectively discussed, and finally,
in Section VIII, we discuss the proposed actions and a roadmap for achieving an
eHealth based Ecosystem.

II Foundations of a National eHealth System

EHR is defined as a structured collection of constantly updated healthcare data as-
sociated with a citizen throughout one’s life. EHR management systems enable
storage and retrieval of patient’s data and facilitate physicians and other health-
care providers to provide safer and more effective care through embedded clinical
decision support and other intelligent systems. EHR can also support public health
and biomedical national and international research. Additionally, better manage-
ment, improved care coordination and chronic diseases management, cross-border
medical care, handling of interoperability issues, reduction of medical errors and
delays, reduced operational costs, personalized prescription, and patient enactment
and participation are expected (Cina et al., 2006; Custodix et al.).

Interoperability, an important feature of modern EHR is defined as the ability to
reach the record from different vendors, and to interact with other computers across
local or wide-area networks regardless of their physical architecture and operating
systems. It is feasible through hardware and software components that conform to
open standards such as those used for internet.

The essence of healthcare systems nowadays is to provide efficient, results-
driven, cost-effective services, addressing the real needs and preferences of citi-
zens/patients and the society. Patient-centeredness was considered a radical ap-
proach not so long ago, and the EHR is the cornerstone and precondition of patient-
centered eHealth (Schizas et al., 2014).

Patient-centered approach mainly relies on listening to, informing and involving
patients in their care in such a way that care is provided in a respectful and respon-
sive to the individual patient’s preferences, needs and values (Oneview, 2015). In
practice, the patient becomes the owner of their EHR, granting permission per need
to healthcare providers.
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Figure 1: . Example of the role of a National Contact Point (NCP). Each NCP is
responsible for patient summary interchange.

Designing and building an EHR system, as an operational and functional entity,
is possible for IT professionals (analysts, designers and developers) in close col-
laboration with health professionals as proper functioning and exploitation of the
EHR benefits, requires semantic interoperability of medical information. This level
of interoperability is absolutely needed for dissimilar EHR systems, business re-
lated information systems, medical devices, mobile technologies, and other systems
to improve wellness, as well as the quality, safety, cost-effectiveness, and access to
healthcare delivery (HIMSS, 2013). It also requires considerable effort and input
from management services and end users. Excellent efforts were made by inter-
national vendors and organizations like WHO for establishing universally accepted
tools and methods to be used for building national eHealth strategies using common
communication protocols and standards (Gunter and Terry, 2005), (EpSOS, 2008).

Lag of interoperability is the key obstacle on all current solutions offered and it is
a crucial functionality that an EHR management system should offer to healthcare.
The benefits of interoperability extend to all actors (Schiza et al., 2018a): healthcare
professionals – for supporting their decision-making procedures via advanced and
contemporary status of patient information and evidence-based clinical guidelines;
patients – delivery of care at the point of need, more reliable and personalized care,
integrated care including treatment abroad; users - lower implementation and inte-
gration costs for interoperable systems; healthcare businesses - the use of a common
eHealth EU Interoperability Framework facilitates the expansion of a digital single
market for healthcare thus creating competition which in turn will reduce the de-
velopment cost.

The new era of cross-border healthcare in EU is now regulated by EU direc-
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tives which address also privacy and confidentiality, personal data, and data pro-
tection issues are highly relevant when deliberating EHR (Digital Single Market,
2012). These evolvements made patients increasingly alert regarding their bene-
fits and claimed the right to choose their health providers including those beyond
their national borders. Telemedicine for instance is evolving because of the rapid
development of technology and because of the cross-border healthcare since there
is collaboration between healthcare professionals across borders. This is believed to
be the single most important revolution in healthcare since the advent of modern
medicine, vaccines, or even public health measures like sanitation and clean water
(Jolly, 2011). eHealth and patient-centered approach mainly through the implemen-
tation of national and eventually pan-European EHR systems, is demonstrated by
the recently announced Horizon 2020 work program titled ‘Health, Demographic
Change and Wellbeing’ (European Commission, 2012).

A central aim for the design and implementation of a global national healthcare
system is to secure financial viability and sustainability. This will prevent underes-
timating the cost and it will minimize the risk for inevitably increasing the citizen’s
financial contribution for preventing the collapse of the system. Financial viability
can be sustained by introducing another pillar to the system being High Quality of
Services in association with efficiency and reforming public hospitals into cost cen-
ters. The gained status will allow them to become competitive and operate in a free
economy environment along with the private hospitals and other private medical
centers.

Instituting and regulating a National eHealth Authority (NeHA): The appointment
of such a body by the highest authority being the council of ministers, will create a
regulating body with legal powers for enforcing standards in medical, social, and fi-
nancial services for securing interoperability at local and EU levels as seen in Figure
2.NeHA will form the next pillar of the ecosystem.

Biomedical research could also be greatly benefited by integrating it into the na-
tional technical and legal system for sharing patients’ data an option (from the pa-
tient and the healthcare professional point of view) that would enable collection
of anonymized data (biosignals, diagnoses, notes, lab results, images, videos, etc.)
and central/distributed storage paired with analytics toolbox (Dimitrov, 2016). The
development of such infrastructure would ideally involve stakeholders from the
quadruple helix (Public, Academia, Industry, NGOs) (Cavallini et al., 2016).

The ultimate scope is to progress into a new healthcare ecosystem securely sup-
ported by six pillars, as illustrated in Figure 3, serving the citizens at national and
pan-European levels and bridging private and public sectors.

In the process of building on the pillars mentioned above, the most challeng-
ing obstacles are those related to organizational, process and infrastructure aspects
since these are deeply rooted in the culture of societies and the way people are used
to do things and pass these to newer generations. In Cyprus those challenges have
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been handled systematically from primary school to the university level through
specialized seminars and courses in University curricula (Schiza et al., 2018b). Sim-
ilar efforts are taken for educating health professional through seminars.

Figure 2: National eHealth Authority acts as the Regulator of the associated affairs,
such as the setting up of the NCP for health for the country for cross-border health-
care, the licensing, regulating and controlling the operation of institutions for stor-
ing EHRs in interoperable databanks.
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Figure 3: eHealth Ecosystem pillars.

III Method

To reach an optimal result in designing and implementing a state-of-the-art, interop-
erable, affordable and sustainable national eHealth ecosystem to support healthcare
reform, our team had to find a fine balance between the ‘ideal’ and the ‘realistic’,
applicable to this country. In that respect, many variables have been taken into con-
sideration: a) the country’s and stakeholders’ maturity level for technological, legal
and social reforms described in Section VII; b) International technological standards
recommended by EU through directives, decisions and reports described in depth
in Section V; c) Emerging technologies and solutions developed by R&D activities
of the local scientific community in Section V – paragraphs C&D; d) Adoption of
a patient-centered approach necessary to support interoperability, described in Sec-
tion IV; e) The legal framework necessary to allow for universal coverage, interoper-
ability and adoption of technological standards described in Section VII, and f) The
cost of individual tenders pertaining to different parts of the ecosystem, the cost par-
tition between public and private sectors, the available budget for initial investment
and running expenses and opportunities for external funding (i.e. EU structural and
cohesion funds) described in Section VI.

The research methodology used for addressing the aforementioned challenges
was a classic structured systems analysis and design method (SSADM). A chief sys-
tems analyst familiar with the system’s environment and the roles of the main play-
ers of the system was appointed to head an ad-hoc NeHA. Their first task was to
estimate the Capability Maturity level of the system for minimizing risks and opti-
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mizing the competitiveness of the system’s life cycle (Bentley and Whitten, 2007b),
which in this case was estimated to be Level 4. This methodology has been chosen as
our group has developed competency in using it (Schiza et al., 2015a; Angastiniotis
et al., 2017). The systems group (ad-hoc NeHA)has recruited when deemed neces-
sary, stakeholders’ representatives and users community members i.e. public health
& financial policy makers, health professionals from the private and public sectors,
patients’ organizations, IT experts, public and private insurance organizations, legal
and IPRs/Data protection experts etc. Those players have been interviewed and be-
come actively involved in the development of the aimed eHealth ecosystem. Before
interviewing, executive presentations on eHealth concepts and its benefits were or-
ganized and public discussions were initiated and facilitated. At least twelve such
presentations were organized and followed by structured interviews. Overall thirty
interviews were analyzed, and user requirements and opinions were surfaced. The
findings were processed and presented to relevant groups by the senior analyst and
structured or unstructured feedback was received. Policy and decision makers were
challenged to take actions accordingly.

The legal framework was revisited several times as twenty-four relevant laws of
the country were studied and the related articles had to be taken into consideration,
crossed checked with relevant groups, the legal service and the commissioner for
data protection for legal compliance and verification (laws and regulations from the
national electronic repository: http://www.cylaw.org). A dedicated law regulating
eHealth through a national committee for e-Health has been drafted and submitted
for parliamentary approval as described in detail in Section VII.

Eventually, the pillars for a national health ecosystem have been formed, priori-
ties have been set, user and technical requirements have been finalized and a solid
plan has been put forward. The national strategy for implementing an eHealth
ecosystem accompanied by a roadmap and an action plan received a presidential
endorsement and support. Problems arose from interoperability i.e. legal, ethical,
technical, and financial were dealt with accordingly, as suggested in the relevant
sections here below in the paper.

Based on the methodology described above, the steps described below were fol-
lowed:
Step 1: Built a model and a roadmap of the eHealth ecosystem and rendered it part
of the country’s presidential strategy;
Step 2: Agreed on the minimum technological functionalities of the system;
Step 3: Designed the financial model of the system and secured necessary commit-
ments;
Step 4: Revisited national legislation and accommodated all functionalities, duties,
responsibilities, and rights of all stakeholders into the system; and
Step 5: Established by law the National eHealth Authority to undertake the non-trivial
task of regulating, coordinating and supervising the implementation of the eHealth
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ecosystem and necessary reforms.

IV The Patient-Centered Approach

The principal aim is to design and build a complete EHR system for replacing the
standard paper medical records. Thus, it is aimed to improve clinical decision mak-
ing by storing and retrieving medical data in various forms. When a patient is under
the care of more than one doctor, tracking one’s history, including allergies, blood
type, current medications, chronic illnesses, past procedures, and all the relevant
data that a patient summary may include, can be problematic when relying on pa-
per folders (Schizas et al., 2014; EpSOS, 2008). The remote access of EHR allows
multiple care providers, regardless of location, to simultaneously access a patient’s
record from any computer connected to the Internet. The EHR features contribute
to lower costs, significant time savings, resulting to better quality and greater effi-
ciency (USF Health, 2017).

The central player in healthcare has been the doctor, who has long been de-
scribed, as ‘doctor knows best’. While the doctor may indeed have the knowl-
edge and responsibility for care, that does not mean one knows best. In the new
paradigm dictated by the patient-centered approach, the information is no longer
flowing from the top. Data and information are not knowledge, and for the lat-
ter, the doctor will continue to be its source. Moreover, the intimacy at the heart
of the best doctor-patient relationship, where a patient can reveal their secrets and
worst fears or experiences, the physician’s touch to promote confidence and healing
cannot be compromised and should never be lost. The aim is to strengthen this rela-
tionship by supporting the health professional with a sophisticated EHR intelligent
environment and by providing continuous education in health informatics.

EHR is used by citizens for maintaining and managing their own health data,
even by enriching them through innovative mobile applications, which serve as sen-
sors for monitoring health indices and the course/early phases of a disease (Archer
et al., 2013). Patients, being the central focus of healthcare delivery, gain benefit
by avoiding duplicate testing, lab procedures, imaging examinations because all
test results are kept in one historical file, which is also remotely accessible. Coor-
dination and remote access among health providers can lead to better and accu-
rate diagnoses, better overall care especially to chronic patients (USF Health, 2017).
Healthcare providers and patients who share electronic access to health information
can collaborate in intelligent decision-making. Patient participation is especially im-
portant in managing and treating chronic conditions such as asthma, diabetes, and
obesity (HealthIT.gov, 2014).

Patient-centered approach is giving the patient another role, instead of being
the problem or part of it, one is made part of the solution. This elucidates why
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the integrated EHR is the cornerstone for attaining this through a unique account
for every citizen created automatically at birth with its first medical data belonging
to the fetus and inherited from the mothers EHR at the earliest 9 months before
birth (Schiza et al., 2015a; Cerner, 2017). From that moment onwards, each time a
citizen visits a healthcare center, her EHR will be updated accordingly. Access to
the medical data is permitted only after the authorization and consent of the owner
and in line with the legislation for privacy and confidentiality. Data kept in the EHR
can be used for clinical tests and for research purposes only after the prior consent
of the owner/citizen. This approach is promoting the motto ‘aiming for health to
minimize illnesses from birth till death’. This approach is excellently described and
illustrated in practice in a recently published book titled The Patient Will See You
Now, which must be read by every health professional, citizen, and government
official (Topol, 2015).

Health Affairs editor-in-chief Susan Dentzer stated, “It is well established now
that one can in fact improve the quality of healthcare and reduce the costs at the
same time.” Quality of care improvement and simultaneous cost reduction principle
can only be achieved if the citizen becomes the central actor, a principle that lead to
the term patient-centered care. One of the most important rudiments contributed
by the patient-centered approach is the quality assurance to the General Integrated
National Health System (Epstein and Street, 2011). Physicians practicing patient-
centered care, by improving the quality of the doctor-patient relationship improve
their patients’ clinical outcome and satisfaction, while decreasing hospitalizations
and referrals. This approach replaces the current classical physician-centered system
with one that revolves around the patient. Effective care is mainly defined by or
in consultation with patients rather than by physician-dependent tools or standards
(Rickert, 2012).

V Technical Framework

The technical framework used for implementing the system, incorporating the ex-
isting legacy systems, and designing the additional new subsystems needed is ad-
dressed below:

A EHR Summary Standards

One important technical issue that needs to be addressed is the construction and
implementation of the EHR in an interoperable environment that can process di-
verse data. Every member must follow EU guidelines and standards. Regarding
EHR, the deliverables of the epSOS project was adopted and turned into Directive
2011/24/EU “minimum/non-exhaustive patient summary dataset” applicable both to
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the unexpected, as well as the expected healthcare contact (European Commission,
2013; EpSOS, 2008). The relevant guidelines were incorporated in the legislation as
a standardized set of basic health data for the patient (e.g. name, birth date, gender,
etc.), medical summary consisting of the most important clinical patient data (e.g.
allergies, current medical problems, medical implants, or major surgical procedures
during the last six months), list of the current medication including all prescribed
medication that the patient is taking and information about the Patient Summary it-
self. The steps followed were the identification and inclusion of the different special-
ties, such as cardiology, gynecology, pediatric etc., as seen in Figure 4. A complete
interoperable EHR for the citizen is enabled in combination with an eHealth Cloud
infrastructure. The EHR was further enhanced by giving the option to the citizen to
enter in a separate section of the EHR any data that is considered important for the
medical professional to see when the citizen issues such a request.

Figure 4: Structure and required functionality of Electronic Health Record.
Layer 1 - Patient summary with specializations, Layer 2 - interoperability and pri-
vacy/security, Layer 3 - Health providers and medical centers.

B Standardization for Storage Retrieval and Communication

In healthcare, standards provide a common language and set of expectations that en-
able communication between systems. Such standards in healthcare are HL7, ISO,
CEN, ICD10, SNOMED and other in a wide variety of ways (Halsey).Harmonizing
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different information systems requires data translation and mapping, as well as doc-
ument and messaging standards. Integrating the Healthcare Enterprise (IHE) is an
initiative that brings together users and developers of medical information systems
to advance data integration. Adopting IHE, technical interoperability is secured and
gives value by coordinating the use of established standards for the specific clinical
needs (IHE Europe, 2015). The lack of cooperation by many hospital systems fail to
satisfy everyone’s effort to automate processes, create and review medical reports
(Siegel and Channin, 2001). The adoption of IHE standards automated these pro-
cesses and brought about a very efficient medical workflow.

The goal of the IHE Technical Framework is to define the interactions among
system components so that the roles of the actors are not assigned to specific indus-
try products, such as hospital information or radiology information systems. The
vendors of the different system components suggest how the actors’ roles are imple-
mented (Siegel and Channin, 2001). Overall, the IHE technical framework helped to
build a market for standards-based integration by giving incentives, education and
tools for both providers and purchasers.

IHE is not a standard; it supports the use of existing standards in an integrated
manner. It is simply an implementation framework creating interoperability be-
tween medical systems. IHE provides templates that can be used as standardized
tools to build starting points for optimizing workflows in a uniform way, as demon-
strated in Figure 5, adopted from ‘http://wiki.ihe.net/index.php’.

Figure 5: Interoperability Standards and Medical Systems.
(http://wiki.ihe.net/index.php).

Guidelines and the steps followed for our implementation methodology are
briefly stated here: Problem Identification phase - Clinicians and IT experts were asked
to identify problems when accessing data, problems with the administration infras-
tructure, and problems with their clinical workflow. Then stakeholders select the
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most suitable standards for each identified integration need. Integration Profile Spec-
ification phase - Those standards are documented in the IHE technical framework.
Vendors implement the selected integration profiles and test their systems with soft-
ware tools and at a face-to-face Connectathon (IHE Europe, 2015), a cross-vendor,
live, supervised and structured testing event where industry leaders test implemen-
tations of IHE Profiles to advance health IT interoperability. The IHE Connectathons
take place annually in various countries across the world to advance health IT and
patient safety. Lastly, vendors publish IHE Integration Statements to document the
integration profiles supported by their systems – which is the Integration Statement
and RFPs phase.

The most recent profiles that were developed by the IHE regarding EHR services
used the Fast Healthcare Interoperability Resources (FHIR) standard from the HL7
organization for exchanging healthcare information electronically (Neofytou et al.,
2015). FHIR solutions or Resources are a set of modular components, which can be
easily assembled into working systems for solving real world clinical and adminis-
trative problems in a very efficient manner. FHIR solutions are explicitly suitable for
EHR-based data sharing and server communication in large institutional healthcare
providers. FHIR defines a simple framework for extending and adapting existing
resources and this could solve many interoperability problems that all anticipate in
their way (FHIR, 2017).

The eHealth Lab of the University of Cyprus developed with success in collabo-
ration with IHE under the FI-STAR project the IHE profiles below. FI-STAR aims to
build a vertical community for creating a sustainable ecosystem for all user groups
in the global healthcare and adjacent markets (Neofytou et al., 2015):

• IHE PDQ: Patient Demographics Query; - Where Patient Demographics Query
provides ways for multiple distributed applications to query a patient infor-
mation server for a list of patients, based on user-defined search criteria, and
retrieves a patient’s demographic (and, optionally, visit or visit-related) infor-
mation directly into the application.

• IHE XDS.b: Cross-Enterprise Document Sharing; - Where the Cross-Enterprise
Document Sharing (XDS.b) IHE Integration Profile facilitates the registration,
distribution and access across health enterprises of patient electronic health
records.

Cross-Enterprise Document Sharing is focused on providing a standards-based
specification for managing the sharing of documents between any healthcare enter-
prises, ranging from a private physician office to a clinic to an acute care in-patient
facility.

The European Commission Decision (EU) 2015/1302 of July 2015 has decided the
27 IHE profiles describing the different layers of interoperability with a view to find
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interoperability solutions for exchanging or sharing medical data (European Com-
mission, 2015). In Figure 5, one can see the different IHE profiles establishing the
cross-border communication between the provider and the receiver and also for ex-
changing medical information between systems. IHE Integration Profiles organize
sets of IHE actors and transactions for addressing the specific needs for care of pa-
tients. These profiles offer a convenient way for vendors and users to communicate
in a standard way the functionality that is defined in the IHE Technical Framework
without having to provide all the details of the IHE actors and their transactions.
They describe clinical information and workflow needs and specify the actors and
transactions required to address them. Thus, IHE profiles can be used for the system
development and are in compliance with the EC decisions.

C Technical solutions and tools developed

As stated earlier, three open source software libraries, namely the EHR SE, epSOS
SE and PACS SE, were developed by the eHealth Lab of the University of Cyprus
(eHealth Lab, 2015) in the context of the FI-STAR platform and were designed to
facilitate the deployment of innovative applications and value-added services in
the healthcare sector (FI-STAR, 2014). Targeting towards the enrichment of the FI-
STAR framework for use in the healthcare domain, the EHR-EN software library
addresses the objectives to build:

(i) the EHR specific enabler (EHR-EN),

(ii) the patient summary specific enabler based on the "European Patients Smart
Open Services" (epSOS) project (epSOS-EN), and

(iii) the Picture Archiving and Communications System (PACS) specific enabler
based on the dcm4che open source software (PACS-EN).

These three FI-STAR platform enablers developed and used by our eHealth lab
can facilitate the deployment of similar innovative applications and value added
services in the healthcare sector and are readily available in public domain (Neofy-
tou et al., 2015).

As a pilot study, a full EHR application has been developed by the eHealth Lab
of the University of Cyprus for the needs of the EU project eENERCA dealing with
rare congenital conditions that require lifelong follow up and treatment (ENERCA,
2013; IHE Europe, 2015). The proposed eRegistry serves as an epidemiological tool
to improve the management of patient services and ultimately improve patient care
(Schiza et al., 2015b). For this project the following modalities were created: Demo-
graphics, Diagnosis, and Clinical Data. Patients and healthcare providers benefit
from this eRegistry, since they were provided with valuable sources of information
on their disease. eRegistries for rare anemias can further benefit research due to their
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design and capacity to follow a broad group of patients for long periods. These reg-
istries assume a critical role in improving comprehension of rare anemias by creat-
ing guidelines for disease treatment and management and providing information to
assist the development of new treatments. This system laid the foundation for a con-
sensus, and evidence-based disease management system, and as demonstrated in a
recent publication, eHealth-funded initiatives supported by EU can benefit through
applied research by citizens in need and the medical profession(Angastiniotis et al.,
2017).

The experiences gained above were very valuable as it taught us how a national
eHealth ecosystem can be gradually built once the technical framework and the
tools become available to the expected team of professionals. Lessons learned can
speed up the efforts of other EU countries in securing interoperability and function-
ality.

D eHealth Cloud

It is stated that eHealth aims at “cost-effective and secure use of ICT in support of
health and health-related fields, including healthcare services, health surveillance,
health education, knowledge and research” (Hu and Bai, 2014). Cloud computing is
a facility or service that eliminates the need of an organization to maintain in-house
special and expensive hardware, network infrastructures, and costly technical pro-
fessionals for supporting and operating in-house ICT systems. The Cloud offers
diverse IT solutions and resource time-sharing as on-demand services for differ-
ent organizational needs, and it enhances resources utilization and service delivery
(Moskop et al., 2005). A special type of Cloud, an eHealth Cloud that can solve some
of the current limitations faced by healthcare ICT solutions was proposed (Löhr
et al., 2010). An eHealth Cloud can be physically situated in a country and regu-
lated by local legislation, thus satisfying to an extent, security and confidentiality
concerns, which are some of the main obstacles brought forward when it comes to
adopting ICT solutions that require interoperability, high volume and remote access
to medical data.

The apparent scalability, flexibility and availability of cloud services and the low
cost associated, contributed to the rapid adoption among enterprises or health re-
lated agencies in recent years. Patient-centered healthcare encourages citizens to be
involved in their own healthcare activities, and the cloud-based platform provides a
technical solution and a valuable option. When data become available in the cloud,
it is subject to security preconditions and can be processed by remote services or
distributed automatically to all relevant health providers. As stated by one of the
authors of this paper: “Around one third of the studies show that the security and
privacy gaps of healthcare data in the cloud could be solved by access control en-
cryption schemes and security protection techniques” (Schizas, 2015). This suggests
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that it would be possible to switch current eHealth services to improved eHealth
Cloud-based services. This was considered as the most suitable for our case to serve
as central host of all the EHRs of the citizens and those visiting the country and
would like to have readily available their EHR while visiting Cyprus. The eHealth
Law provided an entire framework for such a specialized cloud and operated under
the control of the National eHealth Authority.

Evidently, an eHealth Cloud platform, with all technologies incorporated, offers
an excellent opportunity to the healthcare industry for addressing challenges such
as patient care, quality and safety, healthcare costs, ICT and access costs, backup and
security, and collaboration and knowledge sharing among healthcare professionals
at any geographical area. An overall outcome will be the high quality services at the
lowest cost for healthcare. The general advantages are summarized as follows:

(i) Reduction of the cost of owning and maintaining hardware, software, and
people-ware of ICT systems for healthcare;

(ii) Integration and exchange of medical records across multiple experts locally
and internationally;

(iii) Enhancement of diagnosis, support medical research activities, and simplifi-
cation of administrative operations; and

(iv) Enhancement of availability, scalability and flexibility of the health informa-
tion system.

Several issues and challenges have been addressed before the eHealth Cloud
was considered as a good alternative approach for this healthcare service. The ma-
jor concern was the security and privacy issues, which were adequately addressed.
Financial and legal concerns are addressed in the following sections. To date, the
available security and privacy measures are at an acceptable level of confidence.
The inclusion of strong security measures when the owner is not available can be
handled by deciding beforehand and in agreement with the owner by signing a
properly prepared consent form (Schizas, 2015).

VI Financial Framework

The present Cyprus healthcare system comprises two parallel sub-systems, being
the public and the private. These systems operate separately and independently
resulting in inefficiencies, low communication and overall coordination of health-
care. The funding of this system is mainly covered directly from the pockets of
the citizens, implying a lack of justice and solidarity within the healthcare sector.
Therefore, if the public and private sectors continue to operate separately, it would
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not hold back further wastage of resources, overlaps in services, and lack of quality
of service (Mercer, 2013; Cyprus Ministry of Health, 2014).

The public sector is owned and operated by the Ministry of health. They are
responsible for ensuring access to health services for all beneficiaries and were ex-
clusively financed by the taxpayers. The Ministry of health is however responsible
for the regulation, planning, licensing, and quality control for the entire health sec-
tor, realities which make the role of the Ministry highly debatable. The Ministry
placed patients into three categories based on income, chronic illnesses, and num-
ber of children, consisting of people who receive treatment free of charge, those who
pay reduced fees and those who pay fully (Mercer, 2013). Not even the full charge
represents the real cost due to the lack of proper cost estimation system in place.
As a result in most cases, the cost was underestimated and the taxpayer is called to
cover the deficits.

The private sector was mostly financed by out-of-pocket payments and this cov-
ered about 55% of the total healthcare budget; and from this, approximately 87%
was covered by out-of-pocket being about 2.5 times higher than the average figure
among all EU countries. In the Netherlands, for example, the corresponding figures
were 18% and 30% while the average out-of-pocket was below the EU average.

Private health services in Cyprus were provided by privately owned hospitals,
polyclinics and clinics, independent practitioners, diagnostic centers, and pharma-
cies, which were regulated, licensed, and inspected by the Ministry (Globe Media,
2017).

Health services in the public sector were provided by five the district hospitals
and one pediatric/gynecological hospital, three small rural hospitals and 38 health
centers. The Ministry covered approximately 80% of the population which was en-
titled for free healthcare in the public sector. The rest of the population has chosen
to receive treatment privately and a small proportion received treatment in public
hospital at a cost.

A study of the healthcare expenses in Cyprus over the last twenty years has
shown an exponential growth averaged to about 8%, while the GDP growth re-
mained below 4%. In other words, the system was going bankrupt unless money
was pumped in by the taxpayer or the quality of service was compromised. Alter-
natively, an efficient and effective National Health Insurance System (NHIS) was
introduced on the bases of eHealth and citizen-centered principles, which seemed
as the only realistic way for defeating the crisis.

Just for the history, in June 2012, the Cyprus Government applied for financial
assistance from the Eurogroup and the IMF. As precondition to this, the Troika of
the participating institutions made Cyprus embark on an economic adjustment pro-
gram aimed at restoring the health of the financial sector, continuing the on-going
process of fiscal consolidation and to implement structural reforms that support
competitiveness and sustainable and balanced growth (Demetriades, 2012). One of
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the programs for restoring this was the implementation of a National Health System
(NHS) in the near future, achieving comprehensive medical care to the entire popu-
lation at all levels of healthcare, achieving universality in coverage, good quality of
care, equity, solidarity, and long term financial sustainability. The proposed system
was an insurance-based system, which has been designed to address the current
challenge, distortions and deadlocks in the healthcare sector. The main characteris-
tics of this system were:

1. Universal coverage meaning all Cypriot citizens/EU citizens and other legally
living in Cyprus will become beneficiaries of this system.

2. Comprehensive benefits package where it will cover a broad spectrum of
healthcare services such as primary care, clinical laboratory tests, emergency
care etc.

3. Equal treatment where all beneficiaries have the same rights in respect of the
provision of healthcare services.

4. Free choice of healthcare provider.

5. Solidarity where each will contribute according to their income level.

Currently, the top priority of the Government and Ministry of Health is to con-
tinue reforming healthcare and upgrade public healthcare centers to autonomous,
ensure healthcare is patient-centered, reliable and accessible. Next step, Health In-
surance Organization (HIO) which was set up under the Law N.89(I)/ 2001 as a
public legal entity, is completing its mission, which is the implementation of the
proposed National Health Insurance System (NHIS) operating initially as a closed
system (HIO, 2014). The HIO which is partly controlled by the government is the
strategic buyer of health services by all public and private providers on an equal
basis. The insurance fund of HIO is generated by the contributions of the social
partners being the employees, the employers, and the State. The free market began
generating competition forcing the public hospitals to undergo radical operational
and organizational changes. Another novelty brought by the NHIS is the reorgani-
zation of the Primary Care sector by having the citizens choose their family doctor
including the pediatrician, thus relieving crowding in public hospitals. The family
doctors are compensated per capita and not per visit, and the patient only uses the
secondary or tertiary care through referral from the family doctor. Similarly, pre-
scriptions for pharmacies and laboratory test can only be issued by the appropriate
personnel and compensated directly by the HIO. These reforms are generating a
fully financially accountable NHIS, whose greatest success will be eventually the
savings in healthcare spending and its transformation to a positive-sum game, thus
generating added value and extra benefits to the citizen at a lower cost.
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The above summary of the state of affairs and the necessary reformation was
made by adopting the eHealth approach in line with an interoperable, national cov-
erage, cross-border, and citizen centered healthcare system. A preposition for an
eHealth ecosystem on these lines is presented in the discussion section below. Its
functionality and operability is gradually implemented and tested by the EU funded
initiative CEF-TC-eHealth CY-IA-0095 (26922256) - Deployment of Generic Gross Bor-
der eHealth Services in which the Ministry of health of Cyprus and the eHealth
lab of the University of Cyprus are participating. In this initiative another 15 EU
countries are participating. Parallel to this, the initiative CEF-TC-EESSI-CY-IA-0016
(27574468) - Cyprus Electronic Exchange of Social Security Information, funded by EU is
in progress since March of 2018, for supporting the full functionality of the country’s
healthcare ecosystem to operate at EU level.

VII Legal Framework

A successful legal framework for healthcare management should address and regu-
late the following mainly conflicting domains:

(i) EHR-definition and content;

(ii) EHR-ownership and access;

(iii) Catholic-applied to all citizens and to all healthcare provider;

(iv) solidarity-mutual guarantee;

(v) economic viability-sustainability and cost effectiveness;

(vi) high quality-services in medical care;

(vii) autonomy-in the framework of operation and running of the system;

(viii) interoperability-at national and cross-border levels; and

(ix) EHR Databanks-regulate the establishment, the operation and the running of
such repositories.

These domains were studied by the systems design team and the relevant na-
tional legislation was revisited.

In a constantly changing technological environment, a significant impediment to
the successful implementation of eHealth is not only the technological complexity
and the challenges presented, but also the lack of adequate and necessary legisla-
tive framework to cover this effort (HIMSS, 2016). In achieving an effective legal
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framework, each country needs to study its national legislation and take into con-
sideration the EU legal framework and directives. An important issue when imple-
menting a new EHR system is the system’s compliance with the law regarding the
rights of patients. Each country has its own legal system; however, all member states
should comply with the guidelines, standards and legislative framework set by the
EU. For example, before the accession of Cyprus to the EU a series of laws were
inherited from EU, including those relating to patients’ rights and the protection of
the data generated and stored. Therefore, a study on the capability level of the na-
tional legislation on these issues was performed. It also took into consideration the
differences and idiosyncrasies of the locals, and derived recommendations for the
amendments to be introduced as new legislations or amend accordingly existing
laws. This safeguarded a smooth transition into the new order with less rejection
probability.

The EHR although it is based on an evolving concept oriented approach that
provides improved healthcare quality, the patient should not deny the ‘right’ of the
medical professional to be informed when needed and to safeguard this. For this, it
was necessary to establish an appropriate legislative framework so that all the nec-
essary procedures and actions to be taken conformed to the law as it applied locally
and at EU level. Such considerations include electronic processing and collection of
personal data of the citizen, and the movement both within their state borders and
cross-border.

The British Medical Association mentions that, “the physician must maintain se-
crecy on all he knows”. In this general principle, however, there are five exceptions,
releasing the doctor of confidentiality: when the patient gives her consent, when it
serves the interests of the patients, when the doctor’s duty to society prevails, and
for research purposes as approved by the Ethics Committee for Clinical Research
and the information required for legal procedures (Moskop et al., 2005).

New announcements of the European Parliament, such as the eHealth Action
Plan, emphasizes how ICT can be used to provide better quality healthcare services
throughout the Community. The crucial aim of this action was the creation of a ‘Pan-
European eHealth’ for recording practical measures to be applied in various fields
such as the EHR, electronic identification of citizens, and health cards. The eventual
goal of the program is that by the end of the decade, eHealth to bind the habits of
health professionals toward a citizen centered thinking. It was, however, necessary
to regulate this kind of thinking by legislation in order for the application to become
effective.

Data banks are used for storing medical information, which raises issues of data
protection of EHRs, especially when referring to data that belongs to the category of
sensitive data. The storage of such data in a central location such as the basis of data
raises new questions about the protection of personal data, which do not arise when
data is on paper. For example, who can have access to these data? Who can gener-
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ate information from? How safe is the personal data? Evidently, the protection of
personal data by appropriate legislation is absolutely important. Intellectual prop-
erty or copyright or exclusive rights of the copyright of a work should be granted
by law and be valid for a certain time and forbid others to use the work without the
consent of the author. The copyright is an arbitrary right of each author and applies
without the need to make application to one institution or work to be recognized by
a service (European Parliament, 1996). The Government is responsible to support
the requirements by introducing appropriate legislation when needed.

The EHR systems are subject to the risk of unauthorized processing of personal
health data of the patient, thus, new safeguards to ensure the protection and pri-
vacy of personal medical data are required. The establishment and operation of
EHR systems must comply with the principles of protection of personal data set by
the EU Directive 95/46/EC (European Parliament, 1995). When it comes to health,
this directive varies and many times prohibitive principles formulated can affect
the smooth operation functions of an organization. Maintaining confidentiality for
patient records on paper is not enough to secure the privacy of patient medical
data when files are converted into electronic form. So far in the existing legislation
there is no rule of conduct on neither eHealth nor clear principles defining account-
ability in case of technical problems of information systems related to healthcare.
Therefore, the adjustment of hospital organization to technological change requires
changes in the existing regulatory framework.

In many cases, a transitional grace period is given to avoid undesirable shocks at
the early stages of implementation for safeguarding a smooth transition. Through
the study of relevant legislation that exists worldwide, it became clear that the legis-
lation in Cyprus was at a primitive stage. The legal framework required radical re-
form and necessary political will for promoting the integration and the widespread
use of EHR and eHealth in general. The success of EHR to the greatest extent de-
pends on the human factor and to a lesser extent to legislation. Acceptance is a mat-
ter of mindset and culture and necessary measures through education and aware-
ness were taken as part of the whole strategy (Schiza et al., 2018a). It was necessary
to bring together the stakeholders. The study in question was based on an analysis
of the existing infrastructure so that the necessary measures were adopted before
any implementation. The legislative measures to be decided, was the result of an
overall analysis that put into the equation social, political, organizational and tech-
nological issues.

It would be worth for a country to follow the steps that Cyprus took recently
(spring of 2016) for revisiting the relevant laws for accommodating the pillars of
eHealth stated earlier. Initially, a general health sector reform strategy has to be de-
cided at the highest political level and supported by three main pillars: 1) eHealth,
2) Reform and homogenize all public and private hospitals and health centers, and
3) Promote research and collaboration with academia with all healthcare providers.
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The second pillar included the reform of the legislation in accordance with the ex-
isting Cyprus law for cross-border (L. 149(I)/2013) which led to the introduction
of a new law explicitly for regulating eHealth in Cyprus. A team of experts stud-
ied the relevant EU Directives 95/46/EC and 2011/24/EU, and Executive Directive
2012/52/EU as well as twenty-four national laws relevant to healthcare, such as the
law for pharmaceuticals, operation of clinics, medical profession practicing, estab-
lishment and protection of patients’ rights, etc. and prepared the eHealth law in
harmony with the cross-border care law. The new law was presented in the form
of prepositions and discussed, negotiated and agreed with all interested bodies, in-
cluding the Cyprus Medical Association, the Federation of Patients Associations
and Friends of Cyprus – Member of EPF (European Patients Forum), the Health
Insurance Organization, the Cyprus Pharmaceutical Association, and all healthcare
providers. The agreed government bill was submitted to the Parliament for ap-
proval. The approval was secured a priori because it was already negotiated and
agreed with all involved.

The main expectancies of the bill were the following:

1. The EC Regulation No 883/2004 on the coordination of social security systems
is incorporated in the bill, thus making all the citizens of Cyprus beneficiaries
for healthcare and as a consequence become beneficiaries at EU level. It was
sadly observed that until the approval of the bill some Cypriots were not ben-
eficiaries at EU level because they were not beneficiaries at the Cyprus level.

2. Citizens of other countries are covered by the Regulation 859/2003/EC or by
the Regulation 1231/2010/EC, thus beneficiaries in Cyprus.

3. The Ministry of Health appoints the National eHealth Authority which acts as
the Regulator of the associated affairs, such as the setting up of the NCP for
health for the country for cross-border healthcare, the regulating and control-
ling the operation of institutions for storing EHRs in interoperable databanks.

4. The definition of the content of the EHR, being the Patient Summary, the Ex-
tended Summary, and the citizen’s optional space for adding relevant data.

5. Regulation of the use of the EHR, its ownership, its content, the users, and
their rights and obligations.

6. The obligation of healthcare providers, and operators of other related services
of being capable to access, retrieve, download, and upload the parts of EHR
that are relevant to the medical examination being performed.

7. The promotion and dissemination of modern forms of electronic data ex-
change and education.
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The national eHealth system and the supervision of the healthcare providers is
becoming a reality upon gradual implementation of the above points of the law. The
NeHA being an independent and autonomous entity contributes a lot in the har-
monization of the medical care centers nationwide especially between public and
private centers. The new era in the running of public hospitals brings in indepen-
dent evaluators for all. In addition, this situation together with the introduction
and enforcement of the law for administrative and financial autonomy makes all
the public hospitals and medical centers competitive, operating in a free economy
environment along with the private hospitals and medical centers.

When a country reaches such a maturity level, the new eHealth Law, which incor-
porates all the gained experiences, harmonizes the operation of eHealth at national
level.

VIII Discussion and Conclusion

This paper purposely has some extra theoretical background and prepositions for
the reader to consider and judge if applicable in the problem under consideration.
The suggested methodology and approach for building an eHealth ecosystem for
serving national healthcare is country dependent and subject to many parameters
within the sub-system’s environment. The paper however, is not limited to a the-
oretical framework but it took all the steps forward and developed a solution for
Cyprus which is progressing evolving and growing. This system was evaluated
and tested with commercial standards before put into practice. From the legal point
of view certain changes were suggested and the existing legislation was revisited
appropriately and new eHealth law was introduced. These reforms entertained any
justifiable concerns regarding legal, ethical, and cultural issues. The changes come
within and not imposed by the outside and as a result made their acceptance a nat-
ural reformation. The last section analyses the financial framework which based
on the fundamental pillars catholic (all-included), and solidarity compromised to a
NHIS initially operating as a closed system with a unique health insurance provider,
the HIO, which is controlled by the government and the main stakeholders.

The proposed eHealth Ecosystem for Cyprus is illustrated in Figure 6. The most
important parts being the Central Citizen Data Warehouse, which uniquely links
every citizen to the Central eGovernment Portal, the country Cloud integrated EHR
system which is regulated by the NeHA thus satisfying interoperability and citizen-
owned EHR, confidentiality, and security; and the providers appropriately linked to
the HIO for financial issues and the NCP for health for cross-border health care. It
would not be difficult to accommodate into this system any non-Cypriot citizen who
chooses to obtain a user account and store one’s data on the Cyprus Cloud at an an-
nual fee bases. This facility offered to non-Cypriots will not make them entitled for
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Figure 6: The Proposed Cyprus National eHealth Ecosystem – having eHealth au-
thority regulate eHealth facilities including health insurances, hospitals, medical
centers, NCP, etc. NCP communication with origin country and the requested EU
country.

health insurance cover but it will simply facilitate them with an interoperable EHR.
Countries like Cyprus who receive annually more than three times their population
in tourists and business travelers should not underestimate the potential benefits to
be gained from such services. Travelers will demand such services in the near fu-
ture and countries should act proactively by offering them. Similarly, health tourism
can be promoted and give Cyprus a competitive advantage if the service is open for
non-permanent citizens.

As a conclusion, it can be said that paving the way towards EU principles by
following the relevant directives for a fully interoperable healthcare system is not a
trivial task. It takes structured efforts at social, political and scientific levels to incor-
porate and build on modern eHealth IT technologies, to mobilize, enable and incen-
tivize stakeholders, including citizens, decision makers, healthcare professionals,
academia and the industry. This structured methodology as described, inevitably
modified based on local circumstances without abandoning basic principles and
its ethos, is considered as absolutely necessary to overcome internal resistance to
change and system’s inertia. The case of Cyprus aspires, this way, to offer its col-



60 4. Proposal for an eHealth Based Ecosystem Serving National Healthcare

lective experience as lessons learned for other EU countries which are puzzled as to
how to proceed towards the same direction for healthcare reform and remain in line
with EU directives and values for the citizen.
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Chapter 5

Data Protection Issues Of Integrated
Electronic Health Records (EHR)

Abstract

An Electronic Health Record (EHR) of a patient in perspective maintains the medical
history of the citizen electronically in medical databanks serviced locally or is cloud based.
The ownership and the access control should belong to the citizen and this should be done
under the supervision of his personal doctor. Audit trails and security measures must
be implemented for making sure that EHR systems properly collect, store, retain and use
the patient health information for the better service of the citizen when in need of medical
treatment. EU and other countries are determined to find solutions, impose policies
and standards as to implement EHR at national level and international levels. In this
article the main security issues are presented, the EU directives and legislations in data
protection and privacy from the use of EHR are considered, and proposed solutions are
analyzed. Finally, it is explained why EHR can and should remain a safe tool.

Keywords— eHealth, security, Electronic Health Record (EHR), interoperability, data
protection.

1 Introduction

I
n the last few years, Electronic Health Record systems have received a great at-
tention in the literature, as well as in the industry and health policy makers. Al-

though they are not widely used yet they are expected to contribute a lot to health-
care savings, increase health care quality and reduce medical errors. The ideal EHR
is defined as a collection of continuously updated health-related facts and medical
data associated with a patient. The EHR can be a dynamic electronic record that
chronologically stores a citizen’s medical data from approximately nine months be-
fore birth to their death. EHR management systems will enable storage and retrieval
of patient data, facilitating physicians to provide safer and effective care through
embedded clinical decision support and intelligent diagnostic systems, and can pro-
vide useful information through the collection of data for medical research purposes
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(HealthIT.gov, 2013). A significant progress is made in the quest for EHR, which
will improve the quality and safety of patient care and achieve real efficiencies in
the healthcare system. Many benefits can be attributed to an integrated structured
EHR environment such as better management of resources, improved care coordi-
nation, chronic disease management, nation and world wide access of medical data,
elimination of medical errors and delays, reduced operational cost and patient in-
volvement in their therapy. The approach that Europe has taken over the last few
years and more recently by the announcement under the Horizon 2020 ambitious
Work Programme of the challenge titled Health, Demographic Change and Well-
being, shows the determination of Europe to find solutions, impose policies and
standards, to support the eHealth and patient centered practices mainly through
the implementation of national EHR systems (Neokleous et al., 2014b).

Privacy and confidentiality, personal data, and data protection issues are highly
relevant when discussing EHR in its local and pan-European legal and regulatory
context. It is thus critical to amend existing health related legislations to create
ground for accommodating EHR systems (Neokleous et al., 2014b).

2 Electronic Health Record

Based on the epSOS (European program, Smart Open Services for European pa-
tients) patient summary (EpSOS, 2008) we formed a structure how the EHR would
be and what it should contain.

Figure 1: Electronic Health Record.

An EHR must contain general information about the patient, a medical summary
consisting of the most important clinical patient data, a list of the current medication
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including all proscribed medicines that the patient is currently taking and informa-
tion about when this record was generated and updated by whom.

As shown in Figure 1, the EHR can be divided into 4 sections. The first section
is Demographics, and contains all non-medical information about the patient. The
second section is medical, surgery history with medication and allergy status. This
section includes all information for each procedure the patient has been or is going
through. Another section is the family history which includes also social history,
habits, any immunizations and other general information. The last section is for
other information such as digital pictures of the patient’s situation and results and
protocols from any procedures. The epSOS patient summary is the base for build-
ing/creating a complete EHR. To use this sort of EHR you need to form a system to
support it and each person participating in the implementation, development and
use of this system has an ethical obligation to respect the patient’s confidentiality
and take the necessary actions in order to protect the patient data. What are the
factors, however, that can guarantee the data protection in an EHR system, a sys-
tem that may involve a variety of entities including the hardware, software, people,
network, policies and procedures? A model of a security scheme around the patient
data can be built by considering a variety of entries; for example, security can be
defined according to the implementation architecture, the software at each location,
and the organizational policies.

Leak and exposure of sensitive data, such as the patient data, can harm the owner
in many ways. This concern has been accompanied by the development of differ-
ent standards and frameworks to meet EHR challenges. Unauthorized people, for
example, may change the original data, or be informed on a sensitive issue. Such
an unauthorized access may take place not only in the case of the attacker who uses
the vulnerabilities of the system to obtain access to the system, but also by system
users who can use their position to be informed on a sensitive matter without hav-
ing the consent of the owner. Furthermore, manufacturers and product sellers, and
pharmaceutical companies can find very useful data in an EHR database, which will
make them very competitive in an unlawful way. With the EHR systems, the fact
that data may need to be transferred over the network and the physical owners may
be more than one, introduces more complex security issues which affect the confi-
dent of patients in using such systems. So we need to use the highest levels of data
infrastructure, virus prevention, spam filtering, and encryption measures.

The EHR includes some of the most sensitive data of an individual, and there-
fore deserves the highest degree of protection against all kinds of abuse making the
sensitive nature of the processing and thus requiring larger and special handling to
protect them.

The EHR, although it is an evolving concept oriented to provide improved
healthcare quality and the patient must not deny the right of each patient to en-
sure the confidentiality and protection of sensitive personal data, but to safeguard.
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For this reason, it is necessary to establish an appropriate legislative framework so
that all the necessary procedures and actions to be taken must comply with the EU
legislation.

The benefits of accumulated medical records are self-evident, but we need to
spare a thought, too, for the amount of risk they create. Privacy and protection of
personal data is of the utmost importance both to the European Union and to each of
its member states - and maintaining the privacy of sensitive health data is becoming
an ever greater challenge, particularly in the area of cloud computing. Is it possible
to preserve privacy at all nowadays? This paper will suggest a practical framework
for accomplishing maximum avoidance of data leakage based on the EU directives.

Considering an EHR of a patient where all his medical record and history is
maintained electronically, under his ownership and responsibility, and under the
supervision of his doctors (e.g. a cloud service provided by a third party). However
the case the following three categories of security issues need to be addressed:

1. Privacy-preserving data publishing (PPDP); hospitals and governmental ser-
vices may have to share such data due to research purposes or regulations.
Data publishing of personal data must preserve privacy.

2. Access Control of EHR; the medical record consists of a long medical history of
the patient; various specialists may have different privilege accesses on parts
of this data. This must be discussed further in the context of the doctor’s
rights.

3. Cryptography; Cryptography plays three major roles in the implementation
of secure systems: (1) Secrecy and integrity, (2) Authentication, and (3) Digital
signatures.

All these facilities are necessary since data will be maintained in third parties
and their remote access will be required. In the sequel we discuss in detail these
issues (Schizas, 2015).

3 Privacy-Preserving Data Publishing (PPDP)

Hospitals, medical centers, etc. may have to share their data either for research pur-
poses or due to regulations (Carlisle et al., 2007), (Fakas, 2011; Fakas et al., 2011, 2015;
Parliament of the United Kingdom, 1998). For example, licensed hospitals in Cali-
fornia are required to submit specific demographic data on every patient discharged
from their facility (Carlisle et al., 2007). Thus, detailed person-specific data in its
original form often contains sensitive information about individuals, and publish-
ing such data violates individual privacy. The best choice to achieve better security
is to develop methods and tools for publishing data in a more hostile environment,
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so that the published data remains practically useful while individual privacy is
preserved. This undertaking is called privacy-preserving data publishing (PPDP).
In the past few years, research communities have responded to this challenge and
proposed many approaches (Wang et al., 2010).

Another example is when a research center requests from a hospital to publish
patients records for a research and the external table, e.g. an open election catalogue,
is then accessible to the attacker too because these external catalogues are open due
to open data access regulations and directives. Then we can assume that every per-
son with hospital record has a record in the open table. In Cyprus, for example,
such electoral catalogues are not yet legally open. Note that each of these attributes
does not uniquely identify a record owner, but their combination, called the quasi-
identifier (Dalenius, 1986; Sweeney, 2002) (denoted as qid in this report), often singles
out a unique or a small number of record owners. For instance, in this case the set of
attributes Job, Sex, and Age can form a qid. Thus, joining the two tables on the com-
mon attributes Job, Sex, and Age may link the identity of a person to his/her Disease.
For example, Doug, a male lawyer who is 38 years old, is identified as an HIV pa-
tient by qid = Lawyer, Male, 38 after the join. To prevent record linkage through QID,
Samarati and Sweeney (Fakas et al., 2011) proposed the notion of k-anonymity: if one
record in the table has some value qid, at least k-1 other records also have the value
qid. In a k-anonymous table, each record is indistinguishable from at least k-1 other
records with respect to QID.Other PPDP approaches include l-Diversity (Li et al.,
2007; Machanavajjhala et al., 2006, 2007), t-Closeness (Li et al., 2007), Personalized Pri-
vacy (Xiao and Tao, 2006), FF-Anonymity (Wang et al., 2009), δ-Presence (Nergiz et al.,
2007), ε-Differential privacy (Dwork, 2008), etc. (Li et al., 2007).

4 Access Control of EHR

The issue raised is whether the various specialists should have the same accesses on
the various parts of the EHR. For instance, should the personal doctor (GP) of a pa-
tient have full access on someone’s EHR and for how long? Can a GP provide access
to other doctors? For instance, the GP may provide a complete access to a hematolo-
gist but a very limited access to a podiatrist with the consent of the patient. Similarly,
a specialist before admitting a patient should have full EHR access and give also, as
needed, access to other medical staff under his supervision on certain parts of it. In
limited cases a patient may not be permitted to have accesses to his own EHR due
to some mental or psychological reason. Such cases should be regulated. It should
be emphasized once more that the patient has the complete ownership of his EHR
(the practicalities of this are being studied further in the context of our research).
There are different implementations of access control policies for determining the
access that subjects may have on objects; i.e. discretionary, mandatory, and role-
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based (Coulouris et al., 2011). The role-based policy is elaborated further as it is
more dynamic and appropriate model for EHR.

Role-Based Access Control (RBAC). In Role-Based Access Control, subjects are
assigned to roles that line up with roles that users hold in real life. A role could
represent a set of actions and responsibilities that a subject has in their job; for ex-
ample, the patient, the personal doctor, a specialist, a family, etc. The patient may
have full read access to his record but will not have the privilege to modify certain
parts of his EHR such as medical details. The GP will be given full read access by
the owner, and also full privileges for allowing other colleagues or collaborators for
accessing parts of the EHR. In an EHR system, various roles would be created that
represent different levels of access. Then, users in the system would be placed in
their appropriate role and receive authorization accordingly.

5 Cryptography

Cryptography plays three major roles in the implementation of secure systems. We
explain how it can be useful in the case of EHR which need to be stored in a cloud,
communicated digitally or need to be accessible remotely (Coulouris et al., 2011).

1 Secrecy and Integrity

Cryptography is used to maintain the secrecy and integrity of information when-
ever it is exposed to potential attacks; for example, during the storage on a cloud
or during transmission across networks that are vulnerable to eaves-dropping and
message tampering. It exploits the fact that a document or a message that is en-
crypted with a particular encryption key can only be decrypted by the owner or the
recipient who knows the corresponding decryption key. Encryption also maintains
the integrity of the encrypted information, provided that some redundant informa-
tion such as a checksum is included and checked. For instance, in the EHR context,
the EHR is encrypted and the cloud provider cannot decrypt it. Only users having
the decryption key can access the record and only once decrypted it makes sense, or
better, if it includes some value agreed (such as a check-sum of the message) then
users can read the record also verify its integrity, i.e. it has not been altered.

2 Authentication

Cryptography is used in support of mechanisms for authenticating communication
between pairs of security principals (any entity that can be authenticated by the sys-
tem, such as a user account, a computer account, or a thread or process that runs in
the security context of a user or computer account). A principal who decrypts a mes-
sage successfully using a particular key can assume that the message is authentic if
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it contains a correct checksum or some other expected value. They can infer that the
sender of the message possessed the corresponding encryption key and hence de-
duce the identity of the sender if the key is known only to two parties. Thus, if keys
are held in private, a successful decryption authenticates the decrypted message as
coming from a particular sender. For instance, a doctor wishes to access files held
by a cloud server. Another third party (e.g. www.verisign.com) is an authentication
server that is securely managed and issues users with passwords and holds current
secret keys for all of the principals in the system it serves (generated by applying
some transformation to the user’s password). For example, it knows the doctor’s
and the cloud server’s keys.

3 Digital signatures

Cryptography is used to implement a mechanism known as a digital signature. This
emulates the role of a conventional signature, verifying to a third party that a mes-
sage or a document is an unaltered copy of one produced by the signer. Digital
signature techniques are based upon an irreversible binding to the message or doc-
ument of a secret known only to the signer. This can be achieved by encrypting the
message - or better, a compressed form of the message called a digest - using a key
that is known only to the signer. Public-key cryptography is generally used for this:
the originator generates a signature with their private key, and the signature can be
decrypted by any recipient using the corresponding public key. For instance, a spe-
cialist wants to sign a medical report of a patient so that any subsequent recipient
can verify that he is the originator of it. When this is done, other medical staff can
verify that the specific specialist is the originator of the document when they access
it irrespective of the route taken to reach them.

6 Conclusion

In this paper, we explained the necessity of EHR and the benefits which an eHealth
environment can gain from a properly developed EHR databank. An interoperable,
patient centered, and remotely access EHR provides the best way of collecting, stor-
ing, retaining and using patient health information. The implementation of EHR
is potentially vulnerable to many security challenges; in this paper these concerns
were identified and solutions are proposed to be considered during the implemen-
tation. Another concern of the paper was to show that in spite of security concerns
EHR can be a safe tool for all partners involved.
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Chapter 6

Electronic Health Record Application Support
Service Enablers

Abstract

There is a huge need for open source software solutions in the healthcare domain, given
the flexibility, interoperability and resource savings characteristics they offer. In this con-
text, this paper presents the development of three open source libraries - Specific Enablers
(SEs) for eHealth applications that were developed under the European project titled ’Fu-
ture Internet Social and Technological Alignment Research’ (FI-STAR) funded under the
’Future Internet Public Private Partnership’ (FI-PPP) program. The three SEs developed
under the Electronic Health Record Application Support Service Enablers (EHR-EN)
correspond to: a) an Electronic Health Record enabler (EHR SE), b) a patient summary
enabler based on the EU project "European patient Summary Open Source services" (ep-
SOS SE) supporting patient mobility and the offering of interoperable services, and c)
a Picture Archiving and Communications System (PACS) enabler (PACS SE) based on
the dcm4che open source system for the support of medical imaging functionality. The
EHR SE follows the HL7 Clinical Document Architecture (CDA) V2.0 and supports the
Integrating the Healthcare Enterprise (IHE) profiles (recently awarded in Connectathon
2015). These three FI-STAR platform enablers are designed to facilitate the deployment
of innovative applications and value added services in the health care sector. They can
be downloaded from the FI-STAR cataloque website. Work in progress focuses in the
validation and evaluation scenarios for the proving and demonstration of the usability,
applicability and adaptability of the proposed enablers.

1 Introduction

Although the use of eHealth tools and services has risen significantly in the last
decade, and the health care stakeholders have seen their benefits, a 2010 sur-

vey (European Commission, 2011) of public, private and university hospitals in Eu-
rope showed that: (i) 81% have one or more electronic patient records systems in
place, but only 4% grant patients online access to their health information; (ii) 71%
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use online eBooking systems for patients’ appointments with medical staff but only
8% offer patients the opportunity to book their own hospital appointment online;
(iii) 43% of hospitals surveyed exchange radiology reports electronically; (iv) only
30% use ePrescription for medicines; (v) 8% telemonitor patients at home; (vi) 5%
have some form of electronic exchange of clinical care information with healthcare
providers in other EU countries.

Furthermore, it is noted that there is a huge increase on demand for open source
software in health care. More and more healthcare providers are asking for flexibil-
ity in their systems so that these are not static or unadaptable, thus avoiding expen-
sive and fixed solutions. The open source software combined with the cloud infras-
tructure may facilitate the desired interoperability among the healthcare providers,
thus increasing physician diagnosis and supporting patient mobility and support
anywhere and anytime.

In order to address the need for open source software, linked with recent ICT
technological trends, the FIWARE (FIWARE, 2015) project "Open APIs for Open
Minds" was funded under the EU "Future Internet Public-Private Partnership –
Internet Enabled Innovation in Europe" program (FI-PPP) (Digital Single Market,
2014). This is an open initiative aiming to create a sustainable ecosystem to grasp
the opportunities that will emerge with the new wave of digitalization caused by
the integration of recent internet technologies. FIWARE is divided in several pillars
where each one of them is focused on a specific scientific area. One of the main pil-
lars is the "Future Internet Social and Technological Alignment Research" (FI-STAR)
project dedicated to the development of a cloud based platform with open source
libraries that can be exploited for eHealth applications (FI-STAR, 2014).

Targeting towards the enrichment of the FI-STAR framework (FI-STAR, 2014) for
use in the health care domain, the EHR-EN software library that is the topic covered
in this paper addresses the following two objectives. Firstly, to build (i) the Elec-
tronic Health Record specific enabler (EHR-EN), (ii) the patient summary specific
enabler based on the "European Patients Smart Open Services" (epSOS) project (Ep-
SOS, 2008; European Commission, 2013; Pinto, 2013) (epSOS-EN), and (iii) the Pic-
ture Archiving and Communications System (PACS) specific enabler based on the
dcm4che open source software (Dcm4che.org, 2000) (PACS-EN). The above three
FI-STAR platform enablers will facilitate the deployment of innovative applications
and value added services in the health care sector. The second objective is to validate
and evaluate the EHR-EN, epSOS-EN, and PACS-EN FI-STAR specific enablers by
developing proof of concept collaboration scenarios, which will finally prove and
demonstrate the usability, applicability and adaptability of the proposed enablers
in agreement with the EU "eHealth Action Plan 2012-2020 Innovative healthcare for
the 21st century" (Digital Single Market, 2012).

Following the eHealth action plan initiatives, many eHealth applications were
introduced to the market, however there is still the need for more innovative and
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patient centric applications that will rely on new technological achievements and
state of the art architectures. To facilitate the development of this concept, the EU
has promoted accelerator programs for SMEs and start-ups organizations to develop
innovative applications and businesses in the eHealth market, especially by using
the FIWARE technology, i.e. FIWARE generic enablers, specific enablers and/or
domain specific platforms (F6S, 2016).

In line with the above, the architecture and the communication protocols for the
three SEs that have been developed are presented here, as these can be exploited for
the development of eHealth applications.

The EHR SE supports an electronic patient record service application (see section
II). It is implemented as a BACK END API in such a way that it can be configured
to be linked with the epSOS SE and the PACS SE. The related supported protocols,
standards and technologies used in the implementation are in agreement with the
epSOS large scale pilot (EpSOS, 2008). Moreover, the EHR SE covers also basic inter-
operability profiles supporting the connectivity and the exchange of data between
different health agencies or different departments of the same health agency.

The patient summary epSOS SE (see sestion III) is based on the epSOS project
(EpSOS, 2008). It supports pilot solutions that offer cross-border eHealth services
to European citizens. It focuses on developing a practical eHealth framework and
ICT infrastructure that enables access to patient health information from different
European healthcare systems. It aims at improving the quality of healthcare for
citizens when travelling to another European country.

The PACS SE (see sestion IV) is based on the open source software the dcm4che
(Dcm4che.org, 2000). It supports the picture archiving and communication between
the EHR SE and the epSOS SE.

2 Electronic Health Record - EHR SE

The EHR SE is designed to capture the data that accurately represents the state of
the patient at all times (Gunter and Terry, 2005). The EHR SE is implemented as a
BACK END API and can support the basic functionalities of an electronic patient
record system as well as it can be linked with the epSOS SE for exporting both the
basic and the extended versions of the patient summary. Moreover, the EHR SE
can be linked with the PACS SE, for a more robust and optimum exchange of medi-
cal imaging data between systems and healthcare providers. The related protocols,
standards and technologies used for the EHR SE implementation are in agreement
with the epSOS large scale pilot. More precisely, the EHR documents to be ex-
changed will be defined by adopting HL7 Clinical Document Architecture (CDA)
V2.0 (HL7, 2007) with reference to Integrating the Healthcare Enterprise (IHE) (IHE,
2016a) PCC (Patient Care Coordination) by adopting IHE X* profiles (IHE, 2016a;
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IHE Wiki, 2017a,b,c, 2015, 2017d).
The EHR SE database schema covers the following tables: patient data, patient

medical devices, medical devices, patient medical implants, medical implants, phar-
macy, scheduling, coding, vital signs, surgical procedures, insurance data, admis-
sion type, admission data, diagnosis, medication, vaccinations, pregnancy history,
lab analysis, allergies, social history, and functional status (Gouvas and Bouras,
2014).

The architecture of EHR SE is shown in Fig. 1. The core component of EHR SE is
the EHR repository. The EHR repository stores the EHR data and provides APIs for
the retrieval, insertion and update of such data. The EHR SE is also connected with
three more specific enablers of the FI-STAR platform: the timing service SE, which
is used for updating the server time, the storage generic enabler (GE) for backup
support and the security and privacy SE for user authentication. More details and
the link for downloading EHR SE can be found at the FI-STAR project catalogue
(Fi-Star, 2015).

Figure 1: EHR-SE architecture.

3 Patient Summary - epSOS SE

The purpose of the patient summary is to make critical patient data readily available
anywhere that the patient seeks treatment (away from his/her home town or health-
care provider). It is a prerequisite concept for cross-border healthcare as it is defined
and instructed by the EU directive: Directive 2011/24/EU (European Commission,
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2013).
The basic concept of the epSOS system is the mobility of the patient. The patient

can travel and visit different health providers and basically the patient summary
follow the patient supporting the interoperability of the systems and the health
procedures. Thus helping the physician in offering to the patient better services
based on more informed decision making. The patient summary epSOS SE archi-
tecture is shown in Fig. 2. It is based on the following components. (i) Manage-
ment/Administration component: This component is responsible for the configu-
ration and monitoring of the epSOS SE. (ii) Rest Interface: Responsible to establish
communication with third parties. (iii) Storage component: Responsible to com-
municate with the Storage GE for storing and retrieving the collected data. (iv)
OpenNCP client connector component: Responsible to communicate with the open-
NCP client connector. (v) Timing Service component: Responsible to communicate
with the Timing Service SE for having a common time stamp. (vi) The security
component is responsible for authorization and authentication of the requested ac-
cess to the epSOS SE. (vii) Event Management: Responsible to communicate with
the Event Management SE. The epSOS SE BACK-END API covers the connection
to the OpenNCP (Pinto, 2013) (National Contact Point portal) server. The NCP is
the middleware for connecting countries or individual medical centers supporting
the exchange of patient summary data. More specifically, the epSOS SE includes a
repository in which data are stored and retrieved using specific APIs. Furthermore,
the epSOS SE offers the functionality to develop the client site and the client con-
nector to a local NCP portal as it is defined by the epSOS large scale project (EpSOS,
2008) and following the recommendations and guidelines offered by the OpenNCP
platform (Pinto, 2013) (see also Fig. 4). The connector provides methods that use
the aforementioned APIs for retrieving the documents requested by the OpenNCP
platform. More details and the link for downloading epSOS SE can be found at the
FI-STAR project catalogue (Fi-Star, 2015).

4 Imaging Platform : Picture Archiving And Commu-
nication System - PACs SE

The PACS SE is developed and implemented based on the very well-known open
source PACS software package dcm4che (Dcm4che.org, 2000). The dcm4che sup-
ports the exchange of images based on the Digital Imaging and Communica-
tions in Medicine (DICOM) standard 2011 and it implements also the related
IHE profiles (IHE, 2016a; IHE Wiki, 2017a,b,c, 2015, 2017d) (following success-
ful certifications from IHE Connectathons). The dcm4che is installed in several
sites worldwide and basically it acts as a DICOM server providing the following
functionalities: (i) archive content administration including the functionalities of
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Figure 2: epSOS SE architecture.

store/query/retrieve; (ii) application entity management; (iii) worklist management
and administration; (iv) modality performed procedure step; (v) management and
administration; (vi) audit repository based on IHE Audit Trail and Node Authenti-
cation (ATNA) audit logging.

Moreover, the IHE standards (IHE, 2016a) that are implemented in the PACS
SE are the following: (i) Patient Administration Management (PAM) (ID); (ii) Au-
dit Trail and Node Authentication; (iii) XDS as document repository (IHE Wiki,
2015); (iv) IHE XDS-I as an image document repository (IHE Wiki, 2015). The imag-
ing documents that are covered include the following: (i) imaging studies (images,
measurements, results from analysis packages, presentation states); (ii) diagnostic
reports for imaging studies; (iii) key image selections associated with the report
content for their diagnostic significance.

The most important IHE profile is the ATNA. This profile establishes security
measures, which together with the security policy and procedures provide patient
information confidentiality, data integrity and user accountability. This standard
covers the security domain and can scale from a department, up to an enterprise or
affinity domain (IHE Wiki, 2017d).

The PACS SE architecture is developed on the cloud-based FI-STAR platform
with the use of associated specific enablers as can be seen in Fig. 3. It is supported
by the timing service SE, the security and privacy SE, the storage GE and can be con-
nected by the EHR SE and the epSOS SE. More details and the link for downloading
PACS SE can be found at the FI-STAR project catalogue (Fi-Star, 2015).
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Figure 3: PACS SE architecture.

5 Integrated Interoperable eHealth Services

Figure 4 presents a pilot FI-STAR based eHealth application using the EHR SE, the
epSOS SE and the PACS SE. The FI-STAR eHealth application is exchanging pa-
tient info with: (i) other legacy systems via the national infrastructure hub, and/or
(ii) patient summaries via the national infrastructure hub and its connection to the
OpenNCP server (see section III) (IHE Europe, 2015). The IHE profiles supported
by the EHR-EN specific enablers EHR SE, epSOS SE and PACS SE are also listed
in Fig. 4. The support of these profiles passed the certification procedure at the
IHE European Connectathon (IHE, 2016b). Specifically, the EHR-SE implemented
the PDQv3 and XDS.b IHE profiles. The PDQv3 supports a consumer profile and
lets applications query a central patient information server and retrieve a patient’s
demographic and visit information. The XDS.b Profile (Cross-Enterprise Document
Sharing) is focused on providing a standards-based specification for managing the
sharing of documents between any healthcare enterprise. For this profile, two ac-
tors were implemented. The first is the consumer, which finds documents associ-
ated with a patient from a registry and then retrieves them from the repository. The
second actor is the source, which is responsible for submitting a document for a
patient in the repository. The implemented profiles were tested with registries and
repositories implemented by other companies participating in the five day connec-
tivity and interoperability marathon. In total, 10 different companies took part in
the performed tests with the EHR-SE and 20 tests were performed which were all
successful.
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6 Concluding Remarks

Motivated by the need for open source software solutions in the healthcare domain,
given the flexibility, interoperability and resource savings characteristics they offer.
In the last 20 years a significant effort was placed towards the development of EHR
systems based on open source code with various rates of success. The most popular
open source EHR software systems are briefly outlined below:

• OpenMRS is a community-developed, open-source, enterprise EMR frame-
work. Extensible and scalable EMR based on Java (OpenMRS, 2004).

• OpenEMR is an open source electronic health records and medical practice
management application that can run on numerous platforms. OpenEMR
features include patient demographics, patient scheduling, electronic medical
records, prescriptions, medical billing, clinical decision rules, patient portal,
reposts, and other (OpenEMR, 2014).

• FreeMED is a practice management and electronic and computer records sys-
tem. It allows the tracking of medical data, in detail, with preservation not just
of the diagnosis but the reasons for medical encounters (FreeMED, 1999).

• GaiaEHR is a modern open source electronic health record developed using
PHP and Ext JS (GaiaEHR, 2014).

• GNU Health is a free, centralized, highly scalable health and hospital infor-
mation system (GNU Health, 2008).

Figure 4: Integrated interoperable eHealth services based on the IHE profiles. A
FI-STAR eHealth solution is demonstrated showing its connection with Hospital
Information Systems (HIS) legacy systems, and the exchange of patient summaries
using the OpenNCP server.
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This paper presents three open source software libraries, namely the EHR SE,
epSOS SE and PACS SE. These were developed in the context of the FI-STAR plat-
form and were designed to facilitate the deployment of innovative applications and
value added services in the health care sector. The three enablers can be down-
loaded from the FI-STAR cataloque (Fi-Star, 2015). The proposed three enablers are
currently under evaluation and lessons learnt and step by step cookbook recipes
will be generated for providing the guidelines for the more efficient and effective
use of the enablers both by the medical experts and the patients. Targeted exploita-
tion for the use of the proposed EHR SE, epSOS SE and PACS SE as well as the
FI-STAR platform is anticipated, especially in EU countries that have fallen behind
in the adoption of eHealth tools and services as prescribed by the eHealth action
plan 2012-2020 (Commission, 2003).
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Chapter 7

eHealth Services for the European Reference
Network on Rare Anaemias (eENERCA)

Abstract

Rare congenital conditions require lifelong follow up and treatment. This is particularly
so for the congenital anaemias which over time, due to complications of the disease but
also of the treatment, become multi-organ disorders, requiring the involvement of several
medical and paramedical specialties. The general objective of eENERCA project is the
prevention of major rare anaemias (RAs) by facilitating the access, at a European level, to
the best genetic counselling, diagnosis and clinical management of the patients with RA
independently of their country of origin. The primary objective of the eENERCA project
is to promote an extension of the full Electronic Health Record system, the electronic
registries for rare anaemias across Europe for the purposes stated and so promote service
development for the benefit of patients.

Keywords. Rare anaemias, eRegistry, eHealth services, Electronic Health Record

1 Introduction

R
are congenital conditions require lifelong follow up and treatment. This is par-
ticularly so for the congenital anaemias which over time, due to complications

of the disease but also of the treatment, become multi-organ disorders, requiring
the involvement of several medical and paramedical specialties (Chehal et al., 2002;
Athanassiou et al., 2006). The need for complex and expert services and the pro-
motion of such services is the very reason why the ENERGA2 project was initiated
along with other European initiatives for rare disease both general and disease spe-
cific. Patients and healthcare providers will benefit from this Registry, since they
can be provided with valuable sources of information on their disease. The devel-
opment of services however cannot progress without epidemiological information
being made available to health authorities. In the case of rare diseases this is partic-
ularly important since expertise cannot be made available in every health unit with
very small numbers of patients being served. A system of centres of expertise and



80 7. eHealth Services for the European Reference Network on Rare Anaemias (eENERCA)

networks with peripheral services are envisaged as means to provide routine care
to the patient near home along with specialised care from a distant reference centre
either through electronic communication or through periodic visits of patients for
specialised tests and consultations.

2 Information needed for patient and doctor services

To plan such services the basic information needed includes: patient numbers, pa-
tient locations, confirmed diagnosis and the tests used to confirm the diagnosis, and
other patients characteristics such as genotype. Each diagnosis classified according
to a recognised coding system e.g. ICD10, SNOMED or OrphaCode.

Epidemiology however cannot be complete without the inclusion of patient out-
comes which need the inclusion of some additional personal and clinical informa-
tion (Parfrey et al., 2005). Furthermore the registry data, apart from the planning of
services, may be used for possible research and even as a tool in patient selection
for clinical trials (Rollison et al., 2008). In this respect data may be extracted from an
electronic patient record and so the two tools, the registry and the electronic medical
record become related with a need for direct communication.

The inclusion of personal data makes the adoption of safeguards for confiden-
tiality very necessary. This applies also to the primary objective of the eENERCA
project being the promotion of electronic registries for rare anaemias across Europe.

3 Functionality of the proposed eRegistry

A patient registry is an organized system that uses observational study methods to
collect uniform data (clinical and other) to evaluate specified outcomes for a pop-
ulation defined by a particular disease (Gliklich et al., 2014). For our purposes for
major Rare Anaemias and other epidemiological health records, the eRegistry must
meet several clinical, ethical and technical requirements as seen in Figure 1.

Poorly designed human-machine interfaces can lead to many unexpected prob-
lems, thus for our system’s purposes, the structure of the front end of database
will be designed based on Human Computer Interaction (HCI) (Patrick and Kenny,
2003) principles which aim to make the system user friendly based.

A key aspect of an eRegistry is interoperability, which means to use a general-
ized approach to represent every conceivable kind of health record data structure in
a consistent way (Kalra, 2006). The Institute of Electrical and Electronics Engineers
defines interoperability as the ’ability of two or more components to exchange infor-
mation and to use the information that has been exchanged’ (Geraci et al., 1991). The
absence of consensus on data standards in terminology, messaging, data structures,
and data recording remains a primary barrier to an interoperable infrastructure
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Figure 1: eEnerca Registry Class Diagram.

(Chute and Koo, 2002; Consortium et al., 2004; Ancker et al., 2007). However, sev-
eral standards and technical specifications are currently under development within
the European Union as well as International standards (such as HL7, CEN/tC 251,
13940 etc) that ensure interoperability and patient-centered philosophy.

Knowledge of the epidemiological situation across Europe will be a major fac-
tor in policy development, service location, networking for the better diagnosis and
case management and will also contribute to understanding the quality of both lab-
oratory and clinical standards.

The model will include a list of tests required to firmly establish the diagnosis
of the type of anaemia, for discriminating these rare anaemias from one another.
After consultation with partners, an initial structure was decided which includes
the following modalities:

1 Demographics

This section includes all necessary information to identify and locate the patient in-
cluding the hospital or centre where the patient is receiving regular treatment. The
list of data is based on the minimal dataset recommended by the Health Ministe-
rial Conference which was held in Dublin in 2013 (European Commission, 2013).
The EPIRARE dataset (Taruscio et al., 2014) was also consulted. This information,
which is essential for epidemiological purposes, may also be hidden in cases where
anonymisation is necessary.

2 Diagnosis

This is the most important single item and most essential for the epidemiological
survey. The diagnosis must be correct and presented in a way that can be utilized
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for epidemiological purposes. For an interoperable system, it is important to follow
the ICD 10 code (Organization, 1992), which is an international code, in recording
patient’s diagnosis.

3 Clinical Data

This section includes a yearly summary of clinical data. There is a compelling need
for the creation of a centralized resource of clinical data on patients diagnosed with
a rare disease in order to increase the efficacy of diagnosis, treatment and follow up
of patients.

4 Discussion

The system will be available by the end of the project via a web interface through
a password protected, tiered login process. The front-end is being developed using
Django (Django, 2005), which is an open-source high-level Python Web framework
that encourages rapid development and clean, pragmatic design.

Currently, we are designing a pilot of eRegistry system for testing purposes that
will comprise some sections from the system analysis described above. A major
issue for rare anaemias that will be solved with this registry is when the need arise
for the collection of bio-samples. More research is focused on the generic origin of
rare diseases, and researchers are increasingly interested in obtaining and storing
bio-samples from patients for future analysis.

Rare anaemias eRegistries offer many advantages for research, due largely to
their flexible design and ability to follow a broad group of patients for long peri-
ods. These registries will play an important role in improving understanding of
rare anaemias, developing guidelines for disease treatment and management, and
providing information to support the development of new treatments. This builds
a foundation for a consensus and evidence-based disease management approach.
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Chapter 8

The use of eRegistries in building and
upgrading services

Abstract

This paper presents an electronic registry system for the purposes of the rare congeni-
tal conditions that require lifelong follow up and treatment. The main objective of the
eRegistry focusses on the prevention of major rare anaemias (RAs) by facilitating the
access, at a European level, to the best genetic counselling, diagnosis and clinical man-
agement of the patients with RA independently of their country of origin. This can
be achieved by promoting an extension of the full Electronic Health Record system and
specifically the electronic registries for RAs, across Europe for the purposes stated hence
promoting service development for the benefit of patients. The eRegistry will serve as
an epidemiological tool to improve the management of patient services and ultimately
improve patient care.

1 Introduction

Thalassaemia and Sickle cell disorders are complex lifelong haematological dis-
orders which are complicated over time with multi-organ involvement. Effec-

tive management requires many resources which the health services of each country
are called upon to provide, if patient survival and wellbeing are to be safeguarded.
The elements of management include services such as those listed in Table 1:

The need for complex services make it essential to understand the real burden
of disease and this is an important issue for budgetary and public health planning
(ENERCA, 2013; Gliklich et al., 2014). Registries, health records and other databases
are essential tools for gathering information, which help to define the epidemiology,
clinical outcomes and the natural history of these rare conditions. Such informa-
tion will help to improve quality of care and to plan services, as well as to assist in
research projects including clinical trials and the recruitment of volunteer patients.
Policies concerning reference centres, networking and cross-border health, make the
development of registries at healthcare facility, national and international level, nec-
essary tools to facilitate the creation and implementation of these policies.
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Table 8.1: Services required for patient care in red blood disorders.

Blood adequacy and safety which involves the blood transfusion services.

Essential drugs.

Technology is essential (e.g. MRI to assess iron overload) and its development
and implementation requires health technology assessment (HTA) to guide pol-
icy decisions.

Day care units for blood transfusions and outpatient clinics.

Multidisciplinary care and Psychosocial support.

Reference centres and networking are policies still under development and
eHealth support for networking is still not offered in many centres.

There is need for educational activities such as ePlatforms, publications and
workshops which need financial support.

Epidemiological studies (geomapping, micromapping and, disease surveillance)
are still not used to support policy and service development.

The Thalassaemia International Federation, through a European project with the
title eEnerca, has developed a rare anaemias registry. In its development, EU di-
rectives were studied, including the current state of the art for standards and legal
issues which concern data ownership and confidentiality, incorporating the neces-
sary safeguards for privacy in the electronic registry.

It’s important to mention that Health, Demographic Change and Wellbeing is
under the Horizon 2020 ambitious Work Programme and focus on the improvement
of healthcare for the benefit of the citizen. This approach relies on the philosophy
that citizens are the owner of their own medical records. Thus eHealth vision relies
on the patient-centred philosophy, meaning the Electronic Health Record (EHR) of
the citizen needs to be interoperable with the eRegistry and other systems. An inte-
grated and structured EHR environment yields many benefits, such as better man-
agement of resources, improved care coordination, chronic disease management,
national and worldwide access of medical data and the resolution of interoperability
issues, elimination of medical errors and delays, reduced operational costs, person-
alized prescription, and patient involvement in their treatment. Interoperability is
a very important functionality that an EHR management system should offer to the
healthcare providers and the citizen. Hence guarantee instantaneous updating of
the content of EHR and eRegistries when a change takes place. This will secure that
medical professionals will have always readily available the latest data concerning
the citizen under examination. The eRegistries need to rely on eHealth EU Inter-
operability Framework (EIF) and this will help expand the market for healthcare
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(Schiza et al., 2015a).
Having an interoperable eRegistry system, a doctor can share information in

a harmonized way with colleagues and other experts in red cell haematology in
Europe and other countries. This will contribute to the national or European registry
and have access to relevant clinical information in a timely manner.

1 eRegistries: A by-product of the Electronic Health Record

A registry is "an organised system that collects and stores information in the form of
unified data, to evaluate specified outcomes for a population defined by a particular
disease".

A registry is different from an index or a simple list, since it contains more exten-
sive information. However, it does not collect all clinical information, and so it is not
an electronic health record. An electronic registry, compared to paper based docu-
ments, allows complex data to be analysed and shared by several institutions. Its
quality depends on the quality of data collected. Such eRegistries can be very easily
derived from an eHealth repository or built independently if eHealth environments
are not fully developed in a country or region as can be seen in Fig. 1

Figure 1: eRegistry system communication in an eHealth environment.

A registry should also follow legal and ethical requirements, which must be
adopted by each national agency. Such requirements include the respect for privacy
and confidentiality of patient information. EU Directives 96/9/EC and 91/250/EEC
state the legal requirements for building and operating medical databases.
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In short, a registry is understood to be a collection of standardised data and
information concerning patients with a common disorder (Gliklich et al., 2014).

Uses of patient registries in public health:

• The first need is to know the number of patients affected by a particular disor-
der. The number of patients recorded should be as near to the total number in
existence in a particular population, allowing the collection of the most accu-
rate data possible. Such data may lead to the creation of a broad geomap,
country by country. However, in order to serve need for service develop-
ment, finer locating of patients, recording distance from the nearest reference
centre, will eventually assist in developing both centres of excellence and a
network linking reference and secondary centres, as described in the Enerca
White Book (ENERCA, 2013).

• A registry should monitoring incidence over time as well as prevalence.

• Outcomes such as death rates, complication frequencies, and survival figures,
should also be derived from any registry designed for epidemiological pur-
poses. Other examples of data analysis, include the age distribution of the
patient population (or cohort), and patient reported outcomes.

• The support for networking between centres, is particularly important in the
case of rare diseases for which multi-centre collaborations for clinical research
but also for diagnostic and clinical support by experts, is essential because of
the often reduced experience of peripheral centres in such disease are essential
for quality care. A disease is defined as rare according to the European defi-
nition is one that occurs in 5 individuals in 10000 of the population. There are
many such conditions and in many countries, the haemoglobin disorders fall
into this category. For the purposes of providing optimum care and adopting
prevention policies, electronic registries are essential tools for public health
services.

• Facilitate teleconsultation, network of experts operation, intelligent systems
applications (diagnosis, prognosis, monitoring, and prevention).

• Can be easily adopted by countries that have no electronic systems for patient
care implemented.

• When properly anonymised the data can be integrated in a cohort and used
for research purposes and demographic analyses.

Such data are important not only for academic recording but also for health plan-
ning, such as manpower planning, locating services and budgeting.
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Registries can also be designed to support auditing a service, for clinical trials
and other research. In this respect patient sub-groups can be identified.

In the case of haemoglobin disorders for which complex services are required
(see table 1), the organisation of data electronically is a major tool in making sense
of the clinical data collected over many years.

Developing a registry for rare diseases

For the purpose of networking, it is useful for registries to be designed in a man-
ner that facilitates communication between centres. This requires standardisation,
which has been studied by various agencies in Europe and in North America. There
has been agreement on the general content of a rare disease registry. In a joint dec-
laration by rare disease organisations, EURORDIS-NORD-CORD, 10 key principles
for the development of rare disease registries have been defined, and in developing
the Enerca-TIF registry, it was decided to adopt and to include these principles in
the design:

1. The registry is a global priority for ’increasing knowledge on rare diseases, pool-
ing data for epidemiological research and clinical research’. This means that
enough information must be gathered to satisfy these requirements.

2. The registry should encompass the widest geographic scope as possible. This is
recognised to go beyond the boundaries of any single country, as expressed
in the International Rare Disease Research Consortium (IRDiRC), which ad-
vocates worldwide sharing of information, data and samples by robust and
harmonised registries. The registry could, therefore, be offered to as many
countries possible, especially to those who wish to network.

3. The registry is centred ona group of diseases – the rare congenital anaemias, in-
cluding thalassaemia and sickle cell disease, will benefit from the implemen-
tation of a national as well as local registries.

4. Interoperability is a basic principle. To facilitate this process, interoperability
standards recognised internationally are being utilised.

5. A minimum set of Common Data Elements of demographic information: These
elements should be consistently used in all rare disease patient registries, so
that patient identification and location can be shared. There are several exam-
ples of common data elements, developed independently or in collaboration
by various agencies and projects. One dataset agreed in the European setting
can be found in the following document: "Guidelines on patient summary set
of data for electronic exchange under the cross-border directive" - This list of
data is based on the minimal dataset recommended by the European Health
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Ministerial Conference which was held in Dublin in 2013 (EpSOS, 2013). This
dataset was adopted in the development of the current Enerca-TIF registry.

6. Linking with a corresponding biobank data. Linking with a biobank will not be a
difficult undertaking but following international standards requires expertise
and practical experience

7. Patient reported data. Patient reports on the experiences and quality of life are
important components of registry. NORD (National Organization of Rare Dis-
eases) in the US is developing a system for patients and their families to enter
their own data.

8. Public-private partnerships to ensure sustainability, which is a major concern for
any registry which hopes to be used over many years.

9. Patients as stakeholders in the governance of the registry: In the West, the patient is
the owner of his/her health data, which can only be used with his consent.

10. Registries must also be instruments to empower patient communities.

The data included in the registry for the anaemias

For the registry design and development, the current standards and legal issues
which concern data ownership and confidentiality have been taken into considera-
tion, incorporating the necessary safeguards in the electronic registry. As a result,
a registry was developed, primarily to aim of epidemiological surveillance and the
secondary to facilitate clinical research. The registry includes the following fields,
arranged in a modular manner:

• A minimal dataset based on the needs of networking (cross border health) as
well as the needs of collecting epidemiological data on rare anaemias. This
includes mostly demographic data.

• An emphasis on the diagnosis and the accuracy of the diagnosis. The diagno-
sis is coded using an autocomplete mechanism for both ICD10 code and the
Orphacode.

• Annual clinical summaries with patient data from patients with transfusion
dependent and milder anaemias and from patients with sickle cell syndromes
are collected separately because of the different manifestations and complica-
tions.

• Patient outcome measures are encountered in order to assess the effectiveness
of the service.
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• Aggregate data to support overall European or international epidemiological
information.

• Statistical assistance for data analysis. This module facilitates the research,
both epidemiological and clinical including an extensible set of queries.

The principles of interoperability and extendibility were considered in the de-
sign.

In order to gather data from several centres, nationally and internationally if re-
quired, the registry is designed with respect to interoperability guidelines. This means
facilitating each local registry to share their data with other centres, if of course they
so wish. This would serve the primary purpose of the registry, which is epidemi-
ological mapping of the rare anaemias across countries. This makes it necessary
to use a generalized approach in order to represent every conceivable kind of data
structure in a consistent way. The Institute of Electrical and Electronics Engineers
defines interoperability as the ’ability of two or more components to exchange infor-
mation and to use the information that has been exchanged’ (Geraci et al., 1991). In-
teroperability for health information systems requires accurate and consistent data
exchange and use of the information that has been exchanged. This includes syntac-
tic interoperability as the ability to exchange data and semantic interoperability as
the ability to understand exchanged data. These are the core constructs of interoper-
ability and must be present in order for registries to share data successfully (EpSOS,
2013). Additionally, care must be taken to ensure that integration efforts comply
with legal and regulatory requirements for the protection of patient privacy.

The reason for making the registry extendible by means of adding modules, espe-
cially to capture clinical data, is to increase the possibility of the registry being used
for research purposes and for recruitment for clinical trials. A simple registry may
be expanded by adopting a modular architecture so that it may be further devel-
oped, even to become a full electronic patient clinical record.

Functionality of the registry take into consideration the primary aims (epidemi-
ology, service development) but also offer the option of adding data collection on
clinical aspects for secondary aims. Basic clinical outcome information is part of
epidemiology, but by expansion, it is understood to collect longitudinal data on the
progress of the condition in individual patients.

It is observed that in many cases, that data entry may be difficult because of
physician reluctance or legal objections to data sharing. This is a common difficulty
encountered by all registries.

Ethical and legal considerations in creating the database

Medical information exchange has always been a sensitive subject due to the highly
confidential nature of health information. Besides having means to identify a pa-
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tient, facilities to identify a health professional or health care provider organisa-
tion is also a requisite. There is a need for maintaining confidentiality of med-
ical information and protecting the patients’ privacy. Information should be ex-
changed in a secure manner when shared between health professionals and health
care provider organisations. This is achieved by creating a patient, but also a health
professional/health care provider organisation identifier, which is coupled to a dig-
ital identity, and is issued by a certified authority. This identifier provides a base
to create a trust circle between health professionals/ health care provider organisa-
tions and is also a precondition for electronic signing by the health professional/
health care provider organisation. Regarding the role of each user of the eRegistry,
different authentication accesses is provided, having different functionalities.

According to the British Medical Association: "The physician must maintain se-
crecy on all he knows. In this general principle, however, there are a few exceptions,
releasing the doctor from the duty of confidentiality. These are:

• when the patient gives his consent

• when it is in the interest of patients, it overrides the doctor’s duty to secrecy,

• for research purposes but only approval by the Ethics Committee for Clinical
Research and

• the information required for legal procedures" (Moskop et al., 2005; Geider-
man et al., 2006).

Violations of this right can destroy the trust that is a fundamental condition be-
tween doctor and patient.

The patients should be well informed on the purpose of their registration and
give written consent for their inclusion. Also they should be informed of any addi-
tional uses of the registry, if they change from the original use.

2 Conclusion

A registry of patients suffering from a rare disease, is an essential tool in knowing
and understanding the burden of disease. This in turn allows a knowledge based
planning for patient care, such as locating services and manpower development,
based on facts. Registries are designed for a specific purpose, such as epidemiol-
ogy, but can be modified if required. Another important use is the networking and
collaboration between centres so that interoperability is aspect.

Ethical and legal principles should be respected, mainly with respect to privacy,
and safeguards should be incorporated in the design of the registry.
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Chapter 9

Teaching and Integrating eHealth
Technologies in Undergraduate / Postgraduate
curricula and Healthcare Professionals’
education & training

Abstract

This book chapter offers a new insight into the methodology of teaching eHealth by in-
tegrating eLearning tools at the medical undergraduate level, the postgraduate level and
at the level of continuous professional education (CPE) in highly demanding clinical en-
vironments such as that of critical care. Many and significant challenges are posed to
a healthcare profession student today, at both undergraduate and postgraduate levels,
as one is required to learn and practice or even design the modern and technology-rich
clinical environment. Even more challenges are faced by healthcare professional that are
responsible for "real patients" and require taking decisions on the job and occasionally
under high pressure. Such decisions must be based on accurate and reliable data, com-
plete and readily available. Conclusively, we discuss prospects of learning and practicing
eHealth, the challenges in integrating innovative IT technologies to eLearning and the
concept of embedding those processes to a real time assess-educate-assess cycle that uses
real time data analytics and advanced micro-learning tools to optimize outcome.

Keywords: eHealth, eLearning, Education, Teaching, Medical students, Healthcare pro-
fessionals, University courses, CPE.

1 Introduction

The use of "eWords" such as eBusiness, eCommerce and many more, is an at-
tempt to convey the principles, enthusiasm and high expectations that the elec-

tronic era and the ever-expanding use of Internet tools has created. This new reality
shaped new opportunity addresses and creates numerous challenges to the tradi-
tional healthcare information technology industry, and coined the use of a new term
eHealth. Several definitions have been used in academic literature for eHealth, such
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as medical informatics or information and communications technologies for health
(ICT for health).

From the economic perspective eHealth comes to increase efficiency in an in-
dustry which exhibits one of the largest inflations in employment, i.e. healthcare,
thereby decreases the costs by eliminating duplication of tests, unnecessary exam-
inations, and admission through enhanced communication possibilities between
healthcare institutions and the patient involved. Thus, we can improve quality, by
allowing sharing of medical data between different healthcare providers and direct-
ing the patient to the best, more suitable and available medical facility at all times
and at all places. Effectiveness and efficiency are guided by evidence based scenar-
ios. Evidently, from the healthcare perspective, eHealth revisited the relationship
between the patient and the doctor by enabling change of the classical statement
"the doctor will see you now " by "the patient will see you now " (Topol, 2015),
forming a new, patient centered philosophy(Schiza et al., 2015a). Diagnostic and
therapeutic decisions nowadays take place in a shared data environment thus their
accuracy and efficacy are dramatically improved.

Technology is meant to help the patients, the citizens at large, and healthcare
providers. Students studying medicine, for instance, need to be aware of the eHealth
technological developments as their future working environment is rapidly and
continuously changing now and in the years to come. Medical faculty in turn, needs
to prepare students for a successful entry into the practice. Even though the first
year student these days are much more computer literate when compared to the stu-
dents few years ago should not entertain our fears of the dangers of staying behind
from making full utilization of the opportunities that ICT can offer to healthcare. By
the time a first year medical student completes ones studies and specialized training
and end-up practicing medicine at least 8 years will laps. Eight or even three years
in ICT changes bring changes to any profession equivalent to at least fifty years.
Therefore the medical student should be taught not only the todays trends in using
ICT means but to learn to invent the future and vision the future with an open mind.
The today’s professors teaching eHealth to the medical student should inspire them
to invent the future in medical practice. In addition to this the eHealth professor
should teach eHealth in an entirely different way when it comes to postgraduate
level, and entirely different when it comes to the medical practitioners in hospital
and clinics at present. The courses for the last category should be adapted on a case
by case manner in order to accommodate the needs of medical practitioners who
entered practicing a year ago at one end and those who entered medical practice
decades ago on the other end. The answer to this reality is training at the job in
a continuous way for catching up but most importantly for preparing oneself for
the present and the future. Stated in a philosophical way an eHealth professor has
the imperative responsibility to inspire students and medical practitioners to appre-
ciate the motto "I am aged as a learner - Διδάσκω αεί διδασκόµενος", the paternity
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of which belongs to Solon (640-560 BC), the well-known Athenian lawmaker and
philosopher.

Learning methodology: Evidently, teaching and learning methods at undergrad-
uate, postgraduate and professional levels can be very different. To promote eLearn-
ing approach, it is essential for institutions to introduce and support the use of
eLearning technologies at all levels, from learning resources, to teaching and as-
sessment. This is especially important for postgraduate students that use a more
self-directed style of learning. Professional education and continuous education
pose nowadays important challenges (i.e. time, style, motivation, and resources
limitations) and eLearning may offer solutions to those challenges. It may do so
by integrating learning processes into the work environment, by changing teach-
ing style to micro-learning and competency based learning, thus stimulating and
incentivizing professionals (TelePrometheus, 2013; Vaitsis et al., 2017). Firstly, we
describe a model of preparing medical students for the aforementioned challenges,
in a two-semester introductory course on eHealth, placed in their first year of their
undergraduate studies. The curriculum aims to introduce students into eHealth
technologies and competencies and give them the theoretical background as well as
the exposure necessary to understand these applications and their clinical, ethical-
legal and cost/effectiveness characteristics. Then we describe an innovative cur-
riculum for a newly established, part time, distance learning MSc in applied Health
Informatics & Telemedicine tailored to mixed cohorts of health care/IT graduates.
It offers eight modules as follows:

1. National Health Information Systems & Hospital Information Systems;

2. Standards & Technology assessment;

3. Patient Medical Records and Electronic Prescription Systems;

4. Medical Image processing and analysis;

5. Telemedicine applications;

6. Patient data management & decision support;

7. Biomedical databases & Biomedical research methodology;

8. Tendering and Hospital Information project management - Design to deploy-
ment.

The technical details being a total of 100 ECTS spread to: 10% live/interactive ses-
sions, 70% self-directed learning and assignments as well as virtual Labs (Image
processing, Data analysis, Medical Record, Tendering & eHealth Project Manage-
ment, and Health Informatics Standards. The last course to be presented was de-
veloped by the Nicosia General Hospital-Intensive Care Unit and the Open Uni-
versity of Cyprus, in collaboration with the University General Hospital-Intensive
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Care Department of Heraklion in Crete. This collaboration was co-funded by the
EU-INTERREG Cross-Border Cooperation Programme "Greece-Cyprus 20007-2013
" Tele-Prometheus. This programme is aimed to revolutionize continuous educa-
tion/learning process in ICU healthcare professionals and patients’ families. Em-
phasis is put to the use of eHealth/eLearning tools to facilitate learning processes
and optimize learning outcomes as well as to describe success indicators in learning
and practicing eHealth. Triangulation of perceived educational needs, peer per-
formance review and clinical audit results is described as an innovative approach
to personalized learning, especially at the continuous professional education (CPE)
level. It should also mentioned that in this book chapter we introduce a continuum
of eHealth education modules/services taught, at the undergraduate level, at a post-
graduate level distance learning an Applied Health Informatics & Telemedicine MSc
course, and at the professional/patients’ education level, embracing the general
principles shown in Figure 1.

Figure 1: eHealth Teaching/Application(s) Principles.
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2 eHealth Education Curriculum

1 Undergraduate Level

Module: Electronic Health and Medical Informatics (UCY, 2013) AFMC (The Association
of Faculties of Medicine of Canada) (AFMC, 2016) has carried out a project with the
goal to improve clinical practice and patient care by supporting clinicians adopting
and using electronic health record systems. Based on their findings, topics to be
considered for inclusion in an eHealth training curriculum could be:

• Patient physician communication and professionalism, privacy, confidential-
ity, ethics and rules of accessing patient records,

• Information literacy, information management, searching for information,
web databases, critical appraisal and evidence-based medicine,

• Specific instruction on local EHR or similar systems,

• Different types of technologies and records used

• eHealth in other specific applications (i.e. Telemedicine systems)

• Using mobile devices,

• Medical imaging and imaging management systems, such as PACS,

• Mobile health,

• Social media for use in discussion and information sharing.

One of their major concerns when the above was proposed is that none of
Canadas’ Medical Faculties teaches eHealth as a separate autonomous course, a fact
that may pose difficulties to students adopting and using effectively eHealth tech-
nology later in their professional training and most importantly using it construc-
tively in practicing medicine during their career (Ludwick and Doucette, 2009). Our
preposition which was applied few years ago was to introduce two eHealth courses
during the first year of studies, one for covering the theoretical aspects with a dy-
namic syllabus based on the above mentioned topics and extended, followed by
another course in the form of seminars during the second semester of studies. The
latter to be administered by selected medical practitioners who are ahead of their
time and as pioneers have employed eHealth principles in their everyday routine
practice.
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Learning Objectives/Curriculumn

This course is taught during the first-year of a six-years medical curriculum
and before the students are exposed to the clinical environment. This aims to
ensure that they acquire knowledge and skills for understanding better and
appreciating the new eHealth technologies. The content of the course is deal-
ing with the legislative, social, and ethical issues of eHealth, helps students to
understand and use patient-centred approach in their medical practice. It also
introduces students to medical practice/mechanisms of health & disease mod-
elling, data processing, and new knowledge generation helping them to classify,
standardize, and use biomedical health data for preventing diseases, following
the principle "invest in health to avoid illness". Additionally, the principles of
data acquisition, management, standardization and presentation of information
are taught. The objectives and the content of the two courses is analysed here below.

Semester one (Course CS041: eHealth and Medical Informatics)

During the first Semester of their studies a lecture series is followed in a dynamic
Moodle environment with student participation using their laptops for accessing
real-time teaching material as directed by their professor. An electronic class is cre-
ated and the students have the lecture notes and other relevant material, do and
submit their homework on line, generate discussion groups, and take their examina-
tions online (UCY, 2013). Selected topics are outlined below even though the topics
may change from year to year due to the dynamic change in technology and its pen-
etration in the medical profession. Most of the notes are likely to become outdated
the next day and thus a dynamic teaching environment such as Moodle helps the
instructor and the students to keep up with the changes and the new technological
achievements penetrating the medical practice in many aspects. In addition to tech-
nology there are relevant legal issues and European directives which change and
must be followed. The student must become aware that the medical professional of
the future must be fully computer literate and be on top. This will safeguard that
technology will not overcome the medical professional; technology should be the
servant and not the other way round. The myth that technology will substitute the
human in the medical practice should remain a myth. It’s a truth which will never
change that: technology is a good servant but a terrible master.

eHealth: Philosophy - Science – Tools

The first lecture is about the history of eHealth. Introduction to the basic con-
cepts of information technology in health and the basic concepts of computer sys-
tems with reference to health applications and description of medical information
exchange scenarios.
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Forms of eHealth

These two presentations focus of what is the meaning of eHealth and how Eu-
ropean Union and others defines it. Some examples of the use of eHealth are pre-
sented like telemedicine, consumer health informatics, mobile health etc. Also, an
overview of a National Health System (NHS) and the necessary support informa-
tion systems both at national and European levels are presented. Analysis of the
European Directive for Patient Summary for enabling the cross-border healthcare is
given (European Commission, 2013).

Medical Technology and Information Technology

Explanation of what medical technology represents through the years and how
this evolved. Legacy systems such as Laboratory Information System (LIS), PACS,
etc. are presented. Furthermore, Radiology Information System (RIS) i.e. the anal-
ysis and description of the basic principles of systems that support imaging sys-
tems. Principles of interfacing and communicating with the electronic health record
(EHR) support subsystem and the record management system (RMS). Finally, vari-
ous management system activities such as the analysis and description of the basic
principles of the information system for hospital’s wider administrative and finan-
cial services (accounting, human resource management, materials and consumables
management and warehouse management) are presented.

Electronic Health Record: International Standards and Applications of the EHR

Analysis and description of the basic elements included in the EHR. These ele-
ments are the patient summary and the extended patient summary which are both
well-structured and compulsory and the optional part which is used mainly by
the owner as notepad. Emphasis will be given in explaining how interoperability
among health professionals is achieved by a well-structured scheme. A fully cov-
ered healthcare system both at national and European levels can only be achieved if
a standard and interoperable EHR becomes available. In this sense EHR is consid-
ered to be the cornerstone of a national healthcare system (Schiza et al., 2015a).

Mid-term examination

Online examination is administered with open notes facilitated by the Moodle
platform.

Computational Intelligence and Diagnostic Systems

Computational intelligence for building diagnostic systems helps to capitalise
and build on the vast amounts of medical data that exists in the EHR databanks.
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Through appropriate anonymization and data protection methods and technolo-
gies, biomedical data cohorts become available for researchers to develop intelligent
tools for early diagnosis, prognosis and thus prevention. Furthermore, telemedicine
applications, image and signal processing applications are explored.

Legislative and Social Framework for eHealth - The European Experience

It is explained why each country must make their own legislative framework
based on the EU Directives. Emphasis is given to the national and EU legislative sys-
tem and problems of cross-border care. Reference is made to the key issues of legis-
lation for the management of medical information (medical confidentiality, medical
information circulation, patient centred approach versus doctor centred approach,
patient rights and health professionals). This section also covers interoperability
issues and how proper legislation can help achieve it. The European Interoperabil-
ity Framework is presented through the Integrating the Healthcare Enterprise (IHE)
protocols (ITI Planning Committee, 2015). The open consultation framework for
activating health professionals, suppliers, software developers, and healthcare so-
lutions providers is presented from its legal perspective. Presentation of the use of
computerized systems for the improvement of the medical services provided will
be given and the legal issues associated is outlined (Neofytou et al., 2015).

eHealth Vision

National roadmap and strategic pillars for evolving eHealth based on EU direc-
tives, adapted to the local environment is presented. They include public hospitals’
reform and autonomy, quality assurance of services and efficiency, active research
and development participation, e-Prescription at national level, and homogeniza-
tion of public and private health institutions and services (Schizas, 2017).

Group Presentations by Students

The students are taken in small groups to planned visits in a hospital and ob-
serve the data collection activity and follow the information flow system in a real
medical environment. The students are given the opportunity to talk to the medical
professional on the job and try to identify the decision-making activity and storage
and retrieval of data. As a group exercise are asked to prepare a report with visual
aids, upload on Moodle, share it with the rest of the class and make a power point
presentation in class to the other students. A discussion is followed and the whole
session is videorecorder for future reference.

Final examination

Online examination is administered with open notes facilitated by the Moodle
platform.
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Semester two (Course CS042: eHealth and Medical Informatics Seminar Series)

During the second Semester the course is turned into a Seminar Series where
experienced doctors and other health professionals who are using eHealth in their
everyday practice are invited to give a seminar based on their experiences. A selec-
tion of Seminars on eHealth and Medical Informatics are given by selected health-
care providers. These seminars are aimed to reflect the everyday experience of the
presenters in the use of eHealth technologies for making their practice easier and
more cost-effective for their patients and Institutions (UCY, 2013). In this way the
students will have the opportunity to hear the truth and be advised by one of them
to become (medical professional). Furthermore the students are asked to select one
of the topics presented and carry out a study by searching additional material from
the internet and from sources given by the corresponding topic. Every student has
to take a step further and analyse this topic deeper, envision potential benefits, and
explain how they see it applied in five years from present. They are also asked to
argue on how an eHealth environment will change the life of medical professionals
and citizens, and how societies will be reformed in the chosen area of medicine. The
students at the end of the course will have the opportunity to present their studies
in front of the class and communicate their report to the professional who gave the
respective seminar. The whole procedure is facilitated by the Moodle environment
and as it progresses the students begin to appreciate more the interactive and par-
ticipating teaching environment created. The course is being taught for the last six
years and one can observe its dynamic change in the topic selection, content, and
the easy by which one can find medical professional who are will to present their
professional specialization and show how this is continuously affected by the use
of eHealth in the medical profession. Most importantly the students come up in
many occasions with ideas that can take one step further the improvements seen
and presented. This is turned into a very effective didactic tool because it triggers
the imagination of the students and their curiosity for the medical profession in
years to come.

The interaction of the presenters with the students however becomes beneficial
to the former because occasionally during the discussions followed in the class or
the discussions taking place via the Moodle environment some very inspiring issues
arise by the students which turn out to be beneficial to the presenters for further
developments. Some of the seminar series titles given are:

• Electronic Health Record: From theory to practice – Examples from Internal
Medicine and Infectious diseases.

• Electronic Health Record of the new-born and primary care: Paediatrics of the
next generation.



100
9. Teaching and Integrating eHealth Technologies in Undergraduate / Postgraduate

curricula and Healthcare Professionals’ education & training

• Informatics Applications and eHealth in everyday life medical practice for op-
timizing therapy and safety of the patient.

• Electronic Health Records in the era of Value driven care.

• Electronic Health Records of total arthroplasty in Orthopedic Surgery: Scien-
tific, clinical, economic and political importance.

• Digital Technology as another invention in the service of medicine.

• Optimizing health care outcomes via Electronic Health Record.

• eHealth in Cardiology.

• eHealth and Precision Medicine.

• Bioinformatics: An essential factor in enhancing medicine in the direction of
molecular precision and personalization.

• eHealth and Non Invasive Prenatal Testing (NIPT).

• Biosignals in novel medical practice.

• Transport and management of patients with spinal cord injury within 12 hours
is achievable by means of electronic medicine.

• The importance of eHealth in Ergonomics and Labour medicine.

• Generation – monitoring – and management of biosignals of the severely ill
person in an ICU environment.

• The impact of modern technology in the prevention of heart attacks and
stroke.

Teaching Methodology

Lessons are taught using the Moodle platform, and include: Lectures/presentations
(2 hours per week), tutorial (1 hour per week), and discussions. Visits to hospi-
tal clinics are made for observing data the data flow, collection and storing. Stu-
dents are given the opportunity to explore how data is used by the medical pro-
fessional for monitoring the patients statues of the past, present, and future which
makes the appreciate the terms, prognosis, diagnosis, preventive medicine, preci-
sion medicine, etc. During lectures, students are required to have their personal
computer for online searching and viewing as directed by the instructor. As part of
the course during the second semester at least eight medical professionals who are
using eHealth in practice are invited according to the subject and their availability,
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from Cyprus and abroad for giving presentations to the students. It is also planned
as mentioned earlier and when circumstances allow, on-site visits of students to
medical units for real time experience.

Assessment Methodology

Student evaluation performance is based on individual work (exercises) (10%),
teamwork (group exercises) (15%), midterm online examination (25%) and final on-
line examination (50%).

2 Postgraduate Level

Applied Health Informatics (OUC, 2016)
The curriculum exposes students to a comprehensive, high specification and mod-
ern analysis of the various applications of computer science and web, PC, mobile
applications in healthcare services. Skills development:

(a) understanding of the most common problems and challenges in delivering
effective and cost-efficient healthcare

(b) parameterization and analysis of relevant sustainable solutions and

(c) implementation and integration of the proposed solutions in existing clinical
environments and monitoring of results and patients’ outcome.

Investment in knowledge, understanding and skills development is carried out
through virtual workshops and Labs (ahi.vlab.ouc.ac.cy).

Learning Objectives/Curriculum

National Health Information Systems & Hospital Information System

This course introduces the student to the sources of public health requirements
such as knowledge of population size and characteristics, the cause of mortality and
morbidity, and the state of health practice in a community. The course will also
equip students working in a health information system environment with a fun-
damental knowledge of concepts and components of hospital information systems.
The course will involve lectures, laboratory problems, and an end-term examina-
tion.
Learning Objectives

• Identify the state of the art Health Informatics (HI) Applications and the need
of introducing innovative technologies in Health Care environments.

• Explain the exploitation and application of HI.
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• Describe the fundamental concepts of contemporary technologies and their
applications in the Health domain.

• Summarise the importance of HI and standards in Health Care applications.

• Locate organization, technology and institution problems and restrictions in
HI applications.

• Evaluate the difference European and International Health Systems design ap-
proaches.

Standards & Technology assessment

Description: This course analyses the present system of identifying and testing
medical technologies and of synthesizing and disseminating assessment informa-
tion. The course focuses on the flow of information that is central to an efficient
assessment system. Methods for testing technologies and for synthesizing infor-
mation are explored, and a compendium of data and bibliographic sources are in-
cluded. The course also describes he innovation process for medical technologies,
the effects that federal policies have on that process, and the needs those policies
generate for technology assessment information.
Learning Objectives

• Identify the application of HI standards

• Explain the implementation of HI services using standards and the importance
of communication interfaces among digital systems.

• Describe the fundamental concepts of Coding and Taxonomy.

• Summarise the needs of HI applications and the most common standards ap-
plied in HI systems.

• Locate organization, technology and institution problems and restrictions in
HI applications.

• Evaluate HI standards and the need of enforcing the usage of standards in HI
systems.

• Analyse the benefits of standard compliant HI systems.

Patient Medical Records and Electronic Prescription Systems

Description: This course introduces the student to the important role of elec-
tronic medical records in today’s complicated health care environment in planning,
evaluating, and coordinating patient care in both the inpatient and the outpatient
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settings. The course completes the medical record model with an introduction to
E-prescribing systems and issues related to pharmacy automation, medication com-
pliance, pharmacy databases, CPOE and adverse drug events (ADE). Learning Ob-
jectives

• Identify the most important Medical Record applications

• Explain the exploitation of standard compliant MR applications

• Describe the fundamental concepts of MR applications.

• Summarise the benefits of utilising MR applications in Health Care environ-
ments.

• Locate organization, technology and institution problems and restrictions of
the MR applications.

• Evaluate the most important MR implementations (open source vs commercial
vs proprietary software).

Medical Image processing and analysis

Description: This course gives an overview of medical image foundation en-
hancement, analysis, visualization, and communication as well as their applications
in medical imaging. Basic approaches to display 1-D, 2-D, and 3-D biomedical data
are introduced. As a focus, image enhancement techniques, segmentation, texture
analysis and their application in diagnostic imaging will be discussed. To complete
this overview, storage, retrieval, and communication of medical images are also in-
troduced. In addition to this theoretical background, an overview of useful software
tools is given.
Learning Objectives

• Identify state-of-the-art tomography depiction technologies and the impor-
tance of tomography depiction in diagnosis and treatment.

• Explain the technologies applied in biological tissue depiction.

• Describe the methodologies applied in medical image reconstruction and the
techniques in medical image enhancement.

• Summarise the medical image analysis and processing procedure phases and
the most important techniques used in every processing phase.

• Describe the state-of-the-art storage, retrieval and communication techniques
in Medical Image Management systems.
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Acknowledge state-of-the-art medical image automatic (or semi-automatic) process-
ing systems and the importance of these in diagnosis.

Tendering and HI project management – Design to deployment

Description: This course examines traditional project management approaches
to understand how they can best be applied to health informatics. A range of ad-
vanced technologies are introduced. Good practice in IT project management is
examined and relate to the health context. A real case tendering example is used in
order to better understand the tendering procedure.
Learning Objectives

• Describe the basic methods in management and administration of Health In-
formatics projects.

• Evaluate the institution’s required resources to develop a HI project.

• Design, analyse and resolve scheduling networks and identify project’s critical
tasks.

• Propose effective human resource management methodologies to amplify ef-
fectiveness.

• Risk assessment and Risk management.

• Project Management.

• Prepare and manage procurements.

Telemedicine applications
Description: This course provides a review of the history of telemedicine

and telemedicine applications. Comprehensive reviews of current "traditional"
telemedicine programs as well as "extreme" telemedicine applications are also pre-
sented. Current telemedicine programs, their development, licensure, accreditation,
reimbursement policies, privacy policies, medico-legal aspects and why many pro-
grams fail are also examined.

Patient data management & decision support systems

Description: Patient Data Management Systems (PDMS), are innovative com-
puter systems, which attempt to integrate administrative functions and clinical
decision making. Introducing this type of innovation tends to have far broader
ramifications across the overall business domain. This course objective is to illus-
trate the resulting complexity of the relationship between this type of technology
and organisational change through the investigation of as many facets as possible
of the implementation of a PDMS in an intensive care unit (ICU).
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Biomedical databases & Biomedical research methodology

Description: This course will illustrate students extensively about relational
databases as an alternative to textual databases. Topics include design and im-
plementation of custom databases, modification or pre-existing databases, and
database management. Students will become well versed in SQL, including
database construction, modification, and query design. Use of relational database as
an analytical tool will be emphasized. This course will also provide an overview of
the designing, conducting, analysing and interpreting phases of biomedical research
procedure.

Teaching Methodology

Distance Learning Modules: 8 modules of 16 weeks duration (8 x 10 ECTS each)
and a final dissertation (1 x 20 ECTS), 100 ECTS in total. Each module includes
weekly live lectures (lectures are recorded for asynchronous access), group consul-
tation video conference meetings (tutoring students), module specific essays (col-
laborative/individual work)/virtual labs exercises (e.g. image processing, patient
medical record, health informatics standards and project design, implementation
and management) and module final examination.

Assessment Methodology

The student evaluation performance will be based on individual work(exercises)
(10%), teamwork (group exercises) (15%), midterm examination (25%) and final ex-
amination (50%).

3 Continuous Professional Education - TelePrometheus Paradigm

Improvements in eHealth and technologies are creating the groundwork for a revo-
lution in education, allowing learning to be personalised, collaborative and learner
centred learning (transforming the role of the teacher from disseminator to facilita-
tor), following the principles of open education.

Emphasising results driven approach Tele-Prometheus adopts the concept of tri-
angulation of self-assessment, peer review and quality of care indicators in shaping
education and training priorities. In this changing paradigm, educators no longer
serve as unique distributors of content, but they rather become facilitators of learn-
ing facilitators and tutors. Tele-Prometheus enables educators to do so by providing
them with a set of online resources to facilitate the learning process (Ruiz et al.,
2006).
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Figure 2: TelePrometheus Development Methodology.

Objectives

The primary objective is the implementation and continuous upgrade of a novel
tele-education platform, targeting health professionals, by means of enrichment of
working environment with educational procedures. Secondary objectives:

(a) Transcript clinical needs into education processes,

(b) integrate those processes into the clinical routine of healthcare professionals
including clinical information systems and

(c) extend eLearning services to patients’ relatives creating an integrated experi-
ence from hospital environment to the community.

Platform Description

Training in demanding professional environments, such as that of an ICU, com-
bines theoretical knowledge, practical skills, integration of information technology
(IT) into clinical practice and attitude formation tailored to extreme conditions. It
is also a great challenge for the disciplines of Health, Education and IT and Com-
munication, given the high standards (zero tolerance for errors), high cost, shortage
of time and inefficiency of conventional educational methodology. Moreover, train-
ing of citizens for initial management of acute and life-threatening conditions (e.g.
cardiac arrest), as well as the follow-up of chronically ill patients who live in the
community after their ICU discharge are of great importance.
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Services

The goal of TELEPROMETHEUS platform is the distance learning of health profes-
sionals, of patients and their families. To achieve this it has been composed a techno-
logical platform using the latest technology tools and training systems for distance
learning education of adults. The infrastructure currently provides the following
services:

1. Website for health professionals, patients and relatives

2. Learning Management System

3. Management and search educational and information material

4. Teleconference system (virtual classroom)

5. Fully equipped rooms with teleconferencing systems (Interactive Whiteboard,
Teleconference system, Audio system)

6. Info-kiosks (interactive computers with easy navigation to sources of informa-
tion)

7. Time programmed system for educational purposes

8. Audio and video system real time system (live streaming)

Short Courses

Educational seminars are offered on the platform as short courses. The meaning of
short has more to do with the work of the trainee rather than the duration of the
training. The short courses are exclusively done by the instructors and consist of:

1. Modern educational material (with certain principles and determined by qual-
itative criteria) that shared or posted to trainees on the platform. Trainees
should study before the lecture.

2. The lecture has a character of discussion and take place from distance. The
trainees can participate in groups (organized in rooms) or individually (from
their PCs) at teleconference.

3. Each teleconference may be accompanied by evaluations or questionnaires for
instructors and trainees.

4. The picture and the sound of the teleconference room can transfer everywhere
so trainees can participate in virtual workshops.

5. The final evaluation is done at specific examinations centres.
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Educational Seminars

Trainees can participate in specially equipped classrooms in which can take place
high level education using interactive whiteboard. Professionals and experts from
aboard can participate at seminars. Through our systems presentations and image
of medical device can be transferred.

Information points/kiosks

The trainees receive training injections in form of text, image and video in their
workplace through specially designed computers. Each information point can be
time programming with separate viewer programme.

Info-kiosk for health care professionals

Modern computers with touch screens placed at information points in the Intensive
Care Unit offering a window to knowledge for professionals whose decisions and
actions have zero tolerance to errors. The training scenarios of info-kiosk service
divided into:

1. Health professionals use the touch screen to navigate and retrieve simply and
fast guidelines, protocols, educational materials, etc.

2. The directors of departments plan their educational injections in the form of
text, images and videos at work of their partners. Each kiosk can follow sepa-
rate viewer.

Info-kiosk for patients and their relatives

One of the main objectives of the project Tele-Prometheus are educa-
tion/information of patients and families about a) the structure and the activities of
the ICU, b) the most common diseases of patients which hospitalized in the ICU c)
medical terms and d) medical devices.

Direct information of relatives through the platform extends bridges across the
communication gap with health professionals and saves considerable time of visit-
ing relatives spent by health professionals for general information.

The personalized education of patients and their families intend to improve the
post-hospital period and particularly during the critical phase of rehabilitation and
reintegration into the community.
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Tele-Consultation

Professionals can communicate with experts from all over the world and invite them
to a virtual room for advice or evaluation (biosignals transmission, diagnostic im-
ages and video).

3 Current & future eLearning technologies in Health
Care Education

Implementing a Learning environment to successfully deliver the curriculums de-
scribed in the previous paragraphs for both students and professionals is non-trivial
and introduces several challenges. No single method, technique or methodology
can meet all these challenges but rather a graceful synthesis of current and fu-
ture technologies/techniques can be used. A complete Learning environment must
provide the tools to trainees to acquire competencies in all learning counterparts
(knowledge, skills and attitudes).

Knowledge

Escaping the traditional classroom teaching ICTs have played an important role in
education introducing advanced online learning environments, Learning Manage-
ment Systems (LMS), such as Moodle and Moodle based tools (Haftor, 2010; An-
toniades et al., 2015). These systems provide many tools to deliver the knowledge
counterpart of a curriculum. LMS provide integrated support for six different ac-
tivities: creation, organization, delivery, communication, collaboration, and assess-
ment. Features such as interaction, feedback, conversation and networking are some
of the available functionalities used by learning platforms. Furthermore, LMS pro-
vide a variety of learning activities such as creation, organization, delivery, commu-
nication, collaboration and assessment (and self-assessment). These systems also
provide a set of configurable tools to enable the creation of online courses, working
groups and learning communities. In addition to the pedagogical aspect, these sys-
tems have a set of features for evaluation and self-evaluation activities for students
and teachers. These features can be used to assess the knowledge competencies ac-
quired from an online course and help the Tutor identify his/her students’ learning
needs.

Skills

Although the knowledge counterpart can be achieved within the context of an on-
line course, delivering the skills counterpart requires the introduction of psychomo-
tor learning (a combination of cognitive functions and physical movement). Except
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a minor set of learning topics in Education and especially healthcare education, the
skills counterpart requires face to face education. Introducing face to face (not nec-
essarily real presence) meetings/workshops/lectures into the eLearning curriculum
forms a hybrid curriculum often referred as Blended Training. The Tutor utilises the
full functionality of the LMS to prepare the trainees for the face to face event where
they will get to participate in activities to acquire or improve their skills on specific
topics. Blended training enhances learner experience and the expected intended
learning objectives in the following aspects. For example:

• using self-assessments and assessments the Tutor can identify the real edu-
cational needs of his/her trainees and prepare either online or face to face
meetings to address these needs.

• Online meetings can be used for open discussions or tele-consultation either
to individuals or groups for specific topics of the curriculum.

• Online lectures either in form of live or recorded webinars can be used to better
communicate curriculum parts.

• Online workshops and software applications especially those with collabora-
tion features can be used to acquire or improve skills in a variety of topics
such as project and time management, organisation and management, health-
care analytics, medical device operation etc.

Attitudes

The attitude counterpart often is the most difficult to achieve. In general, just be-
cause we know something or we have the skills to accomplish an activity does not
mean that we do it or we do it well. What we tend to do often is not aligned with
our knowledge or skills. To address this challenge Tutors teach by example. This is
most effective within the working environment and requires that the Tutor is well
prepared to perform everyday work aligned to the curriculum. The Tutor also ini-
tiates ad-hoc discussions with the learners to point out what they are doing wrong
or to suggest better ways of doing things. This counterpart of the curriculum can be
further strengthened utilising learning technologies such as time scheduled videos
within the working environment to stimulate positive thinking, gamification within
the learning curriculum to further involve the learning into more learning activ-
ities, and interactive case scenarios to demonstrate the reasoning behind specific
attitudes.



Chapter 10

Summary and Outlook

I
n this thesis we propose a dynamic methodology for the development of an
eHealth inspired healthcare ecosystem. Information and Communication Tech-

nology (ICT) is a fundamental tool for this development because it provides the
means for meeting the obligations of modern societies in providing better health-
care systems to the citizen.

Citizen-centred values and high standards of contemporary healthcare systems
can be reached through the careful use of technology at the point of healthcare de-
livery. Applied and fundamental research pursuit for better tools for healthcare
providers, citizens, and societies. Education for the citizen and the medical students,
and on the job training for the healthcare provider are supported by ICT means for
better dissemination and evolvement into the development of healthcare ecosystem.

ICT in its many forms is essential for coordinating complex activities, ensur-
ing quality, fostering collaboration and sharing the growing body of knowledge in
health. ICT is changing how healthcare is delivered and how health systems are
working. Incorporating ICT is not only a technical issue, but also a priority for the
development of health systems. The use of ICT for health, or ‘eHealth’, nowadays
represents one of the key instruments for health care delivery and public health.
Efficient and robust eHealth solutions have already demonstrated their value, par-
ticularly in facing new global health challenges. A global vision must rely on local
insight, a principle that governs the proposed methodology that starts at the citizen
level, evolves to the local societies, the nations, and aim towards a global health-
care ecosystem. Local communities and their associated structures, with their roots
in history as well as in culture, provide the insight necessary to focus and apply
resources to society’s sore spots. Understanding the benefits and the anticipated
problems when using ICT, we propose a novel framework for reaching and sustain-
ing an eHealth ecosystem in a commitment to change society.

1 Future work and open issues

In the following section, we propose some research directions that can be followed
for extending the work carried out in this thesis.
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As we stated in Chapter 4, a structured, comprehensive, and interoperable EHR
is a prerequisite towards global healthcare. An important and unique benefit of
EHR system integration with other systems is to achieve a complete overview of
care of the individual at any given time. It is encouraging to note that a growing
proportion of countries are building their systems, and the standardisation of EHR
systems is evolving and it is expected to continue expanding. Understanding the
barriers to EHR system implementation is the first step to overcoming them and
moving forward. Countries most frequently identified funding, lack of capacity,
infrastructure and legal aspects as the main barriers to the introduction of national
EHR systems. While funding is likely to be an ongoing issue worldwide, capacity,
infrastructure and legal frameworks are steadily being addressed and are likely to
diminish in importance in the future.

The adoption of EHR technology in healthcare systems is increasing steadily; in
time, EHRs will incorporate data from many sources, including data from genes
which when meaningfully examined and combined with the clinical and historical
data of a person can reveal important diagnostic and prognostic factors for one’s
future health. New approaches to the medical practice and research in these direc-
tions are creating new fields of collaborative research such as Precision Medicine,
an attempt to maximize effectiveness by taking into account individual variability
in clinical presentation, medical history, genes, environment, and lifestyle. It is a
leap beyond the promise of “personalization” empowered by recent technological
advances. In the eHealth lab of the University of Cyprus my team is in the process of
building an interdisciplinary research centre in collaboration with computer scien-
tists, doctors, bioinformaticians, biologists, geneticists, and engineers for Precision
Medicine.

The goal of the proposed centre is to establish an inspiring multidisciplinary re-
search and innovation team which will become a world leader in the development of
new technologies (hardware and algorithms) to further enable, drive and accelerate
the development, translation, and application of precision medicine. This Centre
will include the critical mass of scientists, the necessary expertise, and the mul-
tidisciplinary research focus to identify common roadblocks and create the tools
necessary for the expansion of precision medicine. Over the last decade, scien-
tific knowledge and technological innovations have matured to the point where the
stage is ready for the next technological breakthroughs bringing more “precision”
to medicine (Collins and Varmus, 2015; Jameson and Longo, 2015; Ashley, 2015).

In Chapter 3, we focus on the implementation of an integrated EHR at National
level and in Chapter 9 we focus in the education of medical students and profession-
als. We envision a new add-on functionality to EHR that will help medical students
and healthcare professionals to come up with a better diagnosis faster. This process
is called differential diagnosis and considers the active alternatives that can possibly
explain a patient’s description of symptoms. Healthcare professionals carry out this
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process and arrive at disease diagnosis via prediction by interrelating prior cases
with the same or similar clinical problems and symptoms. This process, needs sig-
nificant practice, to be taught directly to medical students (Ravì et al., 2017; Reisen-
witz, 2017).

A way of achieving differential diagnosis is via Deep Learning. It is a new area of
machine learning research, which has been introduced with the objective of moving
machine learning closer to one of its original goals which is Artificial Intelligence.
We believe that deep neural networks will be changing the way doctors diagnose
illnesses, making diagnostics faster, cheaper, and more accurate than before (Reisen-
witz, 2017).

As we stated in Chapter 9, we illustrated a methodology for achieving more ef-
fective teaching methods regarding eHealth, for both undergraduate and postgrad-
uate students, and healthcare professionals. Emphasis is given in ascertaining the
measures of success for teaching, learning, and practicing eHealth to better prepare
medical students to endure modern, technology-enabled, clinical environments.
This chapter offers a new insight into the methodology of teaching eHealth by inte-
grating eLearning tools at the medical undergraduate and postgraduate level, and
at the level of continuous professional education (CPE) in highly demanding clini-
cal environments such as that of critical care. Many and significant challenges are
posed to a healthcare student today, at both undergraduate and postgraduate lev-
els, as one is required to learn and practice in a modern and technology-rich clinical
environment.

A familiar approach, but insufficiently used, is the concept of Virtual Pa-
tients(VP), which comes to enhance effective teaching in medical students. It is
a “specific type of a computer program that simulates real-life clinical scenarios;
learners emulate the roles of healthcare providers to obtain a history, conduct a
physical exam, and make diagnostic and therapeutic decisions” (Cook and Tri-
ola, 2009). Virtual patients are commonly used to teach clinical interviewing skills,
bioethics, basic patient communication, history taking, and clinical decision-making
skills. In conclusion, the medical education community will need to elevate the qual-
ity of the research being published to address the underlying critical issues that limit
widespread acceptance of the technology while describing and defining the case for
the use of VPs. The ability to create variations on clinical presentation supported by
an underlying physiological simulation engine is a significant opportunity worthy
of further investigation (Cendan and Lok, 2012).

Lastly, another essential aspect to focus on is big data solutions in the healthcare
ecosystem, that attempt to be cost-effective, answer the challenges of large and fast-
growing data volumes and appreciate the potential in analytical value. Big data has
many implications for patients, providers, researchers, and other healthcare partic-
ipants. To successfully identify and implement big data solutions, and benefit from
the value that big data can bring, research organizations need to devote time and
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resources to visioning and planning. This will provide the foundation needed for
implementation (Technology Solutions, 2012).

The aforementioned activities will take place to the new proposed Research cen-
tre on Interactive media, Smart systems and Emerging Technologies (RISE). This
centre aims to become a Centre of Excellence and a hub across the three continents
bordering Cyprus, facilitating thus the local scientific, technological, and economic
growth of the region. It identifies the potential of Interactive Media to bring together
several scientific areas, yielding applications in the priority areas of the Smart Spe-
cialisation Strategy of Cyprus. Therefore, research in RISE integrates the Visual Sci-
ences, Human Factors and Design, and Communications and Artificial Intelligence,
in a tight synergy that provides a unique interdisciplinary research perspective that
emphasizes an “Inspired by Humans, Designed for Humans” philosophy (RISE,
2016).

More specifically, Multidisciplinary Research Groups (MRGs) are formed, hav-
ing as an objective to investigate emerging knowledge in cognitive psychology and
exploit this with animated scenery for supporting the mobile health actor. The aim
is to develop and implement a new framework concerning the provision of next
generation mobile healthcare services. These will be based on cognitive psychology
profiling of the healthcare actors; will involve the patient, thus facilitating the pro-
vision of better communication and interaction via instant feedback in animation
scenery visualization.

It is clear that a dynamically expanding, evolving, intelligent EHR, being the
central repository for supporting emerging healthcare services.

It is hoped that the work carried out in this Thesis contributes in the efforts of
my team towards serving the citizen via the development of advance eHealth sys-
tems, tools and solutions. Furthermore, it will further strangthen the already estab-
lished fruitful, successful and very productive collaboration between the University
of Groningen and the University of Cyprus.
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Research Activities

Participation in Projects

• "Electronic Health Record (EHR) at National Level" project. The project aims
to determine the limitations of the local infrastructure and identify the threats
that compromise the future deployment of a National EHR in Cyprus. The
project is under the Framework Programme for Research, Technological De-
velopment and Innovation 2009-2010 of the Research Promotion Foundation
(RPF Cyprus).

• “New e-Health Services for the European Reference Network on Rare
Anaemias” (“e- ENERCA”) is funded by the European Commission’s Exec-
utive Agency for Health and Consumers under the call for proposals 2012 –
second program of community action in the filed of health (2008-2013). The
general objective of e-ENERCA project is to assure the access of professionals
and patients to the same level of services, independently from the country of
practise and the origin of the patient. For this, several e-health information
and communication technologies tools will be developed, aiming to compre-
hensively collect clinical and epidemiological data across Europe and to share
knowledge and expertise among Member States with specific measures fore-
seen to include the New EU member states.

• "Future Internet Social and Technological Alignment Research (FI-STAR)"
project targets towards the enrichment of the FI-STAR framework for use in
the health care domain, the EHR-EN proposal addresses the following objec-
tives: (i) to build the epSOS (patient summary), EHR (electronic health record),
and PACS (picture archiving and communications system) FI-STAR platform
enablers that will facilitate the deployment of innovative applications and
value added services in the health care sector; (ii) to validate and evaluate



the epSOS, EHR, and PACS FI-STAR platform enablers by developing proof-
of-concept collaboration scenarios, which will finally prove and demonstrate
the usability, applicability and adaptability of the proposed enablers.

• "Connecting Europe Facility 2014-2020 (CEF) - Deployment of Generic Cross
Border eHealth Services in Cyprus" project. This individual application to
CEF eHealth Generic Services and foreseen service deployment plan emerges
from the Member States (MS) deep understanding that the key success fac-
tor to achieve meaningful health benefits, relies on matching service avail-
ability with known population cross-border flows, based on a common time
plan. Following very closely the activities of the epSOS and EXPAND projects
and participating as observers in a number of meetings both the University
of Cyprus (UCY) and the Ministry of Health (MOH) are fully committed to
place Cyprus in the map for converging and pursuing EU-wide interoper-
ability for cross-border healthcare. Most importantly UCY (in collaboration
with MOH) developed the epSOS content creator open source code enabler
that passed also related IHE profiles under the FI-STAR EU FP7 Future In-
ternet ICT project. In particular Cyprus receives close to 1.5 million tourists
from EU-28 countries with more than 50% from UK, and 17% from Sweden,
Greece and Germany, and experiences outflows for search for work opportu-
nities mainly in UK. Cyprus will prepare, test, deploy (Patient Summary in
2018 and the ePrescription in 2019) and operate the National Contact Point
for eHealth (NCPeH), according to best practices and sound experience, prop-
erly connected with the already available national infrastructure. The NCPeH
will streamline nationwide service provision of these two services endorsed
by the eHealth Network and governed by the eHealth Operational Manage-
ment Board. UCY acts as mandated by MOH to assure the seamless provision
of cross border service within the National Health System (NHS). This invest-
ment will allow the NHS to broaden the level of care provided to European
citizens visiting Cyprus, in line with the 2011/24/EU directive, as well as to
better support Cypriot citizens’ health information needs while travelling in
EU.

• Connecting Europe Facility 2014-2020 (CEF) - Cyprus Electronic Exchange of
Social Security Information «CyEESSI». The offering of high-quality and sus-
tainable health care and durable social security policy achievements, is one of
the highest government’s priorities as documented in the Digital Strategy for
Cyprus. Aligned with this strategy, the main objective of this CEF applica-
tion is to support Cyprus efforts to be part of a secure network allowing the
exchange of health care and social security information which will pave the
way to reach the following general objectives: (i) enable seamless exchange
of health and social insurance related information over the same secure N/W



with respect to the exchange of financial information easing the way of giving
the citizen the information needed in a timely way; (ii) contribute to safety of
information by reducing the frequency of errors and delays and by provid-
ing quick access to benefits by increasing the accessibility; (iii) provide health
care and social insurance and family benefits personnel with information that
will increase productivity and increase of the quality of the services to public.
Cyprus is committed to deploy and provide EESSI services according to the
CEF 2017 call and aligned with the DG EMPL EESSI Team Guidelines and De-
liverables. To achieve this goal, the exact timing and range of services that
will be provided by Cyprus are reflected under the following three activi-
ties: A1 Governance, Planning and Resourcing (01/03/2018 - 28/02/2020), A2
Preparation, Implementation, Service Testing and Deployment (01/03/2018 -
30/06/2019) and A3 Operation (01/04/2019 - 28/02/2020). The CyEESSI im-
plementation will consist of one Access Point (AP) and three Reference Imple-
mentation for National Application (RINA) installations (2 for the Ministry of
Labour, Welfare and Social Insurance and 1 for the Ministry of Health). It is ex-
pected that if the proposal is awarded the CyEESSI system will strengthen the
protection of citizens’ rights by enabling the electronic exchange of personal
social security information in the EU among Member States’ competent ad-
ministrations, facilitate and speed up the decision making for the calculation
and payment of social security benefits and allow a more efficient verification
of data. Furthermore, due to the fact that Cyprus is a tourist destination, it
is reasonable to expect that the deployment of cross border services will have
an influence on economic growth. During the summer season, at least for the
sickness sector, it is expected that the usage of this service will be very intense
on a daily basis.
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