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Chapter 1

Introduction

1.1 Background

I
n the First Industrial Revolution water and steam power were used to mechanize
production. The Second used electric power to create mass production. The Third

used electronics and information technology to automate production. Nowadays a
Fourth Industrial Revolution is building on the Third, aided by Information technol-
ogy, the digital revolution that has been taking place since the middle of the last cen-
tury. This revolution is characterized by a fusion of technologies that is blurring the
lines between the physical, digital, and biological domains. The Fourth Industrial
Revolution has the potential to raise global income levels and improve the quality of
life for populations around the world (Sentryo, 2017; Schwab, 2016). A key trend is
the development of technology-enabled platforms that combine both demand and
supply to disrupt existing industry structures. These technology platforms rendered
easy to use by the smartphone, convene people, assets, and data. In addition, they
lower the barriers for businesses and individuals to create wealth, altering the per-
sonal and professional environments of workers (Schwab, 2016). The Fourth In-
dustrial revolution raised the opportunities of ICT technologies and touches every
person in one’s everyday life, known as the Information Society envisioned by the
author in Figure 1.

In current society the creation, distribution, uses, integration and exploitation
of information is a significant economic, political, and cultural activity. Its main
drivers are digital information and communication technologies, which have re-
sulted in an information explosion and are intensely changing all aspects of social
organization, including the economy, education, health, warfare, government and
democracy (Schwab, 2016).

Health and Information and Communication Technolo-
gies (ICT)

Information and communication technologies (ICTs) used in the health sector have
well-known advantages. They can promote patient centred healthcare, improve
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Figure 1: A timeline of technology and progress during the Industrial Revolution.
Moving forward to the 4th Industrial Revolution it also showns the level of com-
plexity. The 4th Industrial Revolution is a combination of all 3, where 1st & 2nd use
physical systems and 3rd use cyber systems.

quality of care, and educate health professionals and patients.

Traditionally before ICTs the paper health record was naturally kept by the doc-
tor and/or the health centre or hospital. No access to these fragmented medical
records was possible for the citizen or even sharing these data with other doctors.
However, implementation of ICTs remains difficult in healthcare. eHealth is well-
known as a recent healthcare practice supported by electronic processes and com-
munication. eHealth in general is a vital resource for remote regions of emerging
and developing countries but it is often difficult to establish because of the lack
of communications infrastructure. Additionally, with this term, new term patient
centred philosophy arises which means putting the patient at the centre of deci-
sions. The cornerstone of a patient centred healthcare is the integrated Electronic
Health Record (EHR), which is symbolically renamed to Citizen Health Record
(CHR) (Schiza et al., 2018b). An integrated and structured CHR environment yields
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many benefits, such as better management of resources, improved care coordina-
tion, chronic disease management, national and worldwide access of medical data
and the resolution of interoperability issues, elimination of medical errors and de-
lays, reduced operational costs, personalized prescription, and patient involvement
in their treatment. CHR is a prerequisite and precondition for practicing eHealth.
ICT tools and processes are necessary to connect and interconnect healthcare de-
livery, resulting in the eHealth environment. Having healthcare for all citizens the
ecosystem needs to be complex and dynamic. Constructed on the Fourth Indus-
trial Revolution, the supporting ICT infrastructure, tools and services were of key
relevance and significance.

1.2 European Union Context

eHealth in the European Union

As an initial step, key objectives, applications and challenges as outlined in the Eu-
ropean eHealth Action Plan of 2004 were identified, with the support of the con-
ceptual model, defined and grouped (Commission, 2003; Stroetmann et al., 2011).
Furthermore, the 2004 eHealth Action Plan directed the European Commission to
regularly monitor the state of the art in deploying eHealth, and the progress made
in agreeing on and updating national eHealth roadmaps and to facilitate the ex-
change of good practices across Europe and beyond by signing bilateral agreements
with non-European countries. The European Union revised the values of health-
care and the ambitious targets are gradually becoming a reality. These values are
covering universal access for everyone, good quality care, equity depending on cit-
izens needs and solidarity and have been adopted by EU and turned into directive
to be implemented by all EU member states. Quality of care improvement and si-
multaneous cost reduction principle can only be achieved if the citizen becomes the
central actor, a principle that lead to the introduction of the term Patient Centred care.
These values were introduced with the new term of eHealth where EU promotes the
Patient Centred Philosophy. Correspondingly, the terms ’centricity’, ’patient centred’
have emerged.

The eHealth action plan involves, among other actions, the building and en-
abling of a suitable environment for the use of ICT for healthcare. These include
supportive eHealth policy; legal and ethical frameworks; adequate funding bet-
ter named investment; infrastructure development and capacity development of
the health workforce through education and continuous training. EU fundamental
principles take into consideration the diversities, particularities, maturity and readi-
ness of member states in following revolutionary reforms. The member states were
asked to accept these principles and EU undertook the responsibility to facilitate
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them with technical knowhow, knowledge sharing, and experiences gained in more
advanced member states in order to be able to leapfrog, minimize the societal and
technological gaps, and set their strategy for building their local Healthcare Ecosys-
tems integrated into a pan European and beyond universal ecosystem (Schiza et al.,
2018b; WHO, 2012).

Furthermore, political support for such initiatives has been well formulated by
the European Council of Ministers responsible for eHealth, which adopted for the
first time, in December of 2009, a set of Conclusions underlining the key role of
eHealth for better, safer and more efficient healthcare systems. The Ministers also
endorsed the European eHealth Governance Initiative, a new mechanism to facili-
tate cooperation between Member States, the European Commission and key stake-
holder groups, to work more closely together in bringing eHealth forward (EHGI,
2012; Stroetmann et al., 2011).

The eHealth Action Plan sets as fundamental objectives to focus on deploying
eHealth systems, to set targets for interoperability, and adopt a universal CHR for
all EU citizens (Commission, 2003). National systems designed and developed will
thus build their national strategies and implementation roadmaps immunised by
the EU directives. EU countries strategy over the years partially included new ICT
strategies regarding health, resulting the development highly heterogeneous appli-
cations. For example, the health record was naturally kept by the doctor and/or
the health centre or hospital. No access to these fragmented medical records was
possible for the citizen or even sharing these data with other doctors. Adding to
these, the lag of medical standards, ICT standards, language problems, computer
literacy, digital-divide issues, legislation issues, cultural issues, etc., a wise person
would have never thought that bridging all these gaps would have been possible,
even at country level. The daring decision that EU has taken in spite of the an-
ticipated problems to conceive the eHealth Action Plan, was considered inevitable
and a worthwhile action to take. EHR-like systems have been implemented or are
under development in many healthcare provider organisations, and also in various
regional healthcare systems. They cover patient data from within their own organi-
zational or regional boundaries. However, in most European countries there exists
a system at national level whose functionality regarding interoperability between
national legacy systems, healthcare providers, including healthcare services, varies
from country to country. The urgent clinical need for large-scale national sharing
of complex patient data is sometimes questioned under the pretence that the per-
sonal medical data could be in danger of being publicised and misused if it is stored
electronically, or even worse, if it is transferred over the internet (Stroetmann et al.,
2011). Even though these fears are valid one can argue that technology is readily
available to support policy makers for diverting such fears. It should become clear
to all parties involved that the lost benefits caused by a disorientation from a uni-
versal, interoperable, complete, dynamic, adaptable to the societal and technological
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evolution, and citizen-centred healthcare system will be enormous and irrevocably
damage the citizens health and healthcare system.

The eHealth Action Plan, endorsed by the European Council in 2004, was the
first formal commitment expressed by all Member States to cooperate more closely
in the area of eHealth and set the targets for interoperability and the use of CHR.
The ’invention’ of the CHR at EU level became a priority and recognised as the
cornerstone of a healthcare ecosystem as explained by the author in a recent article
(Schiza et al., 2018b). Secondly, EU introduced the epSOS (Smart Open Services
for European Patients) large scale pilot project assembled by 23 Member States and
other European countries to bring forward cross-border eHealth interoperability for
the benefit of every citizen by exploring patient summary and ePrescription services
at the pan European level. These types of projects are a concrete sign that Europe
is experiencing a strong political momentum to advance eHealth solutions for the
benefit of both its citizens and health systems (EpSOS, 2008; Stroetmann et al., 2011).

Following the epSOS project completion, the need for open source software in
health care was raised. More and more healthcare providers were asking for flex-
ibility in their systems so that these would not remain static or unadaptable, thus
avoiding expensive and fixed solutions. The open source software combined with
the cloud infrastructure may reach and enable the desired interoperability among
the healthcare providers, thus increasing physician diagnosis and supporting pa-
tient mobility and support, anywhere and at anytime.

For taking a step further, after the epSOS initiative, the FIWARE Community (FI-
WARE, 2015) was created, which is an independent open community whose mem-
bers are committed to materialize the FIWARE mission. Their mission is: "to build
an open sustainable ecosystem around public, royalty-free and implementation-
driven software platform standards that will ease the development of new Smart
Applications in multiple sectors". FIWARE is divided into several pillars where each
one of them is focused on a specific scientific area. One of the main pillars is the Fu-
ture Internet Social and Technological Alignment Research (FI-STAR) project dedi-
cated to the development of a cloud based platform with open source libraries that
can be exploited for eHealth applications. Following the eHealth action plan initia-
tives, many eHealth applications were introduced to the market; however, there is
still the need for more innovative and patient centred applications that will rely on
new technological achievements and state of the art architectures. To facilitate the
development of this concept, the EU has promoted accelerator programs for SMEs
and start-up organizations to develop innovative applications and businesses in the
eHealth market, especially by using the FIWARE technology, i.e. FIWARE generic
enablers, specific enablers and/or domain specific platforms.
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eHealth Laboratory at the University of Cyprus

The eHealth laboratory I have been working for as researcher during the last five
years, has been actively involved in the above mentioned EU initiatives and we are
actively participating in funded projects for developing the necessary tools, soft-
ware, and systems. The spectrum of the eHealth lab activities goes beyond tech-
nological services and expertise by participating in social, legal, economic, environ-
mental, and teaching and training by partnering, and officially advising at EU level
and locally policy making institutions. These activities are listed under the title
Funder projects participation and social contribution activities of the UCY eHealth
laboratory (eHealth Laboratory, 2010) in this thesis [page 129]. Through this wide
spectrum of initiatives of the eHealth lab, all researchers had the opportunity to ex-
pand further their field, by researching and expanding their knowledge with legal,
societal, economic, and educational matters which synthesise a best practice eHealth
ecosystem.

1.3 Scope and Objectives

In this thesis, we pursue the new era of healthcare, eHealth, where healthcare is
aided with technology to deliver better healthcare services to the citizen. The goal of
this applied research work is to explore the potential use of the technological growth
in order to inspire citizens, healthcare providers and policy making institutions to
take the challenge. The aim of the work carried out as presented in Chapters 2, 3
and 4 is to study and propose an eHealth based national healthcare ecosystem. One
question that we address is the following:

• How can we achieve interoperability at all levels, and develop/deploy more
effective, efficient, reachable, adaptive, and resilient eHealth systems?

The first question has led to the proposal, in Chapters 2 and 3, of technology
evolution and citizen participation regarding their health and thus, adoption of the
new term ’Patient Centered’ which landmarked a new philosophical approach in
an effort to achieve the delivery of better healthcare services to the citizen. This plan
introduced in the system development cycle the assessment of the readiness of the
system’s stakeholder by determining its Maturity Level. This step was considered
necessary for accommodating the challenges and changes needed for complying
with the EU directives for eHealth.

The next question that we address is the following:

• What should be done, by whom, and in which order for realizing a National
eHealth Ecosystem and how can this be achieve taking into consideration the
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patient centred philosophy, the legal framework, the technical framework and
the financial framework?

The second question is answered in Chapter 4 where we investigated this
philosophy and proposed recommendations based on the Cyprus experiences for
achieving a step by step patient centered national eHealth system based on the
context and the constraints of a country.

Another question that we address is the following:

• Is there one solution that can fit all countries?

The third question is answered by claiming that there is no one solution
to ensure that eHealth systems can continue to deliver high-quality, accessible
healthcare across Europe, nor one single entity exists that can achieve this goal
alone. We believe that sustainability requires all health care stakeholders: health-
care providers, policymakers, academics, patient organizations, and the related
industry. These stakeholders should be collaborating, communicating and building
strong partnerships. Given the complexity of healthcare’s social and economic
impact and strong links between health, workability, employment, and social care,
different sectors and ministries must work together closely to ensure that policies
and practices are consistent and strategically aligned. Effective cross-sectorial
collaboration will reduce the overall cost for healthcare and social healthcare while
maximizing the outcomes for patients, workforces and societies. The future of
Europe’s healthcare systems is highly dependent on these factors.

The forth question we treated is:

• The citizen becomes now the owner of the medical data. What do we do about
the security of the data and safeguarding the citizen’s right for personal data
protection?

This question is addressed mainly in Chapters 5 and 6. Potential problems
are eliminated or at least reduced to the minimum. Specifically, in Chapter 5 we
document the main security issues and propose solutions to avoid them. In Chapter
6 we focus on interoperability and propose three open source libraries for EHR
Application Support Service Enablers and reiterate the importance of using open
source software solutions.

Another question that we address is the following:

• How routine medical practice is supported and is enhanced by focusing on
prevention?
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This question is dealt with in Chapters 7 and 8, where it is demonstrated how
a Registry for rare anaemias is implemented as a mini version of an EHR. The
system developed is based on following the systems development steps introduced
in Chapter 5. This registry focuses on the prevention of major rare anaemias (RAs)
by facilitating the access, at a European level, to genetic counseling, diagnosis and
clinical management of the patients with RA independently of their country of
origin.

The final question we address is:

• How to sustain an eHealth ecosystem by education and training?

Finally, in Chapter 9 we argue how education and training can best prepare
students at undergraduate, postgraduate, and professional levels. More effective
teaching of eHealth for students and healthcare professionals is the key for assuring
efficiency and effectiveness in the healthcare environment over the years to come.
Emphasis is given in ascertaining the measures of success for teaching, learning,
and practicing eHealth.

1.4 Thesis organization

The thesis, illustrated in Figure 2, is composed of nine Chapters and it is structured
in three main parts as follows:

(a) Chapters 2,3, and 4 are dealing mainly with the social and policy values re-
garding health and healthcare systems, and the strategies to be followed for
reforming, redesigning, and building an eHealth based healthcare system.
Chapter 4 describes in a comprehensive way the methodology to be followed
for minimizing failure risks.

(b) Chapters 5,6,7, and 8 are dedicated to the technical issues to be addressed and
resolved for facilitating data processing, data transfer, data storage-retrieval,
access and security issues of data, interoperability, technical standards adop-
tion or development, implementation and demonstration of real system devel-
opment and testing. The citizen-centred approach is technically implemented
and tested in a real environment.

(c) Chapter 9 is dealing with the education and awareness of eHealth at all lev-
els of health professionals beginning from the undergraduate medical stu-
dents at bachelor level, the master level students both in IT and medicine,
and the healthcare providers with continuing education and training at the
job courses.
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Figure 2: Proposed definition of what eHealth based Healthcare Ecosystem repre-
sents

We have demonstrated the necessity of engaging eHealth in EU countries based
on guidelines and recommendations, which achieve interoperability between the
systems of each country and between countries. We deepen alongside consider-
ing the issues and problems a country can face when implementing eHealth based
healthcare. The thesis is based on journal and conference papers that are either pub-
lished or accepted for publication or submitted to academic journals. Some of the
content in this thesis might be repeated in order to make chapters self-contained.

In Chapter 2, an overall recommendations framework is presented for imple-
menting an Electronic Health System at national level, guided by the Patient Cen-
tred Philosophy. Certain prerequisites for implementing such systems are analyzed
together with guiding principles for identifying the maturity level of an organiza-
tion or country. The maturity level analysis for Cyprus is presented and is accom-
panied by some recommendations that determine the steps needed to prepare the
ground for a complete patient centred national healthcare system. This process was
done in order to identify the basic principles to be addressed for turning the solution
of a small-scale problem into a more general problem. This process laid the foun-
dations of general research questions to be addressed and generate solution and
prepositions for handling larger problems and not country specific.

In Chapter 3, we focus on the term eHealth in an effort to address it from all
points of view and argue on the necessity for improved health provider’s skills and
knowledge and increased patient participation in medical care activities. The imple-
mentation of an integrated EHR at National level is addressed as a prerequisite for
reaching a Patient Centred eHealth environment. This is evidently demonstrated
and shows how it can naturally be extended for addressing interoperability require-
ments at cross-border level. The objective here was to show why the design and
implementation of a healthcare system needs to follow a specific philosophy dic-
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tated by the level of eHealth maturity of a country and its citizens. Implementation
prerequisites were analyzed together with guiding principles for identifying the ma-
turity level of an organization or country. The results have shown that Cyprus being
a small EU country, can be used as a pilot site for many European countries. A gen-
eral conclusion drawn to the implementation of an integrated EHR at National level
as a prerequisite can serve precisely a patient centred eHealth environment.

In Chapter 4, we begin by acknowledging the EU’s keen concern about citi-
zens’ health and well-being protection. It has been understood, however, that at
present this can only be achieved through coordinated actions at the individual
member states’ level based on EU directives. Despite the diversities and particulari-
ties among member states, common values such as universal access to good quality
healthcare, equity and solidarity have been widely accepted across Europe. That
necessitated the adoption of policies and directives which streamlined actions to
bridge the healthcare gap and facilitate cross-border healthcare. In this chapter it is
articulated that a recommended framework for implementing a national health sys-
tem, based on interoperable EHR with safeguarding healthcare quality, and guided
by a patient centred approach. Recommendations are given for the steps needed
from the managerial, legal, technical and financial perspectives in developing an
open access, patient centred national healthcare system based on the context and
constraints of a country. Furthermore, it was claimed that stakeholders, including
citizens, healthcare professionals, academia and the industry must be mobilized,
enabled, and incentivized. Experiences of one country can be offered as lessons
learned for other countries to adapt on their environment.

In Chapter 5, the main security issues are presented, the EU directives and leg-
islations in data protection and privacy from the use of EHR are considered, and
proposed solutions are analyzed. The EHR of a citizen perspective maintains the
medical history of the citizen electronically in medical databanks serviced locally or
is cloud based. It is claimed and argued in this chapter that the ownership and the
access control should belong to the citizen and this should be done under the su-
pervision of his personal doctor; security however should be handled at state level
by regulating the security mechanism with appropriate legislation. Audit trails and
security measures must be implemented for making sure that EHR systems prop-
erly collect, store, retain, and use the citizen health information for the better service
of the citizen when in need of medical treatment. EU and other countries should
be urged to find solutions, impose policies and standards as to implement EHR at
national and international levels. Furthermore, in this chapter the main security is-
sues are presented, the EU directives and legislations in data protection and privacy
from the use of EHR are considered, and proposed solutions are analyzed. Finally,
it is underlined once more why EHR should remain a safe tool.

In Chapter 6, we demonstrate practical technical solutions being developed by
the eHealth laboratory of the University of Cyprus where I participate as member



1.4. Thesis organization 11

of the development team. The specific project that undertook this task is funded
by EU and the outcomes become available to all EU countries and are expected to
follow them for developing their local systems. In this chapter it is argued that there
is a huge need for open source software solutions in the healthcare domain, given
the flexibility, interoperability and resource savings characteristics they offer. In this
context, our eHealth Lab undertook the development of three open source libraries.
Specific Enablers (SEs) for eHealth applications were developed under the Euro-
pean project titled ‘Future Internet Social and Technological Alignment Research’
(FI-STAR) were funded under the ‘Future Internet Public Private Partnership’ (FI-
PPP) program. The three SEs developed under the EHR Application Support Ser-
vice Enablers (EHR-EN) correspond to, firstly an EHR enabler (EHR SE). Secondly, a
patient summary enabler based on the EU project European patient Summary Open
Source services (epSOS SE) supporting patient mobility and the offering of inter-
operable services. Lastly, a Picture Archiving and Communications System (PACS)
enabler (PACS SE) based on the dcm4che open source system for the support of
medical imaging functionality. The EHR SE follows the HL7 Clinical Document
Architecture (CDA) V2.0 and supports the Integrating Healthcare Enterprise (IHE)
profiles (awarded in Connectathon 2015). The work was completed and focuses on
the validation and evaluation scenarios for the proving and demonstration of the
usability, applicability and adaptability of the proposed enablers.

In Chapter 7 and 8, we introduce the EU funder project eENERCA in which the
eHealth Laboratory of the University of Cyprus was one of the main partners. This
project gave us the opportunity to apply for the first time the methodology we intro-
duced, and the technical solutions developed in the previous chapters, for building
a Registry for major rare anaemias (RA) at EU level and beyond, interoperable, and
citizen centered. Chapter 7 is dealing mainly with the theoretical issues involved;
whereas Chapter 8 describes the implementation, functionality, and benefits gained.
In more detail, the electronic registry system for the purposes of the rare congenital
conditions that require lifelong follow up and treatment is presented. The main ob-
jective of the eRegistry focusses on the prevention of major RAs by facilitating the
access, at a European level, to the best genetic counselling, diagnosis and clinical
management of the patients with RA independently of their country of origin. This
has been achieved by promoting an extension of the full EHR system and specifi-
cally, the electronic registries for RAs, across Europe for the purposes stated hence
promoting service development for the benefit of patients. The eRegistry is serving
as an epidemiological tool and improves the management of patient services and
ultimately improves patient care and monitoring (ENERCA, 2013).

In Chapter 9, we illustrate an approach for achieving more effective teaching
of eHealth for undergraduate/postgraduate students and healthcare professionals.
Emphasis is given in ascertaining the measures of success for teaching, learning, and
practicing eHealth. It is also aimed to better prepare medical students to endure in
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modern, technology-enabled, clinical environments. This chapter offers a new in-
sight into the methodology of teaching eHealth by integrating eLearning tools at
the medical undergraduate level, the postgraduate level and at the level of continu-
ous professional education (CPE) in highly demanding clinical environments such
as that of critical care. Many and significant challenges are posed to a healthcare
profession student today, at both undergraduate and postgraduate levels, as one is
required to learn and practice or even design the modern and technology-rich clin-
ical environment. Even more challenges are faced by healthcare professional that
are responsible for "real patients" and require taking decisions on the job and occa-
sionally under high pressure. Such decisions must be based on accurate and reliable
data, complete and readily available. Conclusively, we discuss prospects of learn-
ing and practicing eHealth, the challenges in integrating innovative IT technologies
to eLearning and the concept of embedding those processes to a real time assess-
educate-assess cycle that uses real time data analytics and advanced micro-learning
tools to optimize outcome.
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