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6FA U LT D E T E C T I O N A N D I S O L AT I O N F O R
B I M O D A L S Y S T E M S

abstract: We consider the problem of fault detection and identification for
continuous bimodal piecewise-linear systems. Failures are modeled as disturbances from
the nominal model and geometric techniques are employed to derive conditions under
which one can detect and isolate faults. In addition, we discuss how an asymptotic
observer can be designed by using the results of this chapter in combination with the
existing results on observer design for bimodal systems. This chapter is based on the
paper [Everts et al., 2016].

6.1 introduction

Fault detection and isolation (FDI) is an active area of research
in control theory, due to the essential requirement of high
reliability for many applications of control systems. Various
types of FDI techniques have been proposed for linear systems
and for some classes of nonlinear ones, see the comprehensive
survey papers [Frank, 1990; Hwang et al., 2010; Isermann, 2006;
Isermann and Bailé, 1997]. On the other hand, research on the
FDI problem for hybrid and switched systems, and in particular
for piecewise linear systems, has been less intensive and fruitful
(see [Balluchi et al., 2002; Cocquempot et al., 2004; Narasimhan
et al., 2000; Wang et al., 2009]).

In this chapter, we use the classical geometric control theory
framework to investigate the problem of fault detection and
isolation for bimodal piecewise linear systems. Our approach
is inspired by the ideas pioneered in [Massoumnia, 1986a],
where several formulations of the fault detection and isola-
tion problem were stated and solved in geometric terms. As
in [Massoumnia, 1986a], we consider the problem of how to
define functions (called residuals in the following) of the system
variables that are zero if no fault is present, and nonzero if a
fault occurs. If the residual is nonzero, i.e. if a fault is affecting
the system, the directional properties of such residuals give in-
formation on the type of failure. We give a sufficient condition
for the residuals to provide sufficient information to solve the
fault detection and isolation problem.

This chapter is organized as follows. We introduce the FDI
problem in Section 6.2, by reviewing the FDI problem for linear
systems. In Section 6.3 we consider the FDI problem for contin-
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6 . fault detection and isolation for bimodal systems

uous piecewise-linear systems with two modes and state our
main result in Theorem 6.8. We conclude the chapter in Section
6.4.

6.2 fault detection and isolation

To introduce the problem of fault detection and isolation (FDI)
we first review the formulation of the FDI problem for linear
systems as treated in [Massoumnia, 1986a]. Consider the linear
system described by

ẋ(t) = Ax(t) + Bu(t) +
k

∑
i=1

Fimi(t) (6.1a)

y(t) = Cx(t), (6.1b)

with state x(t) ∈ Rnx , input u(t) ∈ Rnu , output y(t) ∈ Rny ,
fault modes mi(t) ∈ R fi for i ∈ Ik, and matrices A, B, C and
Fi of appropriate sizes. This system consists of a nominal plant
described by (A, B, C) and by additional terms associated with
the matrices Fi, the fault signatures. By choosing the Fis one can
model different kind of faults. For example, by setting F1 = Bj,
where Bj is the j-th column of the input matrix B, the effect
of a complete failure of the j-th actuator can be modeled by
letting m1 = −uj. A biased actuator can be modeled by setting
m1(·) to be a constant function. Other types of faults (including
changes in the system dynamics represented by the matrices
A) can be accommodated in this framework too; see section
III of [Massoumnia, 1986a] for more details. Without loss of
generality we can assume that the Fis have full column rank
and define

F :=
[
F1 F2 · · · Fk

]
.

In order to detect and identify faults, we define a Luenberger
observer for the linear system (6.1)

˙̂x(t) = Ax̂(t) + Bu(t)− K(y(t)− ŷ(t)) (6.2a)

ŷ(t) = Cx̂(t) (6.2b)

where the observer state x̂ and output ŷ are of the same di-
mensions as x and y respectively, and K is a to-be-designed
nx× ny-matrix. In addition, for this observer we define residuals
ri by

ri(t) := Di(y(t)− ŷ(t)) i ∈ Ik, (6.3)
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6.2 fault detection and isolation

where D1, D2, . . . , Dk are to-be-designed ny × ny-matrices. In
order to detect and identify faults, we want the ith residual to
be nonzero exactly when the ith fault occurred.

Definition 6.1 The observer (6.2), (6.3) is a fault detector for
system (6.1) if the following property holds whenever x(0) =
x̂(0): ri(t) = 0 for all t > 0 if and only if mi(t) = 0 for almost
all t > 0.

Remark 6.2 The assumption x(0) = x̂(0) corresponds to the
observer being initialized with the correct value of the actual
plant state. In practice, a stability requirement on the observer
needs to be added to guarantee that the error e(t) = x(t)− x̂(t)
converges to zero asymptotically. A discussion of such generic
and more realistic case is given in Remark 6.11 below.

Clearly, a necessary condition for the existence of a fault de-
tector for a linear system is that the fault matrix F should have
full column rank, otherwise there would be no possibility of dis-
tinguishing faults that differ by elements in ker F. Furthermore,
to make sure that a nonzero mi has an effect on the output y,
the transfer matrix C(sI − A)−1Fi has to be left-invertible.

Before we state the main result for the FDI problem for linear
systems, we define the following notions of separability and
compatibility and present a proposition which connects these
two notions. A collection of subspaces {Ti}N

i=1 is called output
separable if

CTi ∩
(

∑
j 6=i

CTj

)
= {0} (6.4)

for i ∈ IN (see also formula (8) in [Massoumnia, 1986a]). We call
a collection of (C, A)-invariant subspaces {Ti}N

i=1 compatible if
they admit a common friend, i.e., there exists a map K ∈ Rnx×ny

such that

(A + KC)Ti ⊆ Ti, (6.5)

for all i ∈ IN .

Proposition 6.3 ([Massoumnia, 1986a, Lemma 2]) A set of out-
put separable (C, A)-invariant subspaces {Ti}N

i=1 is compatible.
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6 . fault detection and isolation for bimodal systems

We present the following variation on Theorem 3 in [Mas-
soumnia, 1986a], using the notion of fault detectors.

Theorem 6.4 If C(sI − A)−1Fi is left-invertible for i ∈ Ik and the
subspaces {T ∗(Fi, C, A)}k

i=1 are output separable, then the system
(6.1) has a fault detector of the form (6.2), (6.3).

Proof. Define T ∗i := T ∗(Fi, C, A), for i ∈ Ik. From the as-
sumption of output separability it follows from Proposition 6.3
that there is a map K that satisfies (A + KC)T ∗i ⊆ T ∗i for all
i ∈ Ik. Furthermore, output separability guarantees that we can
choose maps Di such that Diy = y for y ∈ CT ∗i and Diy = 0
for y ∈ CT ∗j whenever j 6= i, for i, j ∈ Ik. We will show that
with this choice of D1, D2, . . . , Dk and K the observer (6.2) is a
fault detector for system (6.1).

Denote by e := x− x̂ the error signal; its dynamics is given
by

ė(t) = (A + KC)e(t) +
k

∑
i=1

Fimi(t). (6.6)

Since we assume that e(0) = x(0)− x̂(0) = 0, the error e(t) will
stay in the subspace 〈A + KC | im F〉 for all t > 0. For a given
i ∈ Ik, we write e(t) = ei(t) + ẽi(t) where ei and ẽi respectively
satisfy

ėi(t) = (A + KC)ei(t) + Fimi(t) (6.7)
˙̃ei(t) = (A + KC)ẽi(t) + ∑

j 6=i
Fjmj(t) (6.8)

with ei(0) = ẽi(0) = 0. By the choice of K it follows that
T ∗j = 〈A + KC | im Fj〉 for all j, and consequently

ẽi(t) ∈ 〈A + KC | ∑
j 6=i

im Fj〉 = ∑
j 6=i
〈A + KC | im Fj〉

= ∑
j 6=i
T ∗j ⊆ ker DiC

for all t. Therefore, ri(t) = DiCei(t) + DiCẽi(t) = DiCei(t) and
ri can thus be interpreted as an output of the linear system
given by (6.7). Hence, if mi(t) = 0 for almost all t > 0, then
from (6.7) and ei(0) = 0 we see that ei(t) = 0 for all t > 0, and
as a result ri(t) = DiCei(t) = 0 for all t > 0.

On the other hand, by using the identity

(sI − X)−1 − (sI −Y)−1 = (sI − X)(X−Y)(sI −Y)−1,
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6.3 fault detection and isolation for bimodal systems

it can be verified that

C(sI − A− KC)−1Fi =

(I − C(sI − A− KC)−1K)C(sI − A)−1Fi.

Since C(sI − A)−1Fi and I − C(sI − A− KC)−1K are both left-
invertible, so is C(sI − A− KC)−1Fi. Because Diy = y for all
y ∈ CT ∗i = C〈A + KC | im Fi〉, we have that DiC(sI − A −
KC)−1Fi = C(sI − A− KC)−1Fi. Therefore, the transfer matrix
from mi to ri is left-invertible. Consequently, if ri(t) = 0 for all
t > 0, then mi(t) = 0 for almost all t > 0.

Hence, this choice of D1, D2, . . . , Dk and K results in a fault
detector for system (6.1). �

6.3 fault detection and isolation for bimodal sys-
tems

We now consider the FDI problem for continuous piecewise-
linear systems with two modes. Such systems are described by

ẋ(t) =


A1x + Bu +

k

∑
i=1

Fimi if cTx 6 0

A2x + Bu +
k

∑
i=1

Fimi if cTx > 0

(6.9a)

y = Cx, (6.9b)

where Aj ∈ Rnx×nx for j = 1, 2, c ∈ Rnx , and x, y, u, mi, B, C
and Fi are as before. We assume that the right-hand side of
(6.9a) is continuous in x, which is equivalent to saying that A1
and A2 satisfy

A1 − A2 = hcT (6.10)

for some h ∈ Rnx . Without loss of generality we can assume
that every fault signature Fi has full column rank and we define

F :=
[
F1 F2 · · · Fk

]
m :=

[
mT

1 mT
2 · · · mT

k
]T .

Similar to the linear case, we aim at designing a Luenberger-
type observer that produces a residual signal which provides
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6 . fault detection and isolation for bimodal systems

information about the presence and the nature of failures on
the basis of the inputs and outputs of the plant. The dynamics
of the to-be-designed observer are

˙̂x =

{
A1 x̂ + Bu− K(y− ŷ) if cT x̂ 6 0

A2 x̂ + Bu− K(y− ŷ) if cT x̂ > 0
(6.11a)

ŷ = Cx̂ (6.11b)

ri = Di(y− ŷ), ∀i ∈ Ik, (6.11c)

where x̂ ∈ Rnx , ŷ ∈ Rny , ri is the ith residual, and K ∈ Rnx×ny

and Di ∈ Rny×ny are design parameters. Analogously to the
linear case, we call observer (6.11) a fault detector for system
(6.9) if the following holds whenever x(0) = x̂(0): ri(t) = 0 for
all t > 0 if and only if mi(t) = 0 for almost all t > 0.

To study the dynamics of the residuals, we define the error
by e(t) := x(t)− x̂(t). The dynamics of e depends on both the
mode of the system (6.9) and the mode of the observer (6.11),
and hence has four modes, described by:

ė =



(A1 + KC)e + Fm if cTx 6 0, cT x̂ 6 0

(A1 + KC)e + hcT x̂ + Fm if cTx 6 0, cT x̂ > 0

(A2 + KC)e− hcT x̂ + Fm if cTx > 0, cT x̂ 6 0

(A2 + KC)e + Fm if cTx > 0, cT x̂ > 0.

(6.12)

We now define some subspaces that play a similar role as the
subspaces T ∗(Fi, C, A) for the linear system FDI situation:

Z j
0 := T ∗(Aj, C, im h) (6.13a)

Z j
i := T ∗(Aj, C, im Fi) (6.13b)

W j
i := T ∗(Aj, C, im

[
h Fi

]
) (6.13c)

for j = 1, 2 and i ∈ Ik. In these subspaces, we treat h analo-
gously to a fault signature; this will enable us to distinguish
between mode-switching and faults. Firstly, we show that some
of these subspaces coincide.

Proposition 6.5 Let Z j
i and W j

i be as in (6.13a)-(6.13c). Then

Z1
0 = Z2

0 and W1
i = W2

i for i ∈ Ik. Moreover, Z j
0 ⊆ W

j
i and

Z j
i ⊆ W

j
i for j = 1, 2 and i ∈ Ik.
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6.3 fault detection and isolation for bimodal systems

Proof. Since Z1
0 is (C, A1)-invariant, there exists a map K ∈

Rn×p such that (A1 + KC)Z1
0 ⊆ Z1

0 . From equation (6.10) it
follows that for any z ∈ Z1

0 we have

(A2 + KC)z = (A1 + KC− hcT)z

= (A1 + KC)z− hcTz

∈ Z1
0 ,

since Z1
0 is invariant under A1 + KC and contains h. It follows

that Z1
0 is also (C, A2)-invariant, and since Z2

0 is the smallest
(C, A2)-invariant subspace containing im h, we conclude that
Z1

0 ⊆ Z2
0 . A symmetric argument proves the converse inclusion,

and hence we conclude that Z1
0 = Z2

0 . The equalityW1
i =W2

i
can be proved in an analogous manner.

The inclusions Z j
0 ⊆ W

j
i and Z j

i ⊆ W
j
i , for j = 1, 2 and

i ∈ Ik, follow from the definition of the subspaces, and from
the fact that im h and im Fi are both contained in im

[
h Fi

]
. �

In light of the result of Proposition 6.5, in the following
we denote the subspaces W1

i = W2
i simply by Wi for i ∈ Ik,

and the subspace Z1
0 = Z2

0 by Z0. Next, we show that under
the assumption ker C ⊆ ker cT, the subspaces Z1

i and Z2
i also

coincide.

Proposition 6.6 If ker C ⊆ ker cT, then Z1
i = Z2

i for i ∈ Ik.

Proof. We first prove that Z1
i is (C, A2)-invariant. Since ker C ⊆

ker cT, we have hcT |ker C= {0}. Hence, using A2 = A1 − hcT

we see that

A2(Z1
i ∩ ker C) = (A1 − hcT)(Z1

i ∩ ker C)

= A1(Z1
i ∩ ker C)

⊆ Z1
i ,

where the last inclusion follows from the fact that Z1
i is (C, A1)-

invariant. Consequently, Z1
i is (C, A2)-invariant; moreover, it

contains im Fi. Since Z2
i is the smallest such subspace, it follows

that Z2
i ⊆ Z1

i . An analogous argument proves that Z2
i is also

(C, A1)-invariant, and consequently Z1
i ⊆ Z2

i . The claimed
equality follows. �

When under the assumption of Prop. 6.6, the subspace Z1
i =

Z2
i will be denoted by Zi. The output separability of the sub-

spaces {Z1
i }k

i=0 (or {Z2
i }k

i=0) has some important consequences.
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6 . fault detection and isolation for bimodal systems

Proposition 6.7 If {Z1
i }k

i=0 and {Z2
i }k

i=0 are output separable,
then Wi = Z

j
0 + Z

j
i , for j = 1, 2 and i ∈ Ik. Moreover, the sub-

spaces {Wi}k
i=1 are compatible.

Proof. We prove the claim for j = 1, the case j = 2 being
completely analogous. From the inclusions Z1

0 ⊆ W1
i and

Z1
i ⊆ W1

i , i ∈ Ik proved in Proposition 6.5 conclude that
Z1

0 +Z1
i ⊆ Wi for i ∈ Ik.

Using Proposition 6.3 we conclude that {Z1
i }k

i=0 have a com-
mon friend K. Since (A1 + KC)Z1

i ⊆ Z1
i , i = 0, 1, . . . , k, it

follows that (A1 + KC)(Z1
0 +Z1

i ) ⊆ (Z1
0 +Z1

i ). Consequently
Z1

0 + Z1
i is a (C, A1)-invariant subspace for i ∈ Ik. Note that

Z1
0 + Z1

i contains im h and im Fi, and that Wi is the smallest
(C, A1)-conditioned invariant with this property; it follows that
Z1

0 + Z1
i ⊇ Wi, and hence Wi = Z1

0 + Z1
i for i ∈ Ik. Since K

is a common friend of the subspaces {Wi}k
i=1, the subspaces

{Wi}k
i=1 are compatible. �

In the proof of the following theorem, which is the main
result of this chapter, we treat state-switching analogously to a
fault occurrence, with fault signature h.

Theorem 6.8 Consider system (6.9), and assume ker C ⊆ ker cT.
If C(sI−A)−1Fi is left-invertible for all 1 6 i 6 k and the subspaces
{Zi}k

i=0 in (6.13a)-(6.13b) are output separable, then there exists a
fault detector of the form (6.11) for system (6.9).

Proof. By Proposition 6.3 the subspaces {Zi}k
i=0 are compatible;

let K be a common friend for these subspaces. For each i ∈ Ik
let the map Di be such that Diy = y for y ∈ CZi and

CZj ⊆ ker Di (6.14)

for j = 0, 1, . . . , k with j 6= i. We show that with this choice of
D1, D2, . . . , Dk and K, the observer (6.11) is a fault detector for
system (6.9).

Given a initial state x0, an input u(·) and a fault signal m(·),
the trajectories of x and x̂ are known and can be used to the
define the following function:

θ(t) :=



0 if cTx(t) 6 0, cT x̂(t) 6 0

cT x̂(t) if cTx(t) 6 0, cT x̂(t) > 0

cTx(t) if cTx(t) > 0, cT x̂(t) 6 0

cT(x̂(t)− x(t)) if cTx(t) > 0, cT x̂(t) > 0.
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6.3 fault detection and isolation for bimodal systems

Using θ(t), we can rewrite the error dynamics (6.12) as

ė(t) = (A1 + KC)e(t) + hθ(t) + Fm(t). (6.15)

Hence, the error e can be seen as a solution of a linear system
with inputs θ and m. Furthermore, for a given index i ∈ Ik we
can write the error e as e = ei + ẽi, where ei is the part of the
error that corresponds to the effects of fault mi, with ei and ẽi
satisfying

ėi(t) = (A1 + KC)ei(t) + Fimi(t) (6.16)

˙̃ei(t) = (A1 + KC)ẽi(t) +
k

∑
j=1
j 6=i

Fjmj(t) + hθ(t) (6.17)

and ei(0) = ẽi(0) = 0. We write F0 = h and note that from the
choice of K it follows that

ẽi(t) ∈ 〈A + KC |
k

∑
j=0
j 6=i

im Fj〉

=
k

∑
j=0
j 6=i

〈A + KC | im Fj〉 =
k

∑
j=0
j 6=i

Zj

⊆ ker DiC,

for all t. Therefore, ri(t) = DiCei(t) + DiCẽi(t) = DiCei(t) and
ri can thus be seen as an output of the linear system described
by (6.16).

Suppose that mi(t) = 0 for almost all t > 0. Then from (6.16)
and ei(0) = 0 we see that ei(t) = 0 for all t > 0, and hence
ri(t) = DiCei(t) = 0.

On the other hand, by using the identity

(sI − X)−1 − (sI −Y)−1 = (sI − X)(X−Y)(sI −Y)−1

for two square matrices X and Y, we conclude that

C(sI − A1 − KC)−1Fi =

(I − C(sI − A1 − KC)−1K)C(sI − A1)
−1Fi.

Since both I − C(sI − A1 − KC)−1K and C(sI − A1)
−1Fi are

left-invertible as rational matrices, so is C(sI − A1 − KC)−1Fi.
The choice of Di guarantees that the transfer function DiC(sI−
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6 . fault detection and isolation for bimodal systems

A1−KC)−1Fi equals C(sI− A1−KC)−1Fi and is therefore left-
invertible as well. Consequently, if ri(t) = 0 for all t > 0, then
mi(t) = 0 for almost all t > 0. �

Remark 6.9 The assumption that ker C ⊆ ker cT implies that
cT = hTC for some vector h. Consequently, the mode that the
system is in at time t can be determined based on the output
y(t).

Remark 6.10 If all the fault signals are scalar, i.e. fi = 1 for all
i, then all the Fis are vectors. In this case left-invertibility of
C(sI − A1− KC)Fi is equivalent with input observability of the
system given by (6.16) with output Cei. Furthermore, if

{0} = im Fi ∩ ker C,

for i ∈ Ik, then using Algorithm 4.1.1 p. 202 of [Basile and
Marro, 1992] we conclude that Z j

i = im Fi, i ∈ Ik, j = 1, 2,
in which case the assumption ker C ⊆ ker cT is not needed
in Theorem 6.8 since Z1

i = Z2
i is already satisfied for all i =

0, 1, . . . , k.

Remark 6.11 In the generic case e(0) 6= 0 the issue of the
asymptotic stability of the observer comes into play: the gain K
must not only be a common friend of the Zi but also guarantee
that e(t) → 0 as t → 0 in the absence of faults. Then, if (the
norm of) ri(t) is above a certain threshold, one can observe
that a fault has occurred. The following sufficient condition for
the existence of asymptotic observers for bimodal systems has
been proved in [Juloski et al., 2007].

Proposition 6.12 Consider the plant (6.9) with m(·) = 0, and the
observer (6.11). If there exist matrices P = PT > 0, K, M, and
λ, µ ∈ R with λ > 0, µ > 0 such that[

X11 X12
X21 X22

]
6 0, (6.18)

88



6.4 conclusions

where

X11 := (A1 + KC)TP + P(A1 + KC) + µIn

X12 := −PhcT +
λ

2
(c− CTM)cT

X21 := XT
12

X22 := −λccT,

then the error dynamics (6.12) is globally asymptotically stable in
the sense of Lyapunov.

To apply Proposition 6.12 in the setting for FDI described in
the previous section, the stabilizing observer gain K solving the
matrix inequality (6.18) must also be a common friend of the
subspaces {Zi}k

i=0. Replacing K in (6.18) by a parametrization
of the common friends of the Zi, one finds a bilinear matrix
inequality since it contains products of the indeterminates.
This results in a non-convex optimization problem. However,
such bilinear matrix inequalities can be sub-optimally solved
(i.e. local optima can be computed) for instance by employing
standard LMI solvers, e.g. Yalmip (see [Löfberg, 2004]).

6.4 conclusions

We have illustrated a geometric approach to the design of
fault detection systems for a class of bimodal piecewise-linear
systems. Sufficient conditions (Theorem 6.8) have been given
for the existence of an observer that produces residuals that are
sufficiently informative about the fault. A method for finding
an asymptotic observer based on bilinear matrix inequalities
has been discussed. Extension of the ideas and results towards
multi-modal piecewise linear systems is a possible research
direction.

In the next chapter we continue with the FDI problem for a
class of linear dynamical systems defined over an undirected
graph.
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