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10.  The PerformaTiviTy, resisTance and 
PoliTics of smarT grids 

‘A smarter grid applies technologies, tools and techniques  
available now to bring knowledge to power – knowledge  

capable of making the grid work far more efficiently...’1

10.1 introduction

A smart grid is about the delivery of power, but there is power in and behind a 
smart grid as well.2 Perhaps less visible and more diffuse than in the old “dumb” 
electricity grid, but there nevertheless. This chapter takes stock of the current politics 
on smart grids through the insights on power from the French philosopher Michel 
Foucault.3 With the help of Foucault, it becomes possible to question the notion 
that smart grids are a win-win option for all parties involved, and, in particular, the 
idea that a decentralization of electricity production leads to a democratization of 
the electricity grids. To make this argument this chapter, firstly, shifts the focus from 
electricity towards an understanding of smart grids as an infrastructure that gathers, 
analyses and problematizes consumption data. Smart grids are about knowledge as 
much as they are about electricity, which opens them up to a Foucauldian reflection 
on the power/knowledge nexus. Secondly, while smart grids are favored to increase 
consumer choice, in reality they enable a political economy geared towards a 
particular way of life by organizing the circulation of electricity towards a specific 
pro-environmentally oriented consumer. These arguments for pro-environmental 
consumer behavior and demand side management (DSM) will be questioned below 
with Foucault’s idea that power is exercised through the ‘conduct of conduct’ and the 
securing of freedom. 

Together these two points lead to an understanding of energy security as an accepted 
and productive form of security. A form of security that is geared to the conservation of 
a particular highly electrified way of life, one that pushes for technological innovation 
and investments in smart grids and creates particular vulnerable subjects. For the 
thesis, this example on smart grids offers an alternative reading of energy security. The 
smart grids example shows how energy security is widely accepted, but while pushing 
for the development of smart grids, is undergoing a transformation itself. From a 
mercantilist state centric security of supply argument, energy security within smart 

1 The U.S. Department of Energy n.d., 3.
2 An abbreviated version of this chapter appeared in Beaulieu, A., J. de Wilde, J.M.A. Scherpen (eds.) 2016 

Smart Grids from a Global Perspective: Bridging Old and New Energy Systems. Springer Publishers.
3 Foucault 2007; Foucault 2008.
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grids is shifting into a resilient understanding of energy security. No longer is access 
for all at all times the core value, but the stability of the grid for the benefit of the most 
is turning into the core organizing principle of new smart electricity grids. To make 
this argument, this chapter builds on the insights from critical sociological research 
on the position of consumers within smart grids, smart meters and smart homes.4 
This literature itself builds on insights on consumption and sustainability, and while 
these are obviously critical in orientation, they are not explicitly Foucauldian.5 
Research using an explicit Foucauldian approach in relation to electricity often focus 
on general infrastructure development.6 In relation to smart grids, Foucault has 
only recently been used to reflect upon the eco-friendly nudging of consumers, the 
agency of and governing through smart meters, and the governing behind the coding 
of smart grids.7 

The chapter will continue by introducing smart grids in chapter 10.2 through 
a brief sketch of the reasons that are offered for the construction and development 
of them. Chapter 10.3 moves to the politics of smart grids and the range of choices 
behind it. Chapter 10.4 briefly discusses Foucault’s later work and his understanding 
of power. Chapter 10.5 highlights the close connection between power/knowledge 
by discussing the exclusions behind the visualizations and discourses around smart 
grids. It also discusses issues of expertise and the creation of particular subjectivized 
consumers. The subsequent chapter 10.6 shifts to the actual apparatus that is installed 
to govern such a particular eco-friendly, monetary rationalized consumer with the 
help of Foucault’s concept of governing as the ‘conduct of conduct’. Chapter 10.7 
discusses the role of risk and resilience in securing the organized freedom of smart 
grids. Chapter 10.8 reflects on the decentralization behind smart grids in relation 
to democratization. It argues for centralizing tendencies of information within the 
decentralization of production. The last chapter concludes by arguing for a shift from 
the current technical-economic debate on smart grids into a political debate that 
moves beyond privacy considerations alone.

10.2 The solution offered by smart grids

Smart grids roughly entail the utilization of ICT infrastructure to organize the 
production, distribution and consumption of electricity. Irrespective how one defines 

4 Darby 2010; Hargreaves, Nye, and Burgess 2010; Darby and McKenna 2012; Balta-Ozkan et al. 2013; 
Geelen, Reinders, and Keyson 2013; Hargreaves, Nye, and Burgess 2013; Schick and Winthereik 2013; 
Verbong, Beemsterboer, and Sengers 2013; Batel and Devine-Wright 2014; Goulden et al. 2014; Naus 
et al. 2014.

5 Miller and Rose 1997; Rutherford 2007; Spaargaren and Mol 2008; Thaler and Sunstein 2008; Shove 
2010; Shove and Walker 2010.

6 Graham and Marvin 1996; Collier 2011.
7 Respectively, Hargreaves 2010; Marres 2011; Klauser 2013; Klauser, Paasche, and Söderström 2014.
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smart grids, a shared understanding is that the electricity grid and ICT infrastructure 
are linked through smart meters and (automated) switches. The high-voltage grids 
and their interconnections rely on smart metering, as do the micro and low-voltage 
smart grids in order to combine and organize local decentralized production, 
storage capacity and variable consumption based on price incentives. In addition, 
on a household level smart meters and their data enable the further integration 
and communication between consumer applications.8 All of these rely on smart 
meters for the nonstop measurement of, and two-way communication about the 
actual production and consumption of electricity on all levels of the grid. Without 
smart meters to measure and communicate the constant flow of electricity it is not 
possible to use algorithms to automatically control, protect, record, and ultimately, to 
optimize the grids, whether at the supply, transmission or demand side.9 Moreover, 
based on the information from smart meters and a further fusion of information and 
communication technology into the electricity grid it becomes possible to act at a 
distance based on real time information. 

Smart grids are seen as the solution for a range of issues in high-energy consuming 
countries (and developing countries as well), including a necessary modernization of 
the existing grid, climate change and security of supply concerns.10 In terms of the 
modernization, smart grids are deemed necessary because the current electricity grid 
are old and largely pre-date the information revolution. On average the electricity 
networks, especially the high voltage lines, have seen little change in the last 10 to 15 
years, irrespective the growing overall demand for electricity and the recent increase 
of electrified transport and heating in particular.11 In fact, most of the European 
high voltage cables are over 40 years old and are reaching the end of their lifespan.12 
Similarly, over half of Europe’s coal and nuclear power stations are over 30 years old.13 
In the coming years, both the grid and half of the baseload generation capacity are 
in need of an upgrade. These aging assets alone would justify a modernization of the 
electricity grids, yet they do not justify the evolution into a smart grid per se. It is for 
example a very real possibility for the current grids to refer back to ‘copper plating’: 
to add capacity by putting more copper in the ground. The continuing quest to reduce 
redundancy in the grids and increase efficiency and cost-effectiveness, however, 
heavily structures the debate about smart grids and explains why copper plating is 
questioned as the best way to modernize the grid.

8 Balta-Ozkan et al. 2013.
9 IEEE n.d.
10 European Commission 2005, 13; Battaglini et al. 2009, 913; Darby and McKenna 2012, 761; IEA 2013, 9; 

European Commission 2011.
11 Battaglini et al. 2009, 913; Darby and McKenna 2012, 761.
12 IEA 2013, 9; Battaglini et al. 2009, 913; European Commission 2005, 13.
13 IEA 2013, 9.
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In addition to a modernization, smart grids are constructed to cope with climate 
change and security of supply concerns based on three desires: a reduction in demand, 
a reduction of CO2 emissions and an increasing resilience against extreme weather 
events. First, climate change concerns lead to a search for an overall reduction in energy 
demand. This position is often summarized with the logic of the Trias Energetica: 
to prevent climate change, reduce overall demand, then increase Renewable Energy 
Sources (RES), and lastly, if you have to use fossil fuels do so as efficient as possible. 
Smart grids are seen as a particular good option to help manage all three aspects of 
the Trias Energetica. They are expected to help integrate RES (see below), increase 
efficiency and reduce overall demand by enabling a process called Demand Side 
Management (DSM). This latter process builds on the real-time knowledge of and 
two-way communication between consumers, transmission operators and producers 
that is provided by smart grids and which is expected to make people aware of what 
they use, when, where, on what and at what cost, financially and environmentally. 
Together with flexible pricing the hope is that DSM will not only shift peak loads 
(demand of end-consumers), but also reduces the demand for electricity on a 
structural basis. 

Second, there is a push for more renewable energy sources to minimize CO2 
emissions – which in line with the 2014 IPCC report should be read as striving for 
negative emissions.14 While the increase in renewable energy from solar and wind 
proves beneficial for the climate and offers a solution to the potential peak fossil fuel 
argument, the introduction of more renewable energy sources and an increase in 
new loads on an already strained grid, like electric vehicles and heat pumps, comes 
with the intermittent and distributed nature of these resources and appliances. This 
challenges the Western electricity grids on both an operational level, a planning 
level and a financial level.15 Operationally, the variability of wind and solar 
sources needs to be incorporated in the grid, meaning that the grid needs to be 
able to deal with drastically shifting load curves. A challenge that is complicated 
by the geographically dispersed location of the production sites, which are either 
located far away from urban regions (connection) or produced through many small 
scale production units in local neighborhoods (coordination). Financially, the 
marginal cost-free energy production of renewables provides a downward pressure 
on wholesale electricity prices and hence provides a disincentive for investments in 
large baseload generation like gas, coal and nuclear. Without these investments the 
available back-up capacity is reduced, which, on the short term, could endanger the 

14 Bruckner et al. 2014, 58.
15 IEA 2013, 7–9; see also: Römer et al. 2012.
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stability of the electricity system.16 Together with fears of more extreme weather 
events and patterns, this leads to the third appeal based on climate change: a call 
for more resilient electricity grids that are better able to resist such extremes while 
simultaneously also able to minimize the adverse effects in the event that the grids 
are compromised nonetheless (e.g. decentralized production).

To cope with these challenges of higher variability and geographically dispersed 
electricity supply, while increasing the resilience of the grid as a whole, smart grids 
with their decentralized production and storage are the preferred but not the only 
option. An alternative could be to curtail the variability of supply during stress 
moments, to reduce the amount of RES, invest in copper plating, or to create capacity 
markets that support back-up capacity. Each of these options has its downsides in 
terms of social acceptability, financial costs and environmental impact. A smarter 
grid offers a convincing solution to many of, if not all the issues that are currently 
related to electricity production and consumption – including to those that result 
from the smart grid – and is sold as a no-regrets option that is beneficial for all.17 
Specific reference is often made to consumers who are said to face less disruptions and 
have more insight in their usage and thus their costs; generators, who are better able 
to optimize their production in line with actual demand; utility (service) companies, 
who are able to target customers with individualized offers, have the option to 
create and sell new products, and can reduce fraud and theft; and transmission 
and distribution operators, who are better able to optimize their grids and reduce 
downtimes; even if that necessitates the shutdown of loads. In fact, one of the few 
strong arguments against smart meters and smart grids is privacy.18 While privacy 
concerns slow down the distribution of smart meters, as happened in the Netherlands 
for instance, the academic, commercial and political support for smart grids is strong.

A major promoter is the European Union. In its 20/20/20 directive, the EU has 
obligated itself to increase the use of renewable energy and thus implicitly accepted 
an increased variability in the grid.19 It thus requires itself to deal with the resulting 
challenges, which it does along a two-track approach. The first track centers on the 
creation of a so-called “super-grid”, which aims to create a European wide high 
voltage grid through the construction of interconnectors in order to integrate the 

16 IEA 2013, 8. The IEA discusses these challenges against a background of ‘power system reliability’, which 
it explains by referring to ‘adequacy’ (meeting aggregate power requirements, now and in the future), 
‘system security’ (the ability to cope with disruptions), and ‘fuel security’ (access to fuel supplies needed 
for electricity generation).

17 Clastres 2011, 5401; Ngar-yin Mah et al. 2012, 133; El-hawary 2014, 241.
18 Cavoukian, Polonetsky, and Wolf 2010; Cuijpers and Koops 2013; Brown 2014.
19 European Parliament 2007; Commission of the European Communities 2008; European Commission 

2010b.
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various regional markets in Europe.20 According to Blarke & Jenkins, the proven 
technology behind this option makes such a super-grid the most viable option for the 
European Commission.21 However, while the second track is more challenging, the 
Commission also sees the development of smart grids as more promising. Already 
in 2006, a year before the 20/20/20 targets, the EU, by way of the Energy Efficiency 
Directive, required member states to encourage the spread of smart meters.22 A call 
that has been formalized since, and, pending a cost-benefit analysis, should lead to an 
80% European dispersal rate of smart meters by 2020.23

Now in terms of what smart grids precisely are, the literature is less clear. Largely 
because the field and the grids themselves are in an early stage of development. 
There are ideas about what direction to take and early real-life experiments, but 
the smart grids as such have not yet materialized in full. Clearly, smart grids build 
on the combination of ICT and electricity grids, but its extent and organization 
remain open. The earliest mentioning of smart grids, smart homes and automated 
metering can be traced to the 1930s with an upsurge in the 1970s and especially the 
1990s when ICT was far enough advanced (after the development of microchips) 
to make smart grids a real technical possibility.24 The first modern definition and 
conceptualization of smart grids stems from 1997, when Vu et al., introduce the 
concept of SMARTGrids:

The Self-Managing and Reliable Transmission Grid (SMARTGrid) is seen 
as the future of protection and control systems. It is an automated system of 
monitoring, control, and protection devices that improves the reliability of the 
transmission grid by preventing wide-spread break-ups.25

The grid of Vu et al. combines a constant measurement of the grid with automated 
control systems. Although the concept of smart grids has been extended, such a 
technically oriented functional definition is still prevalent today.26 The United 
States Department of Energy, for example, defines smart grids based on the six main 

20 Blarke and Jenkins 2013; European Commission 2010c; European Commission 2010a.
21 Blarke and Jenkins 2013, 382; European Parliament and Council of the European Union 2013.
22 Brown 2014, 173; The European Parliament and the Council of the European Union 2006; European 

Parliament and the Council of the European Union 2012.
23 European Parliament and the Council of the European Union 2012; Brown 2014, 2009; The European 

Parliament and the Council of the European Union 2009 Annex 1, art 2.
24 Darby 2010; Darby 2014; Stirling 1994.
25 Vu, Begouic, and Novosel 1997, 43.
26 The IEEE describes a smart grid as: ‘The “smart grid” has come to describe a next-generation electrical 

power system that is typified by the increased use of communications and information technology in 
the generation, delivery and consumption of electrical energy.’ IEEE n.d.  for similar definitions the 
summary in El-hawary 2014, 241.
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functions that such a constant measurement and automated control system could 
fulfil: 

Enabling Informed Participation by Customers; Accommodating All 
Generation & Storage Options; Enabling New Products, Services, & Markets; 
Providing Power Quality for the Range of Needs; Optimizing Asset Utilization 
& Operating Efficiency; Operating Resiliently: Disturbances, Attacks, & 
Natural Disasters.27 

The EU’s definition, in turn, is less technical but defines smart grids in terms of its 
more abstract economic and behavioral functions and goals: 

“smart grid” means an electricity network that can integrate in a cost efficient 
manner the behaviour and actions of all users connected to it, including 
generators, consumers and those that both generate and consume, in order to 
ensure an economically efficient and sustainable power system with low losses 
and high levels of quality, security of supply and safety.28

Clearly, a well-defined and broadly shared definition of smart grids is missing. In 
part, this is due to the different reasons that each stakeholder, region and country 
has to develop such smart grids. The main reason why the US is interested in smart 
grids, for example, is the instability of its current stressed out grid. Japan instead tries 
to reduce its import dependency and nuclear base load capacity, while Europe has a 
stronger focus on climate change and CO2 reduction. In addition, smart grids offer 
different functions for consumers, transmission companies and producers. Based on 
these differences it makes sense that the concept is defined differently and that the 
development of the respective grids differ as well. Add its overall novelty and ongoing 
evolution and what is left is an open concept with multiple definitions that often 
contain both descriptive and prescriptive elements. That said, behind the definitions 
lies one shared understanding, namely a preferred evolution of the grid from a 
centrally organized grid to a decentralized electricity grid, as depicted in Figure 4.29 

This decentralization requires an organization focused on the totality of the 
electricity grids. Hence wat is needed for a (re)turn to localized (renewable) electricity 
production, with the stability and coverage of modern day electricity grids, is the 
constant measurement and analysis of all aspects of the electricity grid. In other 
words, smart meters. Through smart meters, the electricity infrastructure is coupled 
with modern information networks on three levels. First, by visualizing the real-time 

27 U.S. Department of Energy 2012, 4.
28 European Parliament and Council of the European Union 2013, para. 2 sub 7.
29 Power Electronics 2009, fig. 1.
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electricity flows to places all over the world. Second, by enabling the aggregation 
and evaluation of this data “in the cloud” on a scale not witnessed before. Third, 
by communicating these insights back to the relevant actors, machines or switches 
it becomes possible to act from a distance in the benefit of the grid. In fact, when 
considering how the Institute of Electrical and Electronics Engineers (the largest and 
most influential professional association in the world) visualizes a smart grid, all of 
this takes place literally in the cloud (Figure 5).30

A successful fusion between these two aspects is expected to result in a smart grid 
where generators, transmission system operators and consumers are all able to see 
what is going on and adapt their behavior or position if necessary. Not only that, the 
potential of smart technologies is that they enable the active management of electricity 
consumption through DSM. The idea behind DSM is that through instantaneous 
price setting it becomes possible at times of high variability, peak demand, congestion 
or disruptions to set higher prices that reflect the instability of the electricity grid 
and thereby influence consumers to reduce or shift their loads.31 For example, end-
consumers can respond by shifting their load and consumption to another moment in 
time, reduce their consumption structurally, smooth their consumption out or increase 

30 IEEE 2014. As based on the NIST framework, see NIST 2010, 33.
31 There are multiple ways to organize dynamic pricing: (1) time-of-use pricing (TOUP): long-term 

average tariffs like day-night tariffs, (2) critical day pricing (CDP): daily prices communicated one day 
in advance, (3) critical peak pricing (CPP): day-ahead warning for short peaks and subsequent prices, 
(4) peak time rebates (PTR): offering rebates for electricity not used during peaks, (5) real-time pricing 
(RTP): generally price settings on an hourly basis. An additional option is to contractually organize 
utility companies to automatically control specific appliances, in particular air conditioning, for the 
benefit of the grid. See Alexander 2010; Faruqui 2010; Darby and McKenna 2012; Geelen, Reinders, and 
Keyson 2013, 154.

Figure 4: Transformation of the Electricity Grid
Source: IEEE through Power Electronics 2009, fig. 1
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their consumption in response to negative pricing. Similarly, producers and prosumers 
can decide to reduce their production or store it for later use. In addition to the financially 
organized DSM, there are two alternative interpretations to guide the grid. The first can 
be found in code orange situations: the actual and automated control of Distribution 
System Operators (DSO’s) in times of emergencies or stress to absorb shocks and protect 
essential public services, like hospitals, by shutting down non-essential elements of the 
grid based on connectivity profiles.32 A second alternative demand response option 
is based on consumption awareness.33 By informing consumers of the environmental 
impacts of their actual consumption and by comparing this to consumption patterns 
of their neighbors, family and friends, it is hoped that they structurally change their 
consumption patterns and consume less and more efficiently. 

First pilot projects show that dynamic pricing, pending the form it is organized, 
reduces overall consumption on average by 5 to 15 percent and peak consumption up 
to 30 percent.34 The results, however, differ widely between pilot projects and lead to 
calls that a decent efficiency program could contribute as much as demand response 
based on dynamic pricing.35 The IEA nonetheless argues that DSM is economic, 
secure and sustainable.36 Economic, as the grid as a whole can be organized more 
efficiently, leading to better investments. Secure, as the grid becomes more flexible 
and responsive (resilient) while reducing operating and capacity reserves. And 
sustainable, because it is believed that higher prices will lead to lower consumption 
overall. In addition, DSM makes it possible to incorporate larger shares of variability 

32 Darby and McKenna 2012, 763; USEF 2014.
33 Darby and McKenna 2012, 761.
34 Ibid., 762–767; Faruqui, Harris, and Hledik 2010, 6224; Verbong, Beemsterboer, and Sengers 2013, 120.
35 Alexander 2010; Darby and McKenna 2012. 
36 IEA 2013, 19.

Figure 5: IEEE’s Conceptual Model of a Smart Grid
Source: IEEE 2014
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into the grid and thus to expand renewable energy resources as well as to enable the 
grid to cope with the increase in electric cars and heating or cooling appliances, 
with their strong but irregular peaks. Most of the literature on smart grids follows 
a similar line of argumentation to the IEA and sells smart grids as a win-win or no-
regrets option that is beneficial for all.37 In short, the grid is no longer envisioned as a 
‘predict and provide’ network, a modern “smart” electricity grid combines real-time 
production and consumption data, automated control systems and (price) incentives 
for consumer demand response.38 

10.3 The Politics of smart grids

The above gives the impression that the electricity grid is in need of modernization, 
that ICT is part of this modernization, and that it is a matter of time and investments 
before the last technical challenges will be solved and a functional smart grid is rolled-
out.39 To be clear, smart grids are not just about technology. Strengers articulates 
this point in arguing that ‘imagining a world without [smart technology] seems as 
unrealistic as imagining a world in which we all use it in a rational and deliberative 
way.’40 Smart grids are a real but ongoing technological, social, economic, judicial 
and political development that faces multiple hurdles, which all need to be resolved 
before a full-scale implementation is possible. While these challenges do indeed 
include technological uncertainties, including (ironically) the speed of technological 
developments, most of the literature focusses on economic, policy and regulatory 
challenges against a background of lacking consumer enthusiasm to participate in 
smart grid projects and demand response programs in particular.41 This section 
will briefly touch upon the main economic and regulatory challenges, including 
investment risks, slow regulation, (cyber)security and privacy considerations. 

Besides the technological challenges, an important obstacle can be found in the 
economic investment risks that accompany smart meters and smart grids. At play 
here is what Römer et al. have described as a discrepancy between the private costs 
of a stakeholder and his or her individual benefits and the broader external benefits 
for society as a whole when multiple stakeholders invest in smart technology.42 The 
external cost and redundancy benefits are clear. Faruqui, Harris & Hledik estimate that 
smart grid technology could help avoid 5 to 8 percent of the current peak generation 

37 Clastres 2011, 5401; El-hawary 2014, 241; Ngar-yin Mah et al. 2012, 133.
38 Darby and McKenna 2012, 759.
39 El-hawary 2014, 243.
40 Strengers 2013; as quoted by Darby 2014, 241.
41 Giordano et al. 2013, 11; El-hawary 2014; Faruqui, Harris, and Hledik 2010; Carrie Armel et al. 2013, 

213.
42 Römer et al. 2012, 491, 494.
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capacity, which is only used 1 percent of the year.43 These savings are a clear benefit 
for society, in particular as a similar argument can be made for the transmission 
network.44 However, such gains can only be made with a wide distribution of smart 
meters and its accompanying infrastructure, and this is not yet the case.45 Individual 
stakeholders, so far, have not been interested in joining the initial programs. A clear 
indication of the lack of enthusiasm for smart meters (financial or otherwise) is 
that most smart meters so far have been installed due to government and European 
regulations.46 Verbong, Beemsterboer & Sengers conclude that this is the case because 
current private benefits of smart technology and renewable production are limited to 
less than 0.5 percent of the price level, and so provide limited economic incentives 
to invest in expensive meters.47 According to Verbong, Beemsterboer & Sengers this 
is due to (1) the limitations for consumers to sell their own renewable generated 
electricity, (2) a lack of variable pricing schemes, and (3) the transmission cost, which 
are only paid by consumers and not by traditional generators.48 For now, this leads to 
a situation where stakeholders witness an upward pressure on electricity prices due to 
the need for investments and the costs of regulation.49 

Regulation and policy choices are key in the debate on smart electricity systems. 
On the one hand, international, European and national climate and renewable 
energy regulation provide a direct push for the transformation of the energy system 
and electricity grid. On the other hand, the privacy debate discussed below clearly 
shows how regulation has a hard time keeping up with technological innovation and 
the markets that (try to) implement these innovations. In addition to an inability to 
react swiftly to the consequences of the introduction of smart grids, regulation is 
also said to be a barrier for the installation of these grids. The permitting procedures, 
in particular, are said to be ‘too long, too complex, and lacking transparency.’50 In 
part, this is due to the lack of consumer enthusiasm, which translates to a lack of 
public acceptance, distrust and active resistance towards these new developments. 
Another reason why regulatory frameworks are hesitant to allow change is the 
natural monopoly tendency within large-scale infrastructures, like the electricity 
grids, which can only be disrupted by government regulation.51 Clastres therefore 
identifies a ‘dual regulation’ challenge: the need to combine and develop regulation 

43 Faruqui, Harris, and Hledik 2010, 6223–6224.
44 Huygen 2010.
45 Clastres 2011, 5404.
46 McKenna, Richardson, and Thomson 2012; Römer et al. 2012.McKenna 2012
47 Verbong, Beemsterboer, and Sengers 2013, 120.
48 Verbong, Beemsterboer, and Sengers 2013.
49 Clastres 2011, 5401–5402.
50 Steinbach 2013, 225.
51 Cubitt 2013, 315.
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that prevents monopolies but supports both existing centralized electricity supply 
and grids while enabling and supporting new decentralized generation and 
distribution options.52 

Another hot issue, from both a technical and regulatory perspective is the (cyber)
security of these smart grids. Verbong, Beemsterboer & Sengers phrase the current 
phase of smart grids as ‘a trial balancing functionality and control.’53 Linking the 
electricity infrastructure with an extended ICT infrastructure results in a blend of 
the fears and vulnerabilities of both systems.54 Two-way communication, long 
distance automated operational control and the data storage are all three vulnerable 
to outside manipulation. Together with a closer connection to other infrastructure 
systems (telecommunications, gas, etc.) and a possible cascade effect if one of these 
systems breaks down, the question of how to protect these systems is gaining traction. 
For smart grids, encryption is said to be a key issue to protect the communication of 
the sensors along the grid and their databases. However, such a technical fix by the 
ICT sector is only a partial solution, as it does not for example counter the feeding of 
wrong information through the multitude of sensors that constitute the system in the 
first place.55 

The control and ownership of the data also opens the debate to the question of 
privacy. Smart grids rely on near-real time information and the analysis of stored 
information as provided by smart meters. On the one hand, there is little discussion 
that the gathering and storage of data on electricity usage (how much, when, where 
and, pending the measurement interval, which applications) will help all parties 
involved in better organizing the production, transportation and consumption of 
electricity.56 Similarly, consumers hardly object to the collection of energy usage 
data by companies for their yearly energy bill.57 On the other hand, the use of this 
data is a source of monetary value. As a potential source of wealth and lacking external 
regulation, there are few incentives for the commercial industry, which constructs 
and designs the smart grids, to limit the collection, analysis and authorized access to 
this data.58 Actually, Römer et al. identify three ways in which energy consumption 
data can be of value.59 First, data could be analyzed on a personal level, by creating 
profiles of an individual’s electricity consumption that can be targeted for the sale 

52 Clastres 2011, 5405.
53 Verbong, Beemsterboer, and Sengers 2013, 122.
54 Wissner 2011, 2515; Commission of the European Communities 2006; European Commission 2010a; 

ENISA 2012; El-hawary 2014.
55 On the last point see: Farhangi 2010; Farhangi 2014.
56 Savirimuthu 2013, 169.
57 Ibid.
58 Ibid., 167.
59 Römer et al. 2012, 491.
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of new services. Second, on a more aggregated level, the consumption data, when 
combined and de-personalized, could support commercial (marketing) interests 
and investment decisions on the level of the decentralized grid. Lastly, there is the 
possibility that smart meters can be used as a surveillance technology by recording 
and visualizing activities within one’s home.60 

Figure 6, as provided and discussed by Quin, provides an example of the kind of 
information that can be gained from smart meter data on the daily energy consumption 
from a home.61 Depending on the security of the system, either the authorities or 
other (commercial) parties could do this, although of course members within the 
same household can also use smart meters to monitor each other’s whereabouts and 
activities.62 

Regulators use multiple instruments to balance privacy and security concerns with 
the functionality of smart meters. These include consumer consent, privacy by design, 
and regulatory oversight. Consumer consent is currently the principal instrument.63 
However, as Savarimuthu argues, this is an illusionary practice as consumers are (1) 
facing an information gap and only discover the extent of their consent after having 
provided it. What is more, they are (2) seduced to do so with financial incentives 
at early stages, and (3) use products that actively ‘encourage consumers through 

60 Savirimuthu 2013, 162, 168; McKenna, Richardson, and Thomson 2012, 808.
61 Quinn 2009.
62 McKenna, Richardson, and Thomson 2012.
63 Brown 2014, 176.

Figure 6: Quin's Smart Home
Source: Quinn 2009
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design and technological functionalities to disclose a wide range of information’.64 
To counter this last aspect the idea of privacy by design is introduced, which proposes 
to incorporate privacy concerns directly into the meters and software packages.65 
Brown provides the example of an in-home display attached to the smart meter that 
provides local feedback versus the same analysis done remotely over the internet by 
third parties, and he argues that if both offer the same service there is no reason to 
design the system to send the data away.66 Privacy-by-design again shows that there 
are no straightforward technological choices. 

In addition to privacy-by-design, other options include regulation and oversight. 
For example, the legal limitation on the readings from smart meters by only 
measuring power (and not voltage and frequency which would ease the identification 
of individual appliances) and by reducing the intervals from direct to half-hourly 
or hourly measurements (with consent) or (bi-) monthly measurements (without 
consent) provides another data protection measurement.67 Another approach is more 
judicial and focusses on the oversight and control by the authorities on companies 
using the data of smart meters in line with laws and regulations.68 Consumer consent 
and other measures related to the access, gathering and analyses of the data of smart 
meters, however, are all data protection measures and as such do not touch upon 
the broader and more abstract question of privacy itself.69 Instead of discussing the 
privacy of big data on a political level, it is transformed into a technical and legal issue 
that plugs the holes. 

10.4 Power, knowledge and the conducting of choice 

As an infrastructure under development, smart grids are highly interdisciplinary, 
and are constructed and planned on a trial and error basis. As such, they are created 
and governed on historic experience and future problematizations. The later work of 
Foucault is especially suited to analyze the political dynamics behind such a process 
owing to his radical reinterpretation of power. Power, for Foucault, is not something 
that one person has over another; it is not tangible or intentional. Chapter 8 described 
power, not as the ability to control the light switch and turn something on or off, 
but everything that lies behind one’s ability and desire to pull the switch in the first 
place. It is that what makes people act, not the act itself. It has no source and no 

64 Savirimuthu 2013, 170, 175, 166.
65 Brown 2014, 177.
66 Ibid., 178. Geelen et al. turn this perspective around by arguing for the design of products to ‘attract’ 

consumers (a la Apple) to participate and use smart meters and the services. See: Geelen, Reinders, and 
Keyson 2013.

67 Brown 2014, 183; McKenna, Richardson, and Thomson 2012, 809.
68 El-hawary 2014, 243.
69 Savirimuthu 2013, 171.
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end, but it circulates and transforms. It is not in the hands of a king but ‘located 
and exercised at the level of life’ and therefore resembles life in all its messiness and 
dynamics.70 What is more, Foucault argues that power is not only restrictive but 
productive as well. It not only forbids but also opens up particular ways of life, mainly 
through the production of particular subjects: individuals or consumers behaving 
within and conform a distinctive system of thought.71 Those who can influence 
the system of thought thus influence what kind of subjects (e.g. consumers) exist. 
It is this interpretation of power/knowledge, together with Foucault’s ideas on how 
power is exercised in modern life, by conducting the milieu of the consumer instead 
of the consumer itself, that make him relevant to reflect upon the politics behind 
smart grids. 

The power/knowledge nexus is Foucault’s way of describing the close linkages 
between these two concepts. It describes how knowledge, its systematic gathering, 
categorization and analysis, always also contains ways to structure and dominate.72 
As Rouse was quoted in the chapter on biopower: ‘A more extensive and finer-grained 
knowledge enables a more continuous and pervasive control of what people do, which 
in turn offers further possibilities for more intrusive inquiry and disclosure.’73 In 
particular, it describes the practice of governing a group of people (a population) by 
gaining knowledge over that group and by defining in the gathering of knowledge 
what is to be normal behavior. In relation to smart grids, this knowledge on groups is 
closely related, of course, to the data gathered over consumption practices. Important, 
in this respect, is Foucault’s claim that such a definition of the norm is not something 
that is intentionally practiced by those in charge. The discussion on the visualizations 
behind smart grids below will show how such norms instead stem from embedded 
assumptions about subjects. In turn, these assumptions relate to other preformed 
assumptions and are part of broader systems of knowledge and discourse. These 
discourses are self-reinforcing, they delimit the extent of thought and speech while 
regulating these processes, they create binary systems of inclusion and exclusion 
based on monitoring and classification, and they put forward what is true and what 
is false.74 Regarding smart grids there are four discourses that are of importance, 
and these will return throughout this chapter. Besides the environmental discourse, 
these are technical competence and optimization, neoliberal markets, resilience, and 
decentralization.

70 Lobo-Guerrero 2007, 330.
71 Foucault 1982.
72 Foucault 1980.
73 Rouse 2005, 96–97.
74 Sylwan 2011, 174.
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In relation to the exercise of power, Foucault discusses how a population is redirected 
towards ‘acceptable’ behavior through ‘the right disposition of things arranged so as 
to lead to a suitable end.’75 By differentiating between individually focused pastoral 
power, disciplinary power and biopower, Foucault introduces how power is exercised 
in modern societies not on humans directly but via their milieu by influencing 
their desires and the parameters of their ability to act and to think. The political 
administration of biopower conducts the actual ways of individuals by ‘[s]tructuring 
the desires, proprieties and possibilities that shape the operation of life working on 
and through subjective freedoms.’76 In a way, it is about organizing freedom: people 
are allowed to act, think and choose, as they like, within the boundaries set and 
towards a particular preferred way of life. For Walters and Haahr this means that ‘[f]
reedom has become a tool, a technology for the achievement of specific governmental 
objectives […].’77 Within this space of freedom, the preferred way of life (the norm) 
needs to be secured against those that break it. Either by disciplining individuals 
towards the norm or by excluding persons from the population as a whole. For this, a 
security apparatus is constructed, based on a constant surveillance and monitoring of 
the circulation of goods and people.78 In doing so, these security apparatuses, which 
are installed to conduct the conduct of individuals, return to knowledge and its close 
relation with power.

10.5 knowing the grid and its consumers

Even a cursory glance on the academic literature on smart grids, as provide above, 
shows that the development of a smarter grid is not a technical exercise, that there is 
no silver bullet solution for all regions and cases and that no house or household is 
equal. The quote at the beginning of this chapter – that ICT is ‘bringing knowledge 
to power’ – might capture the essence of a smart grid, but does not come close to 
a Foucauldian understanding of the intricate relationship between knowledge and 
power. More precise, the way knowledge is gathered and presented is an exercise of 
power itself. For example, an important aspect of the debate about smart grids is 
that it is yet unclear how they will materialize in an eventual large-scale roll0ut. The 
visual representations that are modelling smart grids are an important technology to 
manage this uncertainty, as they simplify the complexity of smart grids and thereby 
structure future pathways. Additionally, visualizations play an important role within 
smart grids in relation to consumer behavior. Through different visual representations 
of the information from smart meters, consumers are activated to change their 

75 Foucault 2007, 96.
76 Dillon and Reid 2001, 48.
77 Walters and Haahr 2005, 45.
78 Foucault 2007.
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consumption patterns. This is attempted, not just though the visualization itself, but 
also through the visualized comparison with neighbors and communities.

First, to show how visual representations can influence the direction of 
future smart grid development, the work of Schick & Winthereik is of particular 
interest. In their article, they use a Latourian inspired STS analyses to focus on an 
interdisciplinary Smart Grid event where two graphic models of smart grids were 
presented.79 In comparing these two visual representations of a future smart grid, 
Schick & Winthereik conclude that consumers are depicted as either active or passive 
participants. Selecting one of these visual representations as an image for the future 
grid hence shapes the actual grid based on an implicit answer to the question whether 
consumers can be trusted to adapt their consumption if necessary. A crude example, 
especially when compared to the article by Schick & Winthereik, is a comparison of 
Figure 4 and Figure 5 in this chapter. Even a brief glance shows a clear conceptual 
difference: where Figure 4 depicts a flat horizontal organized grid of connections 
clearly emphasizing the electric infrastructure, Figure 5 depicts a double-layered 
system of electricity infrastructure at the bottom and ICT enabled services in “the 
cloud”. Schick & Winthereik argue in line with Latour that such representations of 
incomplete systems are presented to gather support in order to become the guiding 
model of a ‘roadmap to the future.’80 These visualizations act not as mobile templates 
or blueprints, although they are that as well, but they primarily work by creating a 
shared understanding over the assumptions behind these visualizations. 

Second, the assumptions behind visualization do not only play a role at an 
abstract planning level. On the contrary, on a household level the visualization 
of smart meter data is designed specifically to activate consumers to modify their 
consumption patterns. Engineers, designers and software developers are working 
hard to visualize the electricity consumption in such a way that it nudges consumers 
to act. They do so by designing hardware and software as beautiful and easy to use as 
possible, while at the same time trying to visualize the information in such a way that 
it is alarming enough to make people act. This is achieved through DSM, by showing 
price savings, CO2 emissions or a comparison with family or neighbors. With the 
increasingly detailed knowledge over household consumption levels, these visual 
cues become stronger as they are being tailored to each specific household in ever-
increasing detail. Naturally, behind these design decisions too there is an implicit 
understanding on the activity of consumers as either active ‘energy managers’ or 
passive ‘energy consumers’.81 

79 Schick and Winthereik 2013, 85.
80 Ibid. What Amoore 2013 has called the sovereignty of visuality. See chapter 5.5.
81 Goulden et al. 2014. Interestingly, as Jaap de Wilde pointed out to me, many of the energy security 

definitions in Figure 7 also discuss passive consumers. 
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The double conception of subjects as active or passive consumers stems from 
the main discourse behind smart grids: one of technological competence and 
optimization. This technical theology presents smart grids as a viable and optimal 
technological solution that is cheap, environmental friendly and secure. It comes in 
two flavors. A weak from that utilizes ICT technology and automation to provide 
the best information to consumers, to inform them so that they can become their 
own ‘energy managers’. And a strong version, which instead portrays consumers 
as a complicating factor to the roll-out of smart grids and more efficient energy 
consumption, and therefore as a factor that should be “managed”. Preferably, by 
designing a fully automated system that reduces total energy consumption without 
consumers taking notice, let alone wait for them to adjust their consumption patterns 
and daily routines. For example, Eising, Van Onna & Alkemade show how electric 
vehicles and their batteries could be used to reduce the stress on the networks, but for 
now are only adding stress to the network because consumers plug-in their car during 
general peak-hours: the moment they come home from work.82 

This strong vision of passive consumers and its fully automated smart grid is not 
without critique. It is for instance criticized for hiding the amount of work it takes to 
change a person’s consumption patterns, thereby removing social status incentives 
for consumers to do so.83 Moreover, in their respective articles, Strengers, Darby & 
Mckenna, and Royston question whether such a focus on automation and ease of use 
‘could lead to an exacerbation of energy-intensive practices, within fully automated, 
climate-controlled, hi-tech lifestyles.’84 Social research has already shown something 
like this as the near-real time visualization of electricity use has a number of 
unintended feedback loops as well as social consequences.85 For example, Hargreaves, 
Nye & Burgess argue that, on the long run, visual clues lead to a new normalization. 
After an initial period of deciding on good versus bad consumption patterns, ‘over 
the course of the trial interviewees had come to accept their normal consumption 
levels and patterns as exactly that, ‘normal’ and thus not in need of further chance or 
reduction.’86 In other words, Hargreaves, Nye & Burgess argue that after some time 
the visualization of energy consumption starts to support household decisions on 
their settled minimum comfort levels. From that moment on these visualizations only 
strengthen ‘potential unsustainable levels of energy consumption’ and hinder a more 
drastic reduction in consumption.87 

82 Eising, van Onna, and Alkemade 2014, 450.
83 Marres 2011.
84 Royston 2014, 1244; Strengers 2013; Darby and McKenna 2012, 762.
85 Hargreaves, Nye, and Burgess 2010; Hargreaves, Nye, and Burgess 2013; Verbong, Beemsterboer, and 

Sengers 2013; Naus et al. 2014.
86 Hargreaves, Nye, and Burgess 2013, 130.
87 Ibid., 131.
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Another consequence of such a take on consumers is that the weak version sees 
consumers as becoming their own ‘energy experts’, while the strong version instead 
creates an elite of experts that makes decisions based upon aggregated data and other 
mediated information.88 In the visualization and judgement on aspects of the daily 
energy practices of consumers, a line is drawn between experts and non-experts, and 
the crossing of this distance becomes a problem in itself. To cross it, experts often 
call for an ‘increase[d] communication’ with local stakeholders and communities to 
convince them to participate and to allow construction to take place.89 However, more 
communication alone is not always enough. Batel & Devine-Wright show how experts 
use the NIMBY metaphor to square away the complaints of local communities.90 
Likewise, experts tend to put aside the reservations that consumers have about smart 
grids and renewable energy projects as an inability of consumers to take in “the 
overall picture” and to act in the interest of the grid. This conclusion justifies in turn 
the use of a ‘decide-announce-defend’ strategy that excludes non-experts from the 
decision-making.91 Yet, when it comes to smart grids and renewable energy, non-
expert stakeholders voice a range of arguments that are often profounder then experts 
grant them. Verbong, Beemsterboer & Sengers, for example, note how households 
not only question a loss of privacy and a lack of control but also foresee difficulties in 
changing their behavior in line with the intention behind smart grids and the systems 
that are installed.92 As they conclude: ‘[t]he perception of end-users as barriers to 
change is representative for a technocratic view on users and user behavior.’93

10.6 conducting the conduct of consumers 

In addition to the visualization and the automation and enlightenment of consumers, 
smart grids and DSM are constructed around the notion of price incentives. As stated 
above, the idea is to activate consumers by setting prices that reflect the instability 
of the electricity grid.94 This incentivizes producers and prosumers to increase their 
production while end-consumers can either shift their load in time or alter their 
consumption volumes. As argued, the results of financial DSM differ between pilot 
projects, which leads some to argue that a decent efficiency program could contribute 
as much to the results as a demand response system based on dynamic pricing.95 

88 Strengers 2013; Royston 2014.
89 Cotton and Devine-Wright 2012, 20.
90 Batel and Devine-Wright 2014.
91 Cotton and Devine-Wright 2012, 21, 33.
92 Verbong, Beemsterboer, and Sengers 2013.
93 Ibid., 122.
94 Alexander 2010; Faruqui, Harris, and Hledik 2010.
95 Alexander 2010; Darby and McKenna 2012.
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In line with this conclusion, Hargreaves, Nye & Burgess argue that the idea of 
smart grids principally rest not only on the earlier mentioned technocratic but also on 
the neoliberal assumption that feedback mechanisms will push rational consumers to 
adjust their consumption based on an individual cost benefit analyses. When pushed 
to its extreme, such an assumption implies that consumers who do not react to price 
incentives are considered irrational and unwilling. This, of course, is not the case.96 
Quite the contrary, Hargreaves, Nye & Burgess show that most adjusted behavior is 
based on a range of mechanisms, none of them price related. Instead, many have to 
do with in-house power struggles and decisions on the different levels of comfortable 
living.97 Even in comparable households energy consumption can differ: some people 
deem a large aquarium to be a life’s necessity while others put on an extra sweater 
when it freezes.98 

In Foucault’s terms, we are witness to technologies that try to create energy 
consumers who are free to respond to price incentives. In the current electricity 
market, prices are more or less fixed, although large consumers (industry, etc.) 
often pay reduced tariffs and consumers are sometimes able to enter day-night tariff 
schemes. With floating prices that differ over time and per region, the markets 
behind smart grids are said to be able to respond more rapidly to both fluctuating 
generation and possible congestions within the grid. In other words, to secure the 
stability of the grid individual consumers are given more freedom to decide upon 
their consumption and production, to choose utility and service companies, to decide 
upon the sources of production, and so on. What a Foucauldian inspired approach 
shows, however, is that consumers simultaneously, through the price incentives 
behind DSM, are “trained” to behave in the interest of the system as a whole (to 
move towards the norm). In other words, consumers are seen to be empowered by 
smart grids as their range of options increases and they gain more information 
about themselves, but simultaneously are not trusted to behave “responsible” and 
“rational”. They are trained to behave appropriately while the grid is simultaneously 
secured against any irrational behavior, via the construction of automated control 
systems and other solutions that keep the consumer “out”. Obviously, one can debate 
the ethics of such a system, but one way or another ‘[i]n most versions of a distributed 
energy future, customers will effectively be enlisted as co-managers of the system, 
even if they are not conscious of it.’99 

96 Hargreaves, Nye, and Burgess 2010, 6112; Hargreaves, Nye, and Burgess 2013; Verbong, Beemsterboer, 
and Sengers 2013, 119; Royston 2014.

97 Hargreaves, Nye, and Burgess 2013.
98 Hargreaves, Nye, and Burgess 2010, 6112.
99 Darby and McKenna 2012, 767; Faruqui 2010.
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10.7 securing free electricity markets

The shift from load following to generation following is a perfect example of 
Foucault’s conducting the conduct of consumers. As an organized freedom it requires 
security through constant surveillance (smart meters) and intervention (network 
switches). Above we have identified a number of ‘problematized’ issues, ranging from 
intermittency of RES to the security and privacy consequences of smart grids. In the 
end, all of these are perceived threats against the stability of the electricity grid, in 
particular the 50Hz frequency of the grid (its norm) and anything that endangers 
the continuous balancing towards this particular frequency. What smart grids do 
differently is that they target supply imbalances by accepting them and subsequently 
forcing through an imbalance on the demand side by “punishing” or “nudging” 
excess demand. In other words, the security of smart grids is based on the protection 
of the system by accepting and integrating new levels of volatility and uncertainty on 
an individual level. A level of volatility that will only increase as the introduction of 
DSM, itself meant to cope with the entry of intermittent RES and the quest to decrease 
redundancy in the system, will lead to less back-up capacity and a more volatile system 
with more uncertainty and an even greater demand for just in time-management. 

The question then becomes who will manage such a smartly organized power 
system. The grid and its smart components still need to be maintained, decisions still 
need to be made in emergencies and “externalities” still need to be incorporated. The 
last two indicate that smart grids still need a form of classic centralized control with 
regulation and a regulatory body to manage and visualize those instances when the 
markets do not deliver. The instantaneousness of electricity, however, implies that 
on a daily basis it is the “market” that is responsible for a functioning daily routine 
of these new power systems. Actual control in a smart grid is thus outsourced to 
its ‘managers of unease’: the grid operators, software developers, automatic control 
systems, but also insurance and broker companies.100 From a Foucauldian perspective 
these latter companies in particularly will take a central position within the future 
governing of smart grids through the sale of risk portfolios. On the one hand, these 
portfolios pool groups of consumers, prosumers and producers and will represent 
them on the market. On the other hand, these companies will offer different packages 
of “security” by offering end-consumers different prices based on such risk portfolios. 
Those who want to insure themselves against price hikes, blackouts or drops in prices 
(for prosumers) will have to pay an insurance premium. More importantly, in order 
to be allowed to participate in such schemes these companies will set up the terms of 
conditions for end-users to live by. This results in a situation where these companies 
will govern the grid by deciding on what they deem acceptable or unacceptable risks. 

100 Bigo 2002.
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With their profiles, these companies actively influence the behavior and actions of 
end-consumers as well as structure the materiality of the electricity grid and the 
overall way people live and organize their lives.101 

In the current “dumb” power systems, such profiles are based on aggregated 
statistical data and effectively cover only the type of house and the number of 
people within the household. The new profiles will be based on data from smart 
meters that show the exact electricity consumption in kWh (and possible frequency 
and voltage) of individuals in near-real time. At first glance, this would indicate 
a shift away from Foucault’s biopower, which uses statistical analyses about risky 
individuals in relation to a population, towards a more disciplinary form of power 
with direct financial “control” over individuals who are known to “misbehave”, as 
opposed to being at risk. Then again, this decision on what counts as risky behavior 
can be seen as a norm. One that, moreover, is applied through a market system 
that manages the conduct of these individuals purely on an indirect base. In other 
words, the direct knowledge over individuals and populations still works towards 
a broader biopolitical norm. Two things have changed, however, the population 
that is governed and the norm itself. The population addressed in smart grids has 
shifted from producers and passive consumers, to a population made up of active 
consumers, prosumers and producers. Such a changing population is witness to the 
changing norms and ideas about “acceptable” or “unacceptable” behavior in relation 
to the stability of the smart grid and overall climate friendly energy consumption 
within society.

In addition, the biopolitical norm or apparatus is changing as well. In 
strengthening a neo-liberal market discourse, the traditional discourse of security 
that is based on reserves and spare capacity is slowly replaced by a security 
discourse that is assembled around the logic of resilience.102 The logic behind 
resilience presupposes a constant vulnerability of individuals to (external) shocks, 
which need to be countered by a constant process of adaptation on the level of the 
individual.103 This logic is increasingly questioned within the security literature. 
For example, Joseph  remarks how, in the focus on individuals, resilience acts as a 
way to de-socialize risk by attributing the responsibility of risk decisions away from 

101 Lobo-Guerrero 2012.
102 Lovins and Lovins 1982.
103 O’Malley 2010; Reid 2012; Joseph 2013. On the other hand, Corry argues that resilience, while being 

closely related to neoliberalism, also shapes other forms of governance that counter neoliberalism. In 
particular, he mentions global environmental risks for which resilience implies practices of ‘collectivism’ 
instead of individualism, ‘self-reflection, self-critique and adaptive learning, and the need to build 
redundancy and diversity into soci0-ecological systems’ – all practices that reject a neoliberal rationality. 
See Corry 2014, 271. 
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the level of the state onto individuals.104 Similarly, but counterintuitively, Bourbeau 
highlights that resilience could slow down social change when people who are 
resilient against shocks also adapt to intended social changes.105 Bourbeau’s point 
reinforces the argument above that visualization and automation could potentially 
lead to increased energy consumption patterns. What these critics of resilience 
argue is that resilience requires and presupposes a kind of fatality; it forces 
individuals to take advantage of a given newish-like situation, instead of trying to 
change it for the better on a social level as security does.106 In respect to smart grids, 
security initially meant that all people should always have access to electricity. 
A resilient reading opens this position by arguing that the stability of the grid 
sometimes demands that people and appliances should be cut off. While following 
seemingly automatically from the discourses and technology itself, this is still a 
political choice with social consequences. Foremost of which, that decentralized 
energy production favors those with the capital and capacity to produce electricity. 
With a just-in-time logic, a reduction in redundancy and back-up capacity, and 
an increasing organizational complexity, such a system hides the political choices 
on responsibility and accountability while shifting from an insecure towards a 
vulnerable electricity grid that is deemed “too big to fail”.

10.8 decentralization of electricity

Local production, local markets and resilient self-healing two-way communicating 
grids all point toward a shift in the structure of the electricity grid from a centrally 
organized system towards a decentralized system (Figure 4). For some, such a 
decentralized energy production is more resilient to accidents and attacks, for 
others this organizational discourse of decentralization equals to an increase in 
democratization.107 Greenpeace for example argues that 

Decentralising energy would also democratise energy, providing real 
opportunities for local political leadership on climate change, and curbing the 
influence of the centralized industry’s powerful vested interests. By enabling 
local action and empowering individuals and communities as producers, 
decentralisation has the potential to bring about a massive cultural change in 
our attitude to and use of energy.108

104 Joseph 2013, 262.
105 Bourbeau 2013, 8–10.
106 Evans and Reid 2013, 86; Joseph 2013, 262.
107 Lovins and Lovins 1982; Sweet 2009; Greenpeace 2005; Kunze and Becker 2014.
108 Greenpeace 2005, 5.
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Democratizing energy thus entails a twofold argument. First, that decentralized 
energy production brings “power to the people” by breaking the oligopoly of the 
energy companies that currently control the electricity markets. And, second, 
decentralization is seen as a positive empowering development as it increases the range 
of options for people while they become more actively involved in local communities. 

It is unclear what the effects of a decentralized grid will be on society and democracy. 
While the ‘democratic energy’ movement so far mainly comprises of NGO’s and other 
small social movements – although increasingly small communities, cities, regions, 
and companies follow along – it cannot be denied that there is a clear link between 
the way energy and society are organized.109 There is little doubt that a decentralized 
energy system will affect current societies, just as it will affect international relations, 
which presently are heavily influenced by global energy practices and resulting capital 
flows. However, as Winner already argued in 1980:

Thus, some proponents of energy from renewable resources now believe they have 
at last discovered a set of intrinsically democratic, egalitarian, communitarian 
technologies. In my best estimation, however, the social consequences of building 
renewable energy systems will surely depend on the specific configurations of 
both hardware and the social institutions created to bring that energy to us. It 
may be that we will find ways to turn this silk purse into a sow’s ear.110

In this respect, there are two remarks that can be made. First, while it is possible to 
see the current “old” system as undemocratic, there is a clear link between the current 
centralized way in which energy is organized and the democratic organization of 
society.111 Mitchell analyses how the centralization of energy also helped those 
working the supply lines in this fossil fuel system gain political influence, through 
strikes, which enabled them to play an important role in pushing for further 
democracy (an influence that now shifts to hackers?). This insight leads him to 
conclude, in line with Winner above, that not ‘forms of energy determine modes of 
politics, but that energy is a field of technical uncertainty rather than determinism, 
and that the building of solutions to future energy needs is also the building of new 
forms of collective life.’112

In a sense, decentralized electricity production has only become a real possibility 
when ICT enabled DSM. This is transforming a sector that has been characterized 
by centralized oligopolies and non-adjustable demand, which followed seemingly 
logically from the physical characteristics of the electricity grids and their high 

109 Lakoff and Collier 2010; Mitchell 2013; Miller, Richter, and O’Leary 2015.
110 Winner 1980, 135.
111 Mitchell 2013.
112 Ibid., 238.
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upfront capital investments. However, second, what is not changing as much 
is the organization of the grid itself, which will remain strongly hierarchical as 
both the electricity and ICT infrastructure have centralizing tendencies. The grids 
themselves still need to be build and coordinated, because not all production and 
storage is localized at all times. The organization of markets and their imminent 
price setting requires the centralization of supply and demand data while still 
being run by the concentration logic of capital. Similarly, the ICT infrastructure 
needs construction, maintenance and application. Here again, while ICT has strong 
decentralizing characteristics (open source coding, block chain verification) there 
are centralizing tendencies as well. This can be witnessed for example in the binary 
and hierarchical way that program code is organized, as well as the hierarchies 
of IT departments in companies or governments. In addition, IT equipment has 
strong inclusionary characteristics as software works better with more people using 
it. This implies that most successful programs and ICT infrastructure are owned by 
a limited number of companies (e.g. Google buying Nest) – an inherent tendency 
comparable to the capital-intensive monopolies behind old electricity grids. Also 
inherent in the gathering of data is the desire to link different databases for new 
and more effective/efficient insights across sectors, smart meter data among them. 
Lastly, the stability of the grid will always require some centralization. Even when 
code orange decisions become fully automated, they are still initially set and 
executed by someone.

10.9 reflection

A modern “smart” electricity grid combines real-time production and consumption 
data, automated control systems and (price) incentives for consumer demand 
response by integrating ICT infrastructure in the organization of electricity grids. 
These smart grids are sold as win-win and no-regrets options that are beneficial for 
all parties associated with the electricity grid. That said, it is unclear what smart grids 
entail, let alone how to define them. This results in part from the different positions 
of the parties involved to develop them, whether based on climate change and 
demand reduction, infrastructure modernization and stability improvements, cost 
reductions, the integration of volatile renewable energy sources or a combination of 
them all. It also results from strong debates on the main economic and regulatory 
challenges, including investment risks, slow regulation, (cyber)security and privacy 
considerations. All of these are voiced against a background of a lack of consumer 
enthusiasm and different regional contexts. Instead of seeing this as a negative, it was 
concluded that the inability to clearly define smart grids makes the topic of smart 
grids ‘a space of governmentality’ or a form of ontological politics, which is structured 
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by security and risk considerations showing themselves in different technologies of 
power and underlying discourses.

In line with the argument above and Foucault’s concepts of the power/knowledge 
nexus, the conduct of conduct and the security apparatuses, there is cause to question 
the current conduct of smart grids and shift the current techno-economic debate 
into a political debate that moves beyond privacy considerations alone. The power/
knowledge nexus around smart grids, exemplified through the role of visualization, 
enables two extreme subjectivities of consumers as either active or passive. When 
meeting in the middle, what we have are consumers that are in equal parts informed 
over, trained on and excluded from active decision-making on their own consumption. 
Likewise, the four discourses of technological optimization, neoliberal markets, 
decentralization and resilience are each on their own only points of discussion, but 
together form a self-reinforcing logic that is hard to question at all. Together they not 
only reject opposition (that is their political prerogative), but they constrain different 
ways of thinking. For example, the potential realization that smart grids are not 
purely a win-win option. In this sense, Foucault’s theoretical insights do not prescribe 
or predict and they cannot be used as a blueprint for the construction of a smarter 
and more socially acceptable grid. Instead, what a Foucauldian perspective adds to 
the smart grid debate is an understanding that by offering freedoms to consumers, 
by creating a free market, there is need for an apparatus that secures these freedoms 
as well. With an infrastructure system that is deemed “too big to fail”, it is this 
security apparatus that is currently debated and constructed in addition to the actual 
construction of an ICT infrastructure and the modernization of the power grid.

In conclusion, two reflections or lessons summarize this chapter and the example 
on smart grids. First, the debates about smart grids are only partly about electricity 
but mainly about the gathering, problematization and analyses of consumption 
data. They are about uncertain futures, knowledge gathering, problematizations 
and the resulting management of the production, transportation and consumption 
of electricity. In this respect, and more in general with regard to how people deal 
with uncertainty, the question remains whether the amount of data gathered, in this 
instance from smart meters, will really reduce the uncertainty experienced. In other 
words, whether decision-making in relation to the management of the electricity 
grid will eventually become easier or actually more complicated because we learn 
how much we still do not know about a power system that is gaining in complexity 
and volatility. The theoretical approaches to risk and security discussed earlier in 
this thesis would argue negatively, as they show that security cannot be resolved and 
always moves to new topics, to new uncertainties, to new fields and futures that we 
feel we need to know.
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Second, smart grids offer another way of governing life by organizing the 
circulation of electricity based on consumer choice. The security of the grid is opened 
up by installing markets, which are based on a financialization of the imbalance in 
the grids. In turn, there is a need to secure these freedoms, from outside interference, 
individual misbehavior and from collective failures that endanger the grid itself. 
Security considerations and markets balance and reinforce each other based on 
practices of risk and the need to secure or profit from uncertain futures. Interestingly, 
they conflict as well. While smart grids show that the problem of climate change 
requires a change in lifestyle, a Foucauldian approach based on practices of risk does 
not deal with this because the lifestyle, or the current form of circulation, is exactly 
the referent object that is secured in this debate. The discussion on automation makes 
this perfectly clear: the goals is to uphold current lifestyles. The debate on smart grids, 
however, also offers a clear example of an alternative form of resistance against such 
practices of risk and security. If security is drawing the boundaries between the routine 
and the exception, between security and the political, only another interpretation of 
security can break such a boundary. The security apparatus of smart grids is exactly 
doing that. It is changing the definition of energy security. The delivery of electricity 
to all people at all times is being opened up with the risk and resilience inspired 
practices around smart grids: people are imagining the voluntarily, contractual, 
financial, automatic options of shifting peak loads, even if this means the shutdown 
of appliances and whole areas to protect the rest of the grid.





V.  concluSIon 






