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Chapter 4

A general lock-free algorithm using

compare-and-swap

This chapter is a slightly modified version of our paper that is under submission.

72
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4.1 Introduction

We are interested in designing efficient data structures and algorithms on shared-memory

multiprocessors. A natural model for these machines is an asynchronous parallel machine,

in which the processes may execute instructions at a different rate, and are subject to long

delays. On such machines, processes often need to coordinate with each other via shared

data structures. In order to prevent the corruption of these concurrent objects, processes

need a mechanism for synchronizing their access. The traditional approach is to explicitly

synchronize access to shared data by different processes to ensure correct behaviors of

the overall system, using synchronization primitives such as semaphores, monitors, guarded

statements, mutex locks, etc. Consequently the operations of different processes on a shared

data structure should appear to be serialized: if two operations execute simultaneously, the

system guarantees the same result as if one of them is arbitrarily executed before the other.

If the blocked process is performing a high-priority or real-time task, it is highly un-

desirable to halt its progress. Due to blocking, the classical synchronization paradigms

using locks can incur many problems such as long delays, convoying, priority inversion and

deadlock. Using locks also involves a trade-off between coarse-grained locking which can

significantly reduce opportunities for parallelism, and fine-grained locking which requires

more careful design and is more prone to bugs.

A lock-free (also called non-blocking) implementation of a shared object guarantees that

within a finite number of steps always some process trying to perform an operation on the

object will complete its task, independently of the activity and speed of other processes

[28]. As lock-free synchronizations are built without locks, they are immune from the afore-

mentioned problems. In addition, lock-free synchronizations can offer progress guarantees,

and increase performance by allowing extra concurrency.

Herlihy [27] has shown that the compare-and-swap (CAS) primitive and the similar

load-linked (LL)/store-conditional (SC) are universal primitives that solve the consensus

problem. A number of researchers [6, 9, 28, 29, 51, 54] have proposed techniques for design-

ing lock-free implementations. The basis of these techniques is using some synchronization

primitives such as CAS, or LL/SC.

Many machines provide either CAS or LL/SC, but not both. All architectures that

support LL/SC restrict memory accesses between LL and SC. Furthermore, most kinds

of hardware do not provide the complete semantics expected by program designers for the
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implementations of LL/SC . For example, the cache-coherence mechanism may let SC fail

spuriously, i.e., a SC operation may incorrectly fail in an implementation if a cached word

is selected for replacement by the cache protocol. Some machines such as DEC Alpha and

PowerPC, also restrict LL/SC operations from being concurrent executed since LL and SC

are implemented using only one tag bit per processor.

Associated with most uses of CAS (and restricted LL/SC) is the ABA problem [41].

When swinging the pointer, we do not want the operation to succeed if the referred contents

has changed since it was read. This problem occurs when the pointer has changed from

A to B, but then subsequently changes back to A again. In that case, the CAS primitive

will successfully change the value of the pointer, possibly corrupting the data structure

because the referred contents may not satisfy the expected conditions. The simplest and

most efficient solution to the ABA problem is to include a tag with the memory location

such that the tag is incremented with each update of the target location [57]. Usually,

however, this solution with tags in principle requires that the tags are unbounded. The

practical solution of taking 32-bit integers for the tags gives an infinitesimal but positive

probability of misbehaviour by wrap around. In our solution, this problem is eliminated.

The correctness properties of an implementation are seldom easy to verify. Our previous

work (see chapter 2) shows that a proof may require huge amounts of effort, time, and

skill. We therefore develop a reduction theorem that enables us to reason about a lock-

free program to be designed on a higher level than the synchronization primitives. The

reduction theorem is based on refinement mappings as described by Lamport [49], which

are used to prove that a lower-level specification correctly implements a higher-level one.

Using the reduction theorem, fewer invariants are required and some invariants are easier

to discover and easier to formulate, without considering the internal structure of the final

implementation. In particular, nested loops in the algorithm may be eliminated at a time.

In chapter 3, we have shown a similar reduction theorem for reducing lock-free imple-

mentations using LL/SC. This time, we aim to provide correct lock-free transformation

using CAS. Our algorithm is a variation of Herlihy’s general methodology for lock-free

transformation. The basis of our techniques is to poll different locations on reading and

writing objects, in such a way that the consistency of an object can be checked by its lo-

cation instead of its tag. It consists of simple code that can be easily implemented using

C-like languages.
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4.2 Synchronization primitives

Traditional multiprocessor architectures have included hardware support only for low level

synchronization primitives such as CAS and LL/SC, while high level synchronization prim-

itives such as locks, barriers, and condition variables have to be implemented in software.

CAS atomically compares the contents of a location with a value and, if they match,

stores a new value at the location. The semantics of CAS is given by equivalent atomic

statements below.

proc CAS(ref X; in old, new): bool =

〈 if X = old then X := new ; return true

else return false; fi 〉

LL and SC are a pair of instructions, closely related to the CAS, and together implement

an atomic Read/Write cycle. Instruction LL first reads the content of a memory location,

say X , and marks it as “reserved” (not “locked”). If no other processor changes the content

of X in between, the subsequent SC operation of the same process succeeds and modifies

the value stored; otherwise it fails. There is also a validate instruction VL, used to check

whether X was not modified since the corresponding LL instruction was executed. For the

semantics of LL, SC and VL, see chapter 3.

An atomic counter can be implemented by fetch-and-increment (FAI) and fetch-and-

decrement (FAD) given below. Both operations return the original value of a memory

location after atomically increment and decrement the counter, respectively. From hardware

point of view, they are simpler versions of CAS.

proc FAI(ref X): int =

〈 X := X + 1; return X − 1; 〉

FAD is declared analogously. When FAI and FAD are not available on the machine ar-

chitectures, then they can be easily implemented by CAS and LL/SC. E.g., FAI can be

implemented by CAS in the following lock-free way.

proc FAI(ref X): int =

local Y ;

loop

Y := X;
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if CAS(X, Y, Y + 1) then return Y ; fi;

end;

end.

4.3 The lock-free implementation using CAS

In chapter 3, we formalized Herlihy’s methodology [28] for transferring a sequential im-

plementation Sa (see Fig. 3.1) of any data structure into a lock-free synchronization Sll/sc

given in Fig. 3.2, using synchronization primitives LL/SC. We now turn our attention to

the lock-free implementation of the same interface using CAS, which is given by the algo-

rithm Scas shown in Fig. 4.1. This lock-free implementation is inspired by the lock-free

implementation Sll/sc (see Fig. 3.2). The lines c2, c6 and c7 of Sll/sc correspond in Scas to

the fragments from d20 to d23, from d60 to d65, and from d70 to d71, respectively.

The basic idea is to employ array prot to count the number of processes that are using

an index for accessing a node, in such a way that the consistency of a node can be checked by

its index: suppose process p first reads the index of node x.p to m.p (see line d20), then the

consistency can be checked later by the predicate m.p = indir[x.p]. In Sll/sc, LL/VL and

LL/SC are taken as pairs of instructions, that together implement the atomic read/write

cycle. In Scas , we therefore increment and decrement the corresponding counter (in array

prot) at the beginning and the end of a cycle.

As in Sll/sc, we need to ensure all indices of shared nodes and “private” nodes (still

declared in a public way) are mutually different. Moreover, after success of the analogue of

SC, the previous shared node can not serve as a private node immediately (unlike that in

Sll/sc, see line c6) if some process is still hanging on that node. Otherwise, interference may

occur when the new “private” node is redirected to be a shared node again. Every “private”

node for each process is now truly private since it does not allow some other process to have

a peep at its content.

In Scas , we introduce a constant K ≥ N +2P for the sizes of the arrays node and prot.

There is a trade-off between space and time that the user can choose: large K is faster when

an unused index is chosen at line d64, but large K requires more space.

The guard in line d22 is essential since it guarantees that the accessing node can not be

taken as a private node during the read/write cycle. Decrement of prot[m] in line d61 is

necessary since m does not refer to a shared node when CAS in line d60 succeeds. When
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Constant
P = number of processes;
N = number of nodes;
K = N + 2P;

Shared variable
pub: aType;
node: array [1 . . .K] of nodeType;
indir: array [1 . . .N ] of 1 . . .K;
prot: array [1 . . .K] of 0 . . .K;

Private variable
priv : bType; pc: [d10 . . . d71]; suc: bool;
x: 1 . . .N ; mp, m: 1 . . .K ; tm, tm1 : cType;

Program
loop

d10: noncrit(pub, priv, tm, x);
loop

loop
d20: m := indir[x];
d21: 〈 prot[m]++; 〉
d22: if m = indir[x] then break; % goto d30

d23: else 〈 prot[m]--; 〉 fi;
end;

d30: read(node[mp], node[m]);
d40: if guard(node[mp], priv) then
d50: com(node[mp], priv , tm1);
d60: if CAS(indir[x], m, mp) then

tm := tm1;
d61: 〈 prot[m]--; 〉
d62: if prot[m] = 1 then mp := m;

else
d63: 〈 prot[m]--; 〉

loop
d64: choose mp from 1 . . .K

if CAS(prot[mp], 0, 1) then
break; fi; % goto d10

end; fi;
break; % goto d10

else
d65: 〈 prot[m]--; 〉 fi; % goto d20

else
d70: suc := (m = indir[x]);
d71: 〈 prot[m]--; 〉

if suc then break; fi; fi; % goto d10 if suc, else goto d20

end;
end.

Initial conditions
Θcas : (∀p: 1 . . . P : pcp = d10 ∧ mpp = N+p) ∧ (∀i: 1 . . .N : indir[i] = i)

∧ (∀i: 1 . . .K : prot[i] = (i ≤ N+P ? 1 : 0))
Liveness

Lcas : 2(pcp = d20 −→ 3pcp = d10)

Figure 4.1: Lock-free implementation Scas of Sa
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the check in line d62 finds that prot[m] equals 1, it means that only this process is hanging

on that index, and the process can thus immediately treat that node as its private node.

Otherwise, before the process starts to find an unused index for its private node, it needs

to release the reading access to the node. When a new unused index, say mp, is chosen in

line d64 for private use, the process increments prot[mp] to 1. Therefore, no other process

will regard that chosen “index” as an unused index and take that for its private use.

4.4 Correctness

In this section we prove that the concrete system Scas implements the abstract system Sa.

The correctness of the lock-free implementation Scas does not depends on the correctness

of the lock-free implementation Sll/sc. Formally, as we did in chapter 3, we introduce Nc

as the relation corresponding to command noncrit on (aType × bType × cType, aType ×

bType× 1 . . . N), Pg as the predicate computed by guard on nodeType× bType, Rc as the

relation corresponding to com on (nodeType× bType, nodeType× cType), and define

Σa , (Node[1 . . . N ], pub) × (pc, x, priv, tm)P ,

Σcas ,(node[1 . . . K], indir[1 . . . N ], prot[1 . . . K], pub)

×(pc, x, mp, m, suc, priv, tm, tm1)P .

Πa(Σa) , (Node[1 . . . N ], pub), Πcas(Σcas) , (node[indir[1 . . . N ]], pub).

Na ,
∨

0≤i≤2
Nai

, Ncas ,
∨

10≤i≤71
Ndi

.

The transitions of the abstract system can be described: ∀s, t: Σa, p: 1 . . . P :

sJ(Na0
)pKt , s = t (to allow stuttering)

sJ(Na1
)pKt , pc.p = a1 ∧ pc′.p = a2 ∧ Pres(V − {pub, priv .p, pc.p, x.p})

∧ ((pub, priv.p, tm.p), (pub, priv .p, x.p)′) ∈ Nc

sJ(Na2
)pKt , pc.p = a2 ∧ pc′.p = a1 ∧ (Pg(Node[x.p], priv .p)

∧ ((Node[x.p], priv.p), (Node[x.p], tm.p)′) ∈ Rc

∧ Pres(V − {pc.p, Node[x.p], tm.p})

∨ ¬Pg(Node[x.p], priv.p) ∧ Pres(V − {pc.p})).

The transitions of the concrete system can be described in the same way. Here we only

provide the description of concrete transitions d60 and d64: ∀s, t: Σcas , p: 1 . . . P :

sJ(Nd60
)pKt , pc.p = d60 ∧ (indir[x.p] = m.p ∧ pc′.p = d61 ∧ (indir[x.p])′ = mp.p
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∧ tm′.p = tm1.p ∧ Pres(V − {pc.p, indir[x.p], tm.p})

∨ indir[x.p] 6= m.p ∧ pc′.p = d65 ∧ Pres(V − {pc.p})).

sJ(Nd64
)pKt , pc.p = d64 ∧ ∃ k: 1 . . . K: (prot[k] = 0 ∧ pc′.p = d10 ∧ (prot[k])′ = 1

∧ mp′.p = k ∧ Pres(V − {pc.p, prot[k], mp.p}))

∨ (prot[k] 6= 0 ∧ Pres(V)).

To prove that Scas implements Sa, we define the state mapping ϕ: Σcas → Σa by

showing how each component of Σa is generated from components in Σcas :

∀x: 1 . . . N : Nodea[x] = nodecas [indircas [x]],

∀p: 1 . . . P : pca.p = (pccas .p = d10 ∨ pccas .p ∈ [d61 . . . d64]

∨ (pccas .p = d71 ∧ sucp) ? a1 : a2),

where the subscript indicates the system a variable belongs to, and the remaining variables

in Σa are identical to the variables occurring in Σcas .

4.4.1 Invariants

We establish some invariants for the concrete system Scas , that will aid us in proving the

refinement.

I1: p 6= q ∧ pc.p /∈ [d61 . . . d64] ∧ pc.q /∈ [d61 . . . d64] ⇒ mp.p 6= mp.q

I2: pc.p /∈ [d61 . . . d64] ⇒ indir[x] 6= mp.p

I3: x 6= y ⇒ indir[x] 6= indir[y]

I4: pc.p = d60 ∧ m.p = indir[x.p]

⇒ Pg(node[m.p], priv.p) ∧ ((node[m.p], priv.p), (node[mp.p], tm1.p)) ∈ Rc

I5: pc.p = d70 ∧ m.p = indir[x.p] ⇒ ¬ Pg(node[m.p], priv.p)

In the expression of invariants, free variables p and q range over 1 . . . P , and x and y range

over 1 . . . N . Invariants I1 and I2 indicate that, for any process p, node[mp.p] can be

treated as a “private” node of process p since only process p can modify that. Invariant I3

implies that all shared nodes are different. Invariant I4 gives the precondition when process

p arrives at line d60 and node x.p has not been changed since the last execution of line d20.

Invariant I5 gives the precondition when process p arrives at line d70 and node x.p has not

been changed since the last execution of line d20.

To prove the invariances of I1 to I5, we postulate
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I6: ∀i: 1 . . . K: prot[i] = ]({x: 1 . . . N | indir[x] = i})

+]({p | (pcp /∈ [d61 . . . d64] ∧ mpp = i) ∨ (pcp = d61 ∧ mp = i)})

+]({p | (pcp ∈ [d22 . . . d71] ∧ pcp 6= d64 ∧ mp = i)})

I7: pc.p ∈ [d30 . . . d71] ∧ pc.p 6= d64 ∧ mp.q = m.p ⇒ pc.q ∈ [d61 . . . d64]

I8: pc.p ∈ [d40 . . . d50] ∧ m.p = indir[x.p] ⇒ node[m.p] = node[mp.p]

I9: pc.p = d50 ⇒ Pg(node[mp.p], priv.p)

Invariant I6 precisely describes the counter prot[i] for each i ∈ 1 . . . K. Invariant I7 implies

that process p cannot read the “private” node of other process q. Invariant I8 indicates

the postcondition after process p making a private copy of the chosen node x.p at line d30.

Invariant I9 provides the precondition when process p arrives at line d50.

4.4.2 Refinement

It is straightforward to verify that the first premise of the refinement mapping and the first

premise of the simulation hold. It is easy to verify the second premise of the simulation for

most of the transitions. We examine in detail only transition d60.

Transition d60 executed by process p is split up into two cases according to whether

indir[x.p] = m.p holds in the precondition. This gives rise to the following two verification

conditions:

1. ∀ s, t ∈ Σcas : indir[x.p] = m.p ∧ sJ(Nd60
)pKt⇒ ϕ(s)J(Na2

)pKϕ(t).

Using invariant I4, we obtain the following relation that holds between the concrete

states s and t:

pc.p = d60 ∧ pc′.p = d61 ∧ Pg(node[indir[x.p]], priv .p)

∧ ((node[indir[x.p]], priv.p), (node[indir[x.p]], tm.p)′) ∈ Rc

∧ Pres(V − {indir[x.p], pc.p, tm.p}).

This corresponds to the following relation that holds between the abstract states ϕ(s)

and ϕ(t):

pc.p = a2 ∧ pc′.p = a1 ∧ Pg(Node[x.p], priv.p)

∧ ((Node[x.p], priv.p), (Node[x.p], tm.p)′) ∈ Rc

∧ Pres(V − {Node[x.p], pc.p, tm.p}).
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We then conclude ϕ(s)J(Na2
)pKϕ(t) holds.

2. ∀ s, t ∈ Σcas : indir[x.p] 6= m.p ∧ sJ(Nd60
)pKt⇒ ϕ(s)J(Na0

)pKϕ(t).

We obtain the following relation that holds between the concrete states s and t:

pc.p = d60 ∧ pc′.p = d65 ∧ Pres(V − {pc.p}).

This corresponds to the following relation that holds between the abstract states ϕ(s)

and ϕ(t):

pc.p = a2 ∧ pc′.p = a2 ∧ Pres(V − {pc.p}).

We then conclude ϕ(s)J(Na0
)pKϕ(t) holds.

For the third premise of refinement mapping, we deduce

σ |= Lcas ≡ σ |= 2(pc = d20 −→ 3pc = d10)

⇒ σ |= 2(pc ∈ [d20 . . . d71] −→ 3pc = d10)

⇒ ϕ(σ) |= 2(pc = a2 −→ 3pc = a1)

≡ La(ϕ(σ))

Consequently, we have the main reduction theorem for the lock-free implementation using

CAS:

Theorem 4.4.1 The abstract system Sa defined in Fig. 3.1 is implemented by the concrete

system Scas defined in Fig. 4.1, that is, ∃ϕ: Scas v Sa.

4.4.3 Progress

Note that the liveness condition Lcas in Scas is postulated, and Theorem 4.4.1 does not

require the proof of this liveness condition. In this section, we prove that the liveness

condition Lcas in Scas is feasible.

The proof of liveness relies on the fairness conditions associated with a specification. The

purpose for fairness conditions is to rule out executions where the system idles indefinitely

with control at some internal point of a procedure and with some transition of that procedure

enabled. Fairness arguments usually depend on safety properties of the system.

The lock-freedom property means that a non-faulty process will finish its task in a finite

number of steps unless other processes are infinitely making progress. In the concrete system

Scas , we assume
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2(pc.p ∈ [d20 . . . d60] ∪ [d65 . . . d71]) −→ 3(pc.p ∈ {d60, d70} ∧ m.p = indir[x.p]).

This assumption indicates that for every process p, when process p remains in the re-

gion [d20 . . . d60]∪ [d65 . . . d71] and executes d20 infinitely often, it will eventually succeed in

reaching d60 or d70 with precondition “m.p = indir[x.p]”. Otherwise, other processes are

infinitely making progress on modifying node x.p before process p finishes its task, which

falsifies the antecedent of the lock-freedom.

Using rule (SF1) (presented in section 1.2) with the following substitutions:

R : pc.p ∈ [d20 . . . d60] ∪ [d65 . . . d71]; N : Ncas ;

Q : pc.p ∈ [d61, d64] ∨ (pc.p = d71 ∧ suc.p);

A : (m.p = indir[x.p] ∧ Nd60
) ∨ (m.p = indir[x.p] ∧ Nd70

);

I : true,

we then obtain:

pc.p ∈ [d20 . . . d60] ∪ [d65 . . . d71] o→ pc.p ∈ [d61 . . . d64] ∨ (pc.p = d71 ∧ suc.p).

Similarly, but more obviously, we have

pc.p = d71 ∧ suc.p o→ pc.p = d10.

pc.p ∈ [d61 . . . d64] o→ pc.p = d64.

The invariant I6 implies that, while process p is at d64, we have
∑K

i=1
prot[i] ≤ N +

2P − 2 ≤ K − 2. It then follows from the pigeon hole principle that there exists j ∈ [1,K]

such that prot[j] = 0. By the antecedent of lock-freedom, no other process can change

prot[j] to be non-zero infinitely often while process p stays at d64 without finishing its task.

Therefore, if process p acts infinitely often and chooses its value mp in line d64 by round

robin, process p will exit the loop and arrive at d10 eventually. That is:

pc.p = d64 o→ pc.p = d10.

According to the transitivity of “leadsto”( o→ ) relation, we finally obtain:

pc.p = d20 o→ pc.p = d10,

which is the liveness property defined in the concrete system Scas .
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4.5 Conclusions

Lock-free algorithms offer significant reliability and performance advantages over conven-

tional lock-based implementations. Many machines provide either CAS or LL/SC, but not

both. This chapter presents a general lock-free pattern based on the weaker atomic primi-

tive CAS without causing the ABA problem or problems with wrap around. The lock-free

pattern makes it easier to develop the lock-free implementations of any data structures. It

is a CAS variation of Herlihy’s LL/SC methodology for lock-free transformation. It pro-

vides clear evidence that CAS is sufficient for practical implementations of lock-free data

structures.

We present the lock-free pattern as a reduction theorem. Application of this theorem

simplifies the verification effort for lock-free algorithms since fewer invariants are required

and some invariants are easier to discover and easier to formulate without considering the

internal structure of the final implementation. Apart from safety properties, we have also

considered the important problem of proving liveness properties using the strong fairness

assumption.

Formal verification is desirable because there could be subtle bugs as the complexity of

algorithms increases. To ensure our proof is not flawed, we used the higher-order interactive

theorem prover PVS for mechanical support. All invariants as well as the simulation relation

have been completely verified with PVS. We felt that using PVS to prove the liveness does

not give enough advantages over the handwritten proof to justify the investment and the

delay in publication. We therefore defer a PVS proof of the liveness to future work. For

the complete mechanical proof of safety, we refer the reader to [34].




